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Mr Justice Fraser:

1. This judgments part of the longunning legal dispute between the claimamiso are
all eitherformer or serving supost mastersandsyppo st mi st r eandtees ( A SF
Post Office.All the SPMsin the litigation had contracted with the Post Office at
different times to run branch Post Offices in different locations across the country. The
Post Office introduced a computer system called Horizon in 2000 across all its
branchesThat was changeth 2010to an onlire version called Horizon Onliner
HNG-X, and the former version is now called Legacy HoriZome <c | ai mant s o
essentially thaboth Legacy Horizon and Horizon Online (which used many elements
of the existing systenwere or arainreliable andthisled to unexplained shortfalls and
discrepancies in their branch accounts. The Post Office denigadbesting that the
systems were and are robust, and extremely unlikely to be the cause of such matters
There are numerous different causes of actiongnt against the Post Office, and the
Post Office counterclaims against the claimants, includingrsgelamages for fraud.
This is groupitigation under CPR Part 19.

2. This judgmentoncerns the operation and functionality of the Horizon system. iliself
follows the lengthy Common Issues judgment, which is Judgment (NOL&t
judgment wasextremely long, for two main reasons. It concerned six different
claimants, eaclof whom had contracted with the Post Office at different times, and
each of thoses i x c | ai ntancarnediery aitiesent dactsVery few of the
material facts relatingo contract formatiorwere agreed for any of teesix, and
therefore factual findings had to be mafte each of themin this respect
Approximately 500 paragraphwere necessary to do this. Althougtstf instance
judgmentsmust be reasoned so thartiesunderstand the outcome (and so tnay
judgment can be subject to appropriate reyjeery lengthy judgments can be difficult
to follow. If a judgment becomdso long, or too technical, it can be courpeoductive
to wider understanding on the part of those not immersed in the fine detail of every
aspect of the case.

3. | have therefore included technical detail about the Horizon system, its operation, and
someaspects of the technical evidence, in a Technical Appendix to this judgment. The
contents of that appendix should not be seen as being of subordinate effect to the
contents of the judgment itself; this is done simply for the convenience of readers. It
also intended that readers whorgeedto immerse themselves in technical matters to a
very fine level of detail may not find it necessary to study the appendix, and reading
the judgment alone may be sufficient. Notwithstanding that approach, however, this
judgment too is extremely long. This is due to the complexity of the Horizon system,
which even for computer systems is extraordinarily complicated for the reasons
explained below; the period of time over which the complaints range (which starts with
the introduction of Horizon in 200@nd runs to daje and due to the way that the
litigation hasunfolded. There are some matters in this judgment that go to issues
affecing thegrouplitigation going forwards, such as disclosusich have increased
its length.It is also the case that this litigation is being very strongly contested on both
sides.| have endeavoured to provideeasonable level ditail to explain my findings
on the Horizon Issues to assist both saemuch as possibleinally, the oty findings
that are made in this judgment are those necessary to come to conclusions on the
Horizon Issues.All other matters in all the claims of the claimants and the
counterclaims by the Post Office remain for decision in later judgments.



4. This judgment isn the following parts:

Paragraph no.
A. Introduction 5
B. TheHorizonlssues 18
C. Features of tls Group Litigation 57
D. Evidence of FacfThe Claimants 76
E. Evidence of FactThe PostOffice 202
F. Documents andvailable Information 559
G. TheExpertsdéd Agreements 654
H. The Reriod 21 March 2019 té June 2019 706
l. The Expert Evidence 731
J. Conclusion on Expert Evidence 870
K. Audit Data 905
L. OverallConclusions 925
M. Answers to the Horizon Issues 965
Appendices:

1. Technical Appendix
2. Summary of bugs, errors and defects
3. Glossary

A. Introduction

5. These proceedings abeing conducted pursuantao Gr oup Li ti gati on O
made on 22 March 2017 by Senior Master Fontaand approved by the President of
t he Queends .BAemocehlcomprehensivaintroduction to the issues
generally between the parties is contained at [2] to [43] ofrdadtfNo.3)i Co mmo n
| ssueso, which is at [ 2019cpnceEnylgrGcedurdalé ( QB)
rather than substantive issuasgthe first Judgment §2017] EWHC 2844 (QB#and
Judgment ( No. Z2D18]fE®/HC 2698 ¢QBDuringdheHotizon Issues
trial which isthe subject of this judgment, the Post Office issued an application that |
recuse myself as Managing Judge iis tiroup litigation, andstopthe Horizon Issues
trial, so that it could be recommencetl somelater datein the futue (before a
replacementManaging Judge)That application was refused and luelgment isat
Judgment (No. 4) AfRecusal Ap p | Hernssion mn 0 a't
appeal was refused by the single Lord Jusiitc® May 2019There is also Judgment
(No.5) ACommon | ssues Cost s Odevdrioupdtders 9] EW
in respect of the costs of the Common Issues tidlearing in respect of that having
taken place on 23 May 2019.

6. This trial concerns what the parties referred to at tree gcaanagement stage as the
Horizon Issues. The intention behind the case management of this litigation was that
the contractual issues (whisher e cal |l ed t he @ffEceednaiohe | s s u
claimants) and the computer issues relating to the operatrartionality and reliability
of the Horizon system (whicwer e cal |l ed t he afsdtaffeciezaln 1 s s
the claimants) would be resolved first. The parties netaedto prepare for these two
trials, which took place in late 2018 (for the Coommissues) and into the spring of
2019 (for this one), in particular to perform disclosure, and prepare and serve evidence.
For the Horizon Issueshis included expert evidence, for which | gave permission,
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from two IT experts, one for the claimants (Moy@e) and one fahe Post Office (Dr
Worden).

The recusal application caused significant delay and disruption to the Horizon Issues
trial. Originally, thattrial had been programmed to finish (includidelivery of oral
closing submissiond)y 11 April 2019 a date which became unachievable as a result
of that applicationFollowing Judgment (No.4) the remaining witness of fact for the
Post Office to bealled in personMr Parkera senior Fujitsu employewas called on

11 April 2019

The twolIT expertscould not be called untd June 2019 onwards. The two experts
therefore had a period of some weeks, following on from the evidence of fact, before
they were called to give thearal evidence.There was therefore an interval between

11 April 2019 and 4 June 2019 when the experts were called. Their evidence
collectively tooktwo courtweeks.

The effectof this interruption uporthe trial timetablaneant that there wabkerefore
timeavailablefor each of the experts to consider the full scopa@ttossxamination

of the factual witnesses that had taken ptaree weeks beforand reflect (with more
time than is usudibr expertswhilst a trial is underwgyupon whether thatmpacted
upontheir views.Experts are supposed to consider the faatu@ence advanced by
both sides in litigatiomeutrally, and if withessesre crossexamined, theii at least
potentiallyi other evidence thamightemerge ought, if it is important, to bensidered

by those experts arriving attheir final opinions given in evidenceln a conventional
trial, expert evidence will usually follow on almost immediately after the evidence of
facthas been heard. This means that, in practical terms, most experts will only have a
very short time in which to consider any @atially important factual developments in
any case before they are themselves ceosmmined.Here, there was no such
restriction.

The Horizon Issues trizimetablewas therefor@ifferentto a conventional trigh this
respectbecauséhevast majoity of the oral factual evidence, with the single exception
of Mr Parkerds evidence, was compl eted
11 weeks, before Mr Coyne was called by the claimants, and even longer before Dr
Worden was calletly the PosOffice. The approach of the experts to the opportunity
presented by that intervalrther to assist the court with their evidence is notable, in
my judgment. | will deal with this further in Paitl andl of this judgmentFor a more
detailed description of the architecture of the Horizon system (both Legacy Horizon
and Horizon Online) reference should be made to the Technical Appendix. For a
general understanding of tiesues in this litigation, an overview is sufficient.

Horizon is bothan accounting systemand alsosupports a large number what are
calledbusiness applicationSometransactionshat a customer might wish to carry out

in their local Post Office branch are what are called retail activities, such iag lauy

Post Office product. One example of this is buying a book of stamps. However, the Post
Office has a large number of business customers whose products are offered to the
public through branch Post Of fices.d.The
For every kind of activity which a customerishes to transact in theRost Office

branch Horizon needs to hatbefunctionality to perform it. This functionality means
supporting theounter activity of carrying out the transactiamich is anotheway of

by
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saying Horizon enabdethe SPM or their assistant to transact the business over the
counter. That business may be a combination of Post Office retail activity, and
purchasing services or products offered by the Post Office on behalf of its.clients
However, in conjunction with thability of a SPM to serve a customer (what is called
counter or front office)there isthe associatediback office activity of settling with

Post Office's 'client’ organisation, who has provided some service to theeussuch

as the DVLA, or a bank. Accounting isteetne or lireadthat runghrough all of these
business requiremen$ Horizon but it is only a part of thenThe number of services
provided by Post Office branches is large and has increased sfeail$998 to the
present dayThe number of clients has almost certainly increased henfdibctionality

of Horizon has expanded in line with the growth in service, both on the counter and in
the back office.

For those activities where the Post Office branch is acting like a retail outlet (such as
sellingstamps), both thibardware and softwais provided by Horizomo support this
activity. This is the ElectroniPoint ¢ Sale Software component of Horizahat is

ref err ERDS® o B RIOWHieSPM or assistartb record that some goods
have been provided to a customer, compute the price of those goods, and allow the
customer to pay the money required for all their purchased gosids, eitheicashor

a creditdebit card. Often, a customer may wish tarry out two or more different
activities in one visit to the counterfor instance, to settle atilities bill and to buy

some stampsThis can be done in the same activity anéiedzon has the concept of

a customer carrying out a '‘basket' of activities and settling the total amount due for the
basket in several waydy onesinglecredit card transaction, by a cheqaeby cash

Baskets of Post Office activities and rBostOffice activities are not supportdxy
Horizon Often, a local Post Office branch will beretail outlet too, selling neRost
Office goods such as groceries, newspapers or even (as with Mr Bates at-Doany

a haberdasheryf a customer wishes to bug newspaper and some stamps, the
newspaper is not sold hige Post Office it is simply sold by the associated, though in
accounting terms separatetail outletrun by the SPMvhich uses the same premises.
So, the customer has to settle in two pdntsome premises, a customer may queue up
to purchase (say) greetings cards and pens (from the retail side of the branch Post
Office). If they then wish to perform some activities with the Post Office, they may then
need to queue up at a separaenterpostion to do that; that separate and second
activity would be transacted through Horizémthis respect, the National Lottery is an
exception and spans the two businesses.

The Post O f ifclude ehiyls streetl barks) Camelgas and electricity
companies (for payingtility bills), DWP (for paying benefits and pensions) and DVLA
(for paying road fund tax)Because of the different nature of the services provided
through the Post Office for all of these mamyndred of client organisations, the
services provided througtihe Post Office will be different from the service provided

for other clients There is therefore the need ®wme unique software functionality
within Horizon. Thismust be provided both in the branch and the back office tastupp
the activities for that client. This is a part of what makes Horizon such a large and
complex systemrlhe other reason that Horizon is so complex is because it has evolved
over a long period. As will be seen below, the original concept and desigoriaoh

was for a joint Post Office/DWP project so that welfare benefits could bégpagthefit
claimantsin a certain way. That changadd the DWP withdrew from the projebit
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the need to offer other amahincreasing number of products has led to ynaaditions
being added on to the system, increasing its complexity over time.

As well as the counter activitigsecessary to run a branch Post Offiderizon also
suppors the periodic process of balancing and rollover for each braes$ential
elemetts in the accounting to the Post Office performed by the .SBMry branch
operates in Trading Periods, which are either four or five weeks (according to a
timetable published periodically by Post Office). At the start of each Trading Period the
branch issupposed to be 'in balance'. This means that the physical stock and cash in the
branch agrees with the datgarding thestock and cash held in Horizon. Then, during

the Trading Period, Horizon records all customer transactions made at the branch, so it
records the changes in cash and stodk.dtsorequired tarecord any replenishments

or remittances of cash or stock in the branch. Thus, Horizon records all changes in cash
and stock held at the branch during the Trading Periodslamald be able toompute,

from the starting amounts and the changes, the expected amounts of cash and stock at
the end of the period.

Without recitingthe entirebackground to the group litigation between the Post Office
and the claimants, it is the accountangd functonalaccuracy of Horizon that is at the
heart of the current disputes, which have run for a great many years. The claimants
maintain that the Horizon system in operation threw up numerous discrepancies and
shortfalls in their branch accounts, for which tRest Office unfairly held them
responsible. The Post Office dispute this, and maintain that these occurrences are
explicable bycarelessnes$ault or criminality on the part of the claimants.

Horizon, whether in its first incarnation as Legacy Horizotl 2010, or what is called

Horizon Online since then (originally HN&, now since 201" HNG-A running on a

different windows system)s at the centre of this group litigatioih.should also be

notedthat it is nota system that i®perated by the Postff@e. It was originally
designed, Aroll ed outodo and operated by |
Fujitsu, and which is now fully absorbed withtajitsu,and has been for many years.

There is a contract between Fujitsu and the Post Office in regpétdrizon, and

perhaps in its current form it is rather different than the original contractual relations
between those two entitieShe contractual relationship between the Post Office and

Fujitsu is not of direct relevance to the Horizon Issbesarises tangentiallypnly in

respect of what is a stibsue, namely the charging structaerated byFujitsu for

what are called ARQ requests for audit datd whether this inhibited the Post Office

in this respectThe operation, functionality and accayaof Horizon is an extremely

thorny issue (or bundle of issugalthough given the breadth of allegation and counter
allegation in the group litigation they are not the only issBesviding the answers to

the Horizon Issues will not lead to completsalaition of the litigation. It should
however resolve one of the central issues

The Horizon Issues

The Horizon Issueare as followsln the 3¢ Case Maagement Order of 1 March 2018,
leading ounsel for the parties were ordered to meet and seek to agree the Horizon
Issues to be tried iMarch 2019. This was donthe issues were agreed by the parties
and approved by the courtake the following from the Case Management Oddged

23 March 218 which wasthe next order made, and wasConsent OrderThe



paragrapheferenceso the pleadingsere included in thést of Horizon Issues, which
were themselves appended to @elerof 23 March 2018tself. These include at the
beginninganagree def i nition of Athe Horizon Syst

AAGREED LIST OF HORIZON ISSUES

definitions for the purpose of this list of issues

At he Hor i zghal foStespurmoses of this list of issues mean the Horizon
computer system hardware and software, commuaratequipment in branch and

central data centres where records of transactions made in branch were processed, as
defined in the Generic Paglbandasladmitted by f Cl ¢
Post Office in its Defencat §37.

BUGS, ERRORS ANDDEFECTS IN HORIZON

Accuracy and integrity of data

(1) To what extent was it possible or likely for bugs, errors or defects of the nature
alleged at 8823 and 24 of the GPOC and referred to in 88 49 to 56 of the Generic
Defence to have the potential fajause apparent or alleged discrepancies or shortfalls
relating to Subpostmastersd branch accou
reliability of Horizon accurately to process and to record transactions as alleged at §24.1
GPOC?

(2) Did the Horizan IT system itself alert Subpostmasters of such bugs, errors or defects
as described in (1) above and if so ffow

(3) To what extent and in what respects i
unlikely to be the cause of shortfalls in branches?

Controls and measures for preventing / fixing bugs and developing the system

(4) To what extent has there been potential for errors in data recorded within Horizon
to arise in (a) data entry, (b) transfer or (c) processing of data in Horizon?

(5) How, if atall, does the Horizon system itself compare transaction data recorded by
Horizon against transaction data from sources outside of Horizon?

(6) To what extent did measures and/or controls that existeldiizon prevent, detect,
identify, report or reducan extremely low level of risk of the following:

a. data entry errors;

b. data packet or system level errors (including data processing, effecting, and recording
the same);

c. afailure to detect, correct and remedy software coding errors or bugs;

d. errors in the transmission, replication and storage of transaction record data; and



e. the data stored in the central data centre not being an accurate record of transactions
entered on branch terminals?

OPERATION OF HORIZON
Remote Access

(7) Were PosbDffice and/or Fujitsu able to access transaction data recorded by Horizon
remotely (i.e. not from within a branch)?

Availability of Information and Report Writing

(8) What transaction data and reporting functions were available through Horizon to

Post Qfice for identifying the occurrence of alleged shortfalls and the causes of alleged

shortfalls in branches, including whether they were caused by bugs, errors and/or
defects in the Horizon system?

(9) At all material times, what transaction data and mapp functions (if any) were
available through Horizon to Subpostmasters for:

a. identifying apparent or alleged discrepancies and shortfalls and/or the causes of the
same; and

b. accessing and identifying transactions recorded on Horizon?

Access to ad/or Editing of Transactions and Branch Accounts

(10) Whether the Defendant and/or Fujitsu have had the ability/facility tmg@rt,
inject, edit or delete transaction datadata in branch accounts; (ii) implement fixes in
Horizon that had the poteal to affect transaction data or data in branch accounts; or
(iii) rebuild branch transaction data:

a. at all;

b. without the knowledge of the Subpostmasters in question; and

c. without the consent of the Subpostmaster in question.

(12) If they did,did the Horizon system have any permission controls upon the use of
the above facility, and did the system maintain a log of such actions and such

permission controls?

(12) If the Defendant and/or Fujitsu did have such ability, how often was that used, if
at all?

(13) To what extent did use of any such facility have the potential to affect the reliability
of the Branchesd accounting positions?

Branch trading statements, making good and disputing shortfalls
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(14)How (if at all) does the Horizon systemdaits functionality:

a. enable Subpostmasters to compare the stock and cash in branch against the stock
and cash indicated on Horizon?

b. enable or require Subpostmasters to decide how to deal with, dispute, accept or make
good alleged discrepancy hy groviding his or her own personal funds or (ii) settling
centrally?

c. record and reflect the consequence of raising a dispute on an alleged discrepancy,
on Horizon Branch account data and, in particular:

(i) does raising a dispute with thelplinecause a block to be placed on the value of an
alleged shortfall; and

(i) is that recorded on the Horizon system as a debt due to Post Office?

d. enable Subpostmasters to produce (i) Cash Account before 2005 and (ii) Branch
Trading Statement after 2005

e. enable or require Subpostmasters to continue to trade if they did not complete a
Branch Trading Statement; and if so, on what basis and with what consequences on the
Horizon system?

Transaction Corrections
(15) How did Horizon process and/or reddfransaction Correctiong?

Given the nature of the proceedings, and the disputes about the Horizon system which
were apparent on the face of the pleadindsad indicatedto the partiesat an early

stage that the generic disputes about the operation of the Horizon system, which would
need expert evidence, would be resolved after the contractual issues (which became
called the Common Issues, and led to Judgment (N3133)issues were néisted on

the partiedy the court The court approved the wording of the issues agreed by the
parties duringhe case management stage of the litigafitvere was no difficulty about

this at the time.

However, the meaning of issues 1 and 3 in padiquitoved, at the Horizon Issues trial
itself, to be controversial. This regrettableNor was anycontroversy aired with the
court prior to the actual triallhat too is regrettable. The court is well used to parties
who disagree over the answeto certain issuesin litigation generally It is
unsatisfactory whethey also disagree about whaty particularissue itself actually
means or the question that is being pog@icluding being posed to expertsy an
issue particularly once that issue halseady been finalised and ordered

Here, thetwo main areas ofdispute over the meaning of the Horizon Issues were as
follows (there were otherdut these are the most important onéd)e claimants
approached Issue 1 @svas wordedrequiring congleration of whether bugs, errors
or defects hadhe potentialt o cause discrepancies or

s h
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24,

accounts or transactions. In other words, this issue was not limited to consideration of
whether bugs, errors or defects hadact actualy causedliscrepancies or shortfalls.

The Post Office, on the other hand, approached Issue 1 as requiring consideration of
whether bugs, errors or defects hiadact actuallycaused discrepancies or shortfalls

and by reference t gpecifitaley. Thislapproath bytthe ¢?osta c ¢ o u
Office sought, in my judgment, to narrow the scope of the Horizon Issues. This was not
raisedat the case management stage.

The second main ared disputeconcerred Issue 3. Thisncludes consideration of the

conept of Arobustnesso. This word has beer
of the Horizon system for many years. The Post Office has said publicly, and on many
occasions, that no computer system is 100% accurate and/or perfect but Horizon is

A r o © Thss approach by the Post Office atated the commencement of the group

|l itigation and was at the heart of the Po
from different quarters about Horizdrdeal with this important concept below in more

detail at B6] below.What the Post Officeffectively means by this (in outline terms

only) is that the Horizon system canoperly and safelype relied upon by the Post

Office for the purposes for which it is designed and intended. The padres this is

clear on the pleadings, as well as in the terms of Horizon ISsdies8gre@ver whether

Horizon is robustln the Reply, the claimants alengel this in the following terms:

filt is therefore denied that Horizon 'is robust and [...] is extremdikelyto the cause

of losses in branches' (paragraph 16). In fact, the relatively small chance of errors
admitted by the Defendant, would blelly to produce the very picture reflected in the
Claimants' case.

Mr de Garr Robinson for the Post Office was somewhat crititdhe trialof the
drafting of both Issues 1 and 3. He was not involved in the drafting of the Horizon
Issues as the Post fiice had used different leading counddbwever, thacriticism
overlooked that the Post Office had agreed to the wordiirggl the Horizon Issues
through its otheleadingcounseland the wording hadlsobeen approved by the court
Althoughthere have been a total of thleading counsedltogetherinstructedfor the

Post Office thus faat first instance, with a fourth leading counsel used by the Post
Office to try and appeal the Common Issues to the Court of Appeal, simply because
different counsel are used does not mean that the issues ordered to be tried become
different. The Horizon Issues themselve®re appended to the Case Management
Orderitself.

Lists of issues, whether in group litigation or generally varg important.l can  no

better than quote Longmore LJSkicluna v Zippy Stitch Ltd2018] EWCA Civ 1320,
whosaidat[l4]iever since the Woolf refor ms, part
required to agree lists of issues formulating the points which need to be detdmgined

the judge. That list of issues then constitutes the road map by which the judge is to
navigate his or her way t dn thes litigaichtthedet er 1
Horizon Issues areot only important, but argitally important. The whole ofhe

proceedings concesithe operation and reliability of the Horizon system. It could quite

easily be called the Horizon Post Office Case. Although there are a great number of
different causes of action pleaded in both directions, both by the claimary #mel

Post Officeagainst one anothdéhe central core of the case is about Horizon. | consider
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that the wording of both Horizon Issues 1 aridi@deed, all the Horizon Issuégo be
clearand had they not been, | would not have approveddhsedvording.

However, some explanation is necessary given the disagreement to which | have
referred.

Thephrasei b ugs, e r r @ssufficiemtly widedd captute $hé many different

faults or characteristics by which a computer system might not workectly. The

partiesin this litigation usually but not always fotonveniencewould often refer
simply to fAbugs®'Eapdrton@ pairnt oSt dthement
At he Bu gCompatdr pref@ssionals will often refer simplyfioc o d e 0 , and
software bug canrefertoerravgthi N a systemés source code,
become more of a general term and is not restricted, in my judgment, to meaning an
error or defecspecificallywithin source codeor even code in an ofing system.

Source code is not the only type of software used in a system, particularly in a complex
system such as Horizon which uses numerous applications or programmes too.
Reference data is part of the software of most modern systems, and trescbamged

without the underlying code necessarily being changed. Indeed, that is one of the
attractions of reference dagoftware bug means something within a system that causes

it to cause an incorrect or unexpected redditting Mrde  Gar r Raoss nson o
examinationof Mr Roll, he concentrated on fAcodeo ve
There is more to the criticisms levelled at Horizon by the claimantscibaplaints

merely aboubugs within theHorizonsource code.

The wording of Horizon Issue,1 it o what extent was it p o
errors or defectsé..o0o is therefore very w
agreed by the parties, | considered at the case management stage when the Horizon
Issues were ordered, and still cmies now, that these worasearly cover the whole

rangeof criticisms levelled at Horizon by the claimants, and thatens thatcould

potentially be wrong with the Horizon system without restricti®@ugs, errors or

defectsis not a phrase restricted shl to something contained in the source code, or

any code.lt includes, for examplegata errors, data packet errodsta corruption,

duplication of entrieserrors in reference data and/or the operation of the system, as

well asa very wide type of di#r ent pr obl ems or defects w
errors or defectso is wide enough wording
with the system.

| also considethatt he wor ds i p ae slsolwideenaugh tolcovér édthy o

ends of the spectrum of what the parties would have the court decidkeer words, it

is a neutrally worded issu# wide effectwhich does not, by its phrasing, indicate any
particular starting point or end poirit. Psos i b | e éomethéng potentially could
happen or whether it could happenornot iLi kel yo means that s
balance of probabilies more likely to have happened than ridte issue uses both

terms, and therefogoses a wide question gt the answer provided by the court will

be of maximum utility in thgrouplitigation.

Finally, the wocladsefiiageahe gotential 8 (apcausa apparerth @
all eged discrepancies or short toartslos r el a
transactions, or (b) undermine the reliability of Horéon. 6 c¢cl ear |l y mean
expresgerms, that this issue is dealing witbssible or prospective effects, rather than
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whether bugs, errors or defettavein fact caused actual or allegeliscrepancies or
shortfalls. The way the wording of this issue was dealt with in the expert evidence will
be dealt with below.

If there were any ambiguity in Issue 1, and | do not consider that there is, the issue
specifically refers tocertain passages ithe pleadingslt would therefore be of
assistance to consider the pleadingise relevant passages from the Particulars of
Claim as amended are as follows:

n23. However, the Cl ai mant s soliwane cotitgat t
errors, bugs or defects which required fixes to be developed and implemented. There
were also data or data packet errors. There was a frequent need for Fujitsu to rebuild
branch transaction data from backups, giving rise to the furtHerofigrror being
introduced into the branch transaction records. The Claimants understand that Fujitsu
maintained a 'Known Error Log' relating to some or all of these issues which was
provided to the Defendant but which has not been disclosed.

24. Furtherthe Claimants aver and rely upon the following:

24.1. Insufficient error repellency in the system (including sufficient prevention,
detection, identification and reporting of errors), both at the data entry level and at the
data packet or system lev@hcluding data processing, effecting and reconciling
transactions, and recording the same);

24.1A bugs and/or errors and/or defects in Horizon and any data or data packet errors
had the potential to produce apparent shortfalls which did not repressaitlass to
the Defendant;

24.2. Horizon is imperfect and has the potential for creating errors (as the Defendant
has admitted in praction correspondence, in the Letter of Response, dated 28 July
2016, at paragraph 1.3);

24.3. bugs and/or errors haw®m some occasions produced discrepancies and/or
apparent shortfalls (as the Defendant has admitted iagti@n correspondence, in the
Letter of Response, Schedule 6) and such shortfalls may also have arisen from data or
data packet errors; and, further

24.4. the Defendant sought and/or recovered such alleged shortfalls from
Subpostmasters (as is presently understood to be admitted by the Defendant in the
Letter of Response, Schedule 6, paragraphs 4.1 t© 4.5).

The passages in the Defence which aretified in the Issue are paragraphs 49 to 56.
This is a lengthy series of paragraphs but as all are referesgbtesslywithin Issue 1,

| will reproduce them all. Tl state the following:

fBugs, errors or defects in Horizon

49. As to paragraph 22:

h ¢



(1) If and to the extent that the Claimants wish to assert that any of the shortfalls for
which they were held responsible were Horigamerated shortfalls, it is for them to
make that distinct allegation and seek to prove it. Post Office notes thatahet d
make the allegation in the GPoC. It further notes that, in paragraph 20 of their solicitors'
letter to Post Office's solicitors dated 27 October 2016, the Claimants make it clear that
they do not allege that there is a systematic flaw in Horizond®ed any flaw which

has caused any Claimant to be wrongly held responsible for any shortfall.

(2) It is denied that Post Office has unreasonably or otherwise failed to provide
"obviously relevant disclosure” in relation to bugs, errors or defects izd¢torThere

has been no order or application for disclosure and, in the premises set out above, there
appears to be no basis for providing such disclosure.

50. Paragraph 23 is embarrassing for its lack of particularity, in that (amongst other
things) it does not identify the errors, bugs or defects on which the Claimants rely or
how "large" their number was or the period in which they are said to have acande

nor does it identify the transaction data that Fujitsu is alleged to have rebuilt, how
"frequent” was the need to rebuild it or the extent of the "risk of error" which is said to
have been introduced. In the premises, Post Office cannot plead fosththree
sentences of this paragraph. However:

(1) All IT systems experience software coding errors or bugs which requesetd be
developed and implemented. As is noted in paragraph 53 and 54 below, there are robust
measures in place in Horizoorftheir detection, correction and remediation.

(2) All IT systems involving the transmission of data over the internet experience data
or data packet errors during transmission and such systems routinely have protective
measures in place to prevent swaiors creating any difference between the data
transmitted and the data received and retained by the recipient. Horizon has robust
controls making it extremely unlikely that transaction data input in a branch would be
corrupted when being transferreddad stored in, Post Office's data centre in a manner
that would not be detected and remedied.

(3) Like all IT systems, Horizon has backups to guard against any loss of data due to
local hardware failure. Where hardware fails, the data on that hardwaeoisered

from the backup. Post Office takes the term "rebuild" to refer to the situation before the
introduction of Horizon Online where a new terminal was introduced to a branch and
the data stored on the other branch terminals (or on a disc wheredtsirggle counter
branch) was restored to the new terminal. In this context, Post Office does not accept
that there was a "frequent” need to "rebuild" data from -ogosk

(4) It is admitted that Fujitsu maintain a "Known Error Log". This is not usedby P
Office and nor is it in Post Office's control. To the best of Post Office's information and
belief, the Known Error Log is a knowledge base document used by Fujitsu which
explains how to deal with, or work around, minor issues that can sometimemarise
Horizon for which (often because of their triviality) systende fixes have not been
developed and implemented. It is not a record of software coding errors or bugs for
which systerrwide fixes have been developed and implemented. To the best of Post
Office's knowledge and belief, there is no issue in the Known Error Log that could



affect the accuracy of a branch's accounts or the secure transmission and storage of
transaction data.

51. In paragraph 24, the Claimants again bundle many ambiguous andfleading
allegations together. Post Office separates out and addresses those allegations in
paragraphs 52 to 56 below.

52. As paragraph 24.1 does not explain what is meant by "error repellency”, what sorts
of errors are referred to, what is meant bgtédentry level”, what would constitute
"sufficient” prevention, detection, identification or reporting of these errors, or in what
respects the error repellenof/Horizon was insufficient, Post Office cannot plead to

this paragraph. However, the general thrust of paragraph 24.1 is denied and the robust
controls, procedures and practices pleaded in paragraphs 53 and 54 below are noted.

53. Asto paragraph 24.1At is a truism that errors or bugs in an IT system and data or
data packet errors have the potential to create errors in the data held in that system.
However, Horizon has at all material times included technical control measures to
reduce to an extremelow level the risk of an error in the transmission, replication and
storage of the transaction record data. These have varied from time to time and they
currently include the follving:

(1) Horizon creates, transmits and stores trans action data fiorthef "baskets". A

basket is a complete transactional session between a customer and Post Office and may
include one, several or many individual transactions taking place within the same
session. Horizon will not accept a basket of transactions thandbe®t to zero (i.e.

the value of any sales is set off by the value of any payment made or received). This
reduces greatly the risk of any error in the data entered within any given basket.

(2) If a basket of transactions fails properly to completgatssmission to the central
database (because, for example, of a power loss), the system rejects any partial
transmission and requests the full basket from the branch terminal. This reduces greatly
the possibility of baskets of transactions failing tadmorded.

(3) At the point of a basket being accepted by Horizon, it is assigned a unique sequential
number (a "JSN") that allows it to be identified relative to the other baskets transmitted
by that branch. This reduces greatly the risk of recordindichiie baskets or there
being a missing basket.

(4) Each basket is also given a digital signature, i.e. a unique code calculated by using
industry standard cryptography. If the data in the basket were to change after the digital
signature was generatetlig would be apparent upon checking the digital signature.

(5) Initial data integrity checks are undertaken when baskets are received at the Post
Office data centre from a branch. Baskets are then copied from the central database to
the Audit Store whera digital seal is then applied (the "Audit Store Seal"). If the

baskets and/ or the data within the baskets were altered after the application of the Audit
Store Seal, this would be apparent when the baskets are extracted from the Audit Store.

(6) Horizon and the above controls are themselves subject to various audits and checks
including audits carried out by third parties.



54. Further as to paragraph 24.1A, in addition to the technical controls referred to
above, there are several operatigracedures and practices conducted by Post Office

and Subpostmasters that serve to increase the reliability of the data stored in the central
data centre as an accurate record of the transactions entered on branch terminals. These
currently include thedllowing:

(1) For many transaction types, Post Office compares its own transaction record against
the corresponding records held by Post Office clients. If an error in Horizontovere
result in the corruption of transaction data, this should be revieglde compason.

(2) There are detailed procedures in place to address the risk of data loss resulting from
interrupted sessions, power outages or telecommunications failures in branches. These
are set out in the "RecoveryHorizon Online Quick Referee Guide" and Horizon

guides the system user through the recovery process (which include completing any
transactions that are cut short). These procedures should prevent any data errors arising
from interrupted sessions, power outages and telecommunis&itures

(3) The display of the transactions being effecteesaneen at the branch terminal
allows the user of the system to identify any inconsistency between the information
shown on the screen and the transaction that the user has iy system. If, for
example, a hypothetical bug in the terminal were to cause-atkkg on number S to

be recorded as an input of number 6, this would be detected rapidly by system users,
given the large number of system users and the huge number of tiarsatfected

on Horizon.

(4) The accounting and recekéeping obligations placed on Subpostmasters reduce
the risk of any errors going undetected. For example, there is an obligation for each
branch to count and declare to Post Office the cash istmida daily basis, which
increases the likelihood of promptly detecting any overstatement or understatement of
the cash position on Horizon. If a Subpostmaster detects that an error has been made at
an early stage, its cause is more likely to be idedtifie

(5) Fujitsu operates industry standard processes for developing and updating Horizon
and for investigating and resolving any identified potential system errors.

55. As to paragraph 24.2, Post Office admits that, like all other IT systems, Horizon is
not a perfect system which has never had any errors or bugs. However, as indicated in
paragraphs 53 and 54 above, it has robust systems in place to identify them, fix them
and correct their consequences (if any).

56. As to paragraphs 24.3 and 24.4:

(1) There have been occasions on which bugs or errors in Horizon have resulted in

discrepancies and thus shortfalls or net gains in some branch accounts, as outlined in
Schedule 6 of the Letter of Response. It is denied (if it be alleged) that such bugs or

errors have affected any of the Claimants.

(2) On each occasion, both the bugs or errors and the resulting discrepancies in the
relevant branch accounts were corrected. Post Office took steps to ensure that it had
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33.

34.

identified all branches affected by thegsuor errors and that no Subpostmaster was
ultimately held responsible for any resultant shortfalls.

(3) Paragraphs 4.1 to 4.5 of Schedule 6 to the Letter of Response relate toaledso
Suspense Account Bug. Without prejudice to the burden of prong of the branches
affected by the Suspense Account Bug are branches for which the Claimants were
responsible.

(4) None of the Subpostmasters whosabhes were affected by the Suspense Account
Bug were ultimately held responsible for the shortflét it generated. The Claimants

are therefore wrong to understand Post Office as having admitted that it "recovered
such alleged shortfalls from Subpostmasters”. Where Subpostmasters in the affected
branches had made good or settled centrally shortfeltsatere later corrected, those
Subpostmasters received a payment or credit in the amount of the sbortfall.

't can be seen t hathrougHowthese@asshges of theoDefertce) i s
and firobust systemso i n fpragpargoflaspeh3 therd . Gi v
is noneed separately to consider it at this stage when analysing the differences between

the partieaboutwhat Issue 1 means.

The passages in both partiesdéd pleadings v
the potentiglin general terms, of the Horizon system to have the effect complained of

that is the subject matter of Horizon Issudnlorder to read Issue ih the manner

contended forbytheost Of fi ce, one would have to de¢
the poe nt ifranh dhe issue. One would also have swobstitute the term
ASubpost masterso branchithdtbeunctlsai omanttga@
accounts or transactionso. That is not wh
the issue woulddy and it is not the issue that the court approved and ordered

judgment, the approach of the Post Office to what Horizon Isaaubllymeans is

too narrow.

In my judgment, the correcionstructionof Horizon Issue 1 is that contended for by
theclaimants. In other words, it involves a tstage process. Firstlgonsideration of
whether there wer®r are bugs, errors or defeciis the Horizon system as allegby
the claimants. Secondly, tifie answeris that there wereor are such bugs, errors or
defectsthe second stage is to consider whethese have (or did hayeeviously the

potenti al to cause apparent or all eged
generally. The issue 1ot whether such bugs, errors or defectidifact cause such
di screpancies or shortfall s i nseparateer cl| ai m

differentissuét he ef fect upon cl-iaamoe adinsabtspbcfi@ n c h &
one. Itwill have to bedeterminedat some stage, fany of the claimants whose

individual claims come to trial in the futulémay require expert forensic accountancy
evidencelt was not ordered to be dealt with in the Horizon Issues Tried. Horizon

Issues were intended to be, and in my judgment on Wwaiding are, generic issues

relating to Horizon and its operatioHowever, if a bug, error or defect is shown to

have had an actual i mpact on any SPMO6s a
potential to have such an impact. Actual impact on braccbumts can therefore be of
assistance in considering Issue 1 as ordered, namely including potential.
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The passages in the pleadingsoted abovedo show thatthe Post Office had, in

Schedule 6 to its Letter of Response, accefitecexistence afwo bugsor errorsin

Horizon one of which was called the Suspense Account Bugjdnied thathe latter

had affected any branch accounts of any of the claimants. The pags@geagraph

56 of the Defencé hat expl ai ned t hltamatelyhheldreSgomdible had b
for the shortfalls thatitgenerated r eads a | ittl e different]l)
from evidence in two | engthy trials. Th
effectivelya c c e p t Subpostmasters in the affected branches hatkrgaod or

settled centrally the sums in questionthat is the shortfalls in their branelscounts

that Horizon showed but states that these weager corrected Both theexpressions
Amaking goodo and fAsettl ed cdongnallpHeldy 6 me ¢
the SPM responsible for the losses the shortfalls formed part of their branch
accounts These termsean that the SPMs had either paid the money (making good)

or been given time to pay sums which the Post Office treated as a debt, even if they
were disputed sums (settling centrallyeanings given to these terms that were
confirmed by Ms Van Den Bogerth her evidence for the Common Issues trial.
However, thepleading means thattiko st Of fi ce had then, on
subsequently corrected thimpact on branch accounighich was why it pleaded no

SPMs were Aul ti ma tTherefore therd nlighproeesnptdobesas b | e 0 .
much between the parties on this point in reagéisjthe gouplitigation unfoldsas there

appears to be on the pleaded case Suspense Account Bug undoubtedly actdial

i mpact upon SPMsO6 branch account s.

Themeaning of Arobustnesso

36.

37.

Turning to thedisagreement abolgsue 3 given the parties disagréeabout whether

the Horizon system is (or was)confidethd ust o,
meaning of that term, and how it is being used by thegsa@ontextis important so

far as the meaning ofélwordfi r o bisicericarned. If someone is in robust health, it
usually is taken toneanthatthey are healthyor even very healthyA robust exchange

of viewscan be a polite way akferring to an argument. Given the importance of the
concept to the Horizon system,t s promi nence in the Post
system,and its express inclusion (admittedly in inverted commas) inHiézon

Issues| asked each side in the liti@n during oral closing submissiofsr a reference

from their pleadings or submissions for the meaning which they ascribed to the word.
referred to this as their benchmark definitiBobustness was referred to by both sides

in the litigation in numenas places, but not always in the same precise terms, and clarity

is to be welcomed.

The claimants answered this by referende the remainder olssue 3, namely
fiextremely unlikely to be the cause of sh
claimants had found the wombusti di f f i cult t o defined ot hel
This would mean therefore that it had no separate independent meaning othsrahan a
summary of the longer second part of Issue 3. In other words, a robust system would

be one that iextremely unlikely to be the cause of shortfalls in branches claimants

also implicitly, if not expressly, criticised use of the term Hwttihe Post Officen its

pleadings and written submissions as being more aligned to public mel#izm as a
performance standard.
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The Post Officeasked for some time forovide the referencehat | requested. Given
the meaning ofrobusbi s so central in the Post, Of fi c
| granted the Post Office the time that weguested

The Post Office subsequenthfter the trial endedubmitted a short document entitled
At he Post QOlefmeanieghs o It @ s Ehisavasnat what was intended
when | sought a referenéem the Post Officao thar definition, and the document
submittedwent rather further and ma#ader rangingsubmissionsThe document did
state so far athemeaning of the word is concerndbe following:

Aln Post Officedbs submission, the meaning
Robustness is a waellstablished concept in the IT industry and is the subject of
academic study:seear a. 361 of Posto.Of ficebs writte

| do not consider that the meaning of words is a matter for expert opinion. The two
experts in this case are IT experts, not experts in linguisttbe oneaning ofanguage.

However, the meaning of robustness within the field ak|Targuably, a matterpon

whi ch t he e slpedbt cldsiderau,inot leastrbacause they were applying

that term to their expert exerci§éhe Post Office also relied uponthiéBx per t sd Joi
Statement which in respect of Issue 3 stated the following as agreed:

fiThere are different dimensions of robustness, such as robustness against hardware
failure, software defects and user error. The robustness of the system also depends on
the processes around it.

Robustness does not mean perfection; but that the conseguafimperfection must
be managed appropriately. If the extent of imperfection is too high, this would be very
difficult to do which would imply less robustness.

Horizon has evolved since its inception. Therefore, its robustness may have varied
throughait its lifetime. The level of robustness may have increased or decreased as the
system was changed.

The existence of branch shortfalls is agreed. The experts do not agree at this point as to
whether this indicates any lack of robustn@ss.

In the areasf disagreement in this Joint Statement, each expert provided the following
Mr Coyne stated (inter alia):

fiFor the purposes of addressing the robustness of Horizon, | have applied the following
definition of robustness:

0The abil ity tcomewdverde cdnditiorsd, namely, the ability of a
system to perform correctly in any scenario, including where invalid inputs are
introduced, with effective error handling

In consideration of the likelihood of Horizon to be the cause of shortfatisaimches,
Horizon is not determined to be robust in this regard because:

(a) it contained high levels of bugs, errors and defects as set out under Issue 1 above
which created discrepancies in the branch accounts of Subpostmasters;
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(b) it suffered fallires of internal mechanisms which were intended to ensure integrity
of data;

(c) the system did not enable such discrepancies to be detected, accurately identified
and/or recorded either reliably, consistently or at all;

(d) the system did not reliablyd e nt i-kfeyy ionMgés, whi ch i s i nevi
with user input, and did not reliably have in place functionality to restrict users from
progressing a mikey;

(e) it required numerous processes and workarounds to be in place to allow Fujitsu to
modi fy data already recorded by Hori zon,
system; and/or

(f) there were weaknesses and risks of errors and other sourcesglathility within
Horizono

(italics present in original)
Dr Worden stateth the same Joint Statement

fiThe definition of 'robust’ proposed above by Mr Coyne is not adequate, for reasons
given below. The term 'robust' is not, as implied in para 3theobutline, either il

defined or a piece of IT public relations. Robustness (which is closely related to
resilience) is an engineering objective, and large parts of project budgets are devoted to
achieving it. It receives its meaning in the phrase 'rodogesinst... [some risk or threat]',

and there are a large number of risks that business IT systems need to be robust against
- such as hardwarfailures, communications failures, power cuts, disasters, user errors

or fraud. These are the dimensions ofusthess.

In all these dimensions, robustness does not mean 'be perfect’; it means 'address the
risks of being imperfect'. The extent of robustness is to be interpreted as: in how many
dimensions was Horizon robust? and: in each dimension, how large were themgmaini
risks?

In my report | shall survey the evidence | have found that Fujitsu paid sufficient
attention to the dimensions of robustness, and that they did so successfully. | shall also
address evidence from Mr Coyne implying that Horizon fell short ofoibsistness
objectives.

In my current preliminary opinion, Horizon is a highly robust system, and this has
important implications for the other Horizon issues, notably issue 1.

It can be seetherefore that Dr Worden in the Joint Statementdid notadree Coy ne 6 s
definition, and expresslysaid it was not adequate. In any event, the meaningyf a
wordieven fAr obust 07 oughttobé camabtdidescriptosby the parties
themselvesAlthough o its face it did not appear that Dr Wordagreed with Mr
Coynebs definition, fastdetoobposheatingsubmissionsh e P o s
suggested that Dr Worden was not disagreeing with the first part of Mr E®ynet e x t
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in other wordghat part of the text that containbd definitionof robustnesgwhich
was in italics in the ®LJoint StatementDbviouslyif the parties (or their experts) could
agree the definitioto be applied so far as the Horizon System is concethatiought
to be identified. | therefore asked the Post Offizeemail whether it agreed with the
definition adopted by Mr Coyne, and if not, whatatternativedefinition was.

This led to a further document being received from the Post Qféited 18 July 2019.

It referred to the passage in th&Jbint Statement (which is quoted 4] above) as

fithe agreed definitiam That rather overlooks that Mr Coyne identified the definition

of robustness which he wagplying, and Dr Worden expressly disagreed withithis

the same Joint Statement undearndt hset ahteeadd ifir
definition of o6érobusté proposed above by
gi ven bel owo. thatintha 8 Jomt Sateneent| paragkasgh 3.1 had an

agreed entry which stateke following:

filrrespective of how you define the detail of robustness, in line with most other large
scale computer systems, Horizon's robustness has generally improved.

From our experience of other computer systems, Horizon is relatively robust. We agree
that 'robust' does not mean infallible and therefore Horizon has and will continue to
suffer faults. Robustness limits the impact of those faults and other adverse events

This increase in robustness has, in part, developed from Post Office discovering
bugs/errors and defects in live @ then applying fixes and improving monitoring.

(emphasis added)

Later in the same document of 18 July 2019 the submissiomaae by the Post Office

that Athe robustness of a system is the e
of i mperfections (which are inevitable in

al so submitted that A AsdswRabMrCoy@fmeantoveenu nd er
in his comments in [theJ oi nt St at ement ] htee abiléyftoo ned r
withstand or overcome adverse conditions, namely, the ability of a system to perform
correctly in any scenario, including where invalid inpate introduced, with effective
error handlingo.

This was precisely the definition which Dr Worden, in his areas of disagreement on the
1Joint Statement, described as fAdAinadequat

The claimantdoundir obust nesso di fficult to define
the other wording of Horizon Issue 3; a r
be the cause of shortfalls in branah@hat however is a consequence of how a robust
system would perate, not a definition of what robustness means.

The Post Office defined it as foll ows: it
of the system in managing the risks of imperfections (which are inevitable in any
Ssystem) and t h€he PostcOfficesvagjalse preparedda accept Mr
Coyneos itali ciSgantdStatbmenti mmelyTbe abi It heyilt o
or overcome adverse conditions, namely, the ability of a system to perform correctly in
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any scenario, including whenavalid inputs are introduced, with effective error
handling.

Mr Coyne applied the definition he set out in italics in tFieddint Statement, quoted
in the immediately preceding paragraph of this judgment antipapove.

DrWordedb s definition was as foll ows:

fiRobustness (which is closely related to resilience) is an engineering objective, and
large parts of project budgets are devoted to achieving it.divecits meaning in the
phrase 'robust against... [some risk or threat]', and there are a large number of risks that
business IT systems need to be robust againsuch as hardwardailures,
communications failures, power cuts, disasters, user erroimau. These are the
dimensions of robustness.

In all these dimensions, robustness does not mean 'be perfect’; it means 'address the
risks of being imperfect'. The extent of robustness is to be interpreted as: in how many
dimensions was Horizon robust?dain each dimension, how large were the remaining
risksd

The Post Of fice also submitted that Mr
di fferento to that of Dr Worden.

The Post Office made submissidngparagraph 3(b) of the written submissions date

18 July 2019 on robustneisat stated that MEoynecannot have intended to exclude

the effect of countermeasures when he considégredoncept of robustnesssshall

return to thistopic when dealing with countermeasures. This is because some of the
countermeasures considered by Dr Worden are not parts of the Horizon System at all,
such as SPMs noticing adverse entries in their branch accounts, and the manual issuing
of Transaction CorrectionsTCs) by the Post Office (which both parties agree are
outside of the Horizon System).

owever accept the Postagréfomaterialés s uctk
erence in the definitions ofdomdobustn
accep t he cl ai mant s 6 dificub toidefisei Do Worderh a t ro
defined robustness by wusing what he term
rather circular to describe the meaning
paticular risk. Although Mr Coyne provided his definition in th&Jbint Statement,

thest at ement by Dr Wor de maybniyddve Hedniaisedwta s A i
the entirety of Mr Coyneds entry in the &
by the Post Office itheir most recent written submissions on the subygbether that

is an explanation of the lack of agreement in the Joint Statenadstdgree with the

Post Of fice that Mr Coyneds defibyiDt i on i
Worden.

o h
f r
ept

Robustnesss indeed an engineering concept. It means the ability of any system to
withstand or overcome adverse conditioAsobust system istrong and effective in
all or most conditionsThe robustness of a system is the effectiversdéghe system in
managing the risks of imperfections (which are inevitable in any system) and their
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consequenceshis is the same meaning as how robustness was described in the Post

Of ficeds written s ulRomistaessdoes isot ntkanfpetion. 1 8 J ul

The exercis@ecessary above, to arrivetlag definition of robustness [54] above is

not judicial pedantry. Given the central importance of robustness to the disputes about
the Horizon System, and the Horizon Issues, it is in my judgment essentialilttlys

surp i si ng, given how central the assert:.i
defence of the Horizon System, 't hbaen Dr
relied upon so heavilypy the Post Officegiven the term was used by the Post Office

for some years prior to his involvement.

However, regardless of thaassingobservation | find that both experts correctly
understood what robustness in fact means, and applied the definit®f abpve in
considering their expert evidendewill return to the expert evidence in some detalil
later in the judgment, including in the Technical Appendix.

Features of this Group Litigation

There are many diffen¢ ways of managingrouplitigation. The subject matter of such
litigation is different from group to group, and what is appropriate in one set of
proceedings will not necessarily be the best approach in anoth@rgep litigation

may involve manylaimants even tens of thousanda some casésall with what is
essentially the samgpe ofclaim, governed by a number of common isghes apply
across albr most of thecasesSome group litigation may involve similar numbers of
claimants, all vith similar claims that are factually differef. this casethere are 584
claimants, which in the context of some group litigation, isveoy many, although it

is still in the many hundredand the period of timever whichtherelevanteventsare

sdd to have takermlace is about@ or 17 years. There are different aspects to each
individual case, but to deal with the litigation efficiently, eeffectively and
proportionately it is simply not feasible for the same judge to try all the claims, one
after the otherin full onall of theirrespectivanerits.Such a process would take several
years. It is not what group litigation is intended to achieve.

The concept of group litigation is that the Managing Judge, whoever he or she may be,
with the asstance of the parties insofar as that may be available, sébtectaost
suitable mechanism for that particular set of proceedings in order to achieve compliance
with the overriding objective. That will or shouldi lead to cost and time savinthat

does however require digh degree of capperation from the litigantsHere, my
intention of holding a substantive trial each judicial term onwards to reaslwguch

of this group itigation as possible, as quickly as practicable, became simply
unachievableas a result of the issuing of the recusal application by the Post Office,
explained at%] above.A further trial in the autumn of 2019 also became undesirable
as a esult of the parties wishing to have time to consider mediadioa to find out
whether the Court of Appeal would grant the Post Office permission to appeal on the
contractual issues in Judgment (No.@ver the numerous hearings and two full
substantivdrials that | have conducted, | have gained the distinct impression that the
Post Office is less committed to speedy resolution of the entire group litigation than are
the claimants, but it is not possible to state with finality whether that is correct.

on

W
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All litigation is important tothose involved in it. In this grougtibgation, all the

claimants e of the view summarised at [[L;v Judgment (No.3) in terms of the
behaviour of the Post Offic&kecitation that the claimants are of that view does not

mean that anyimilar views are held by the court, or that aegisions havget been

made by the court on that point one way or the offiee.total sums claimed by way

of liquidated sums (excluding heads of general damages not yet quantified) are
approximately £18.7 million. The Post Office counterclaims for certain sums against

the claimants and also alleges fraud. Reputations are plainly at stake on boirhsitles.

is the casé many types of proceedings, particularly higiofile ones that attract se
interest.However, that sum of money is not large, in the context of large scale and
protracted | itigation. The partieam joint
because of the notification provisions in one of the earlier Case Managemers Orde

made, regular notifications oféhtotal sum of costare made to the court. The Post

Office alone spent over one million pounds in little more than a neantter this yegr

the notification letter of 13 May 201€om its solicitorsstated thatts costswerein

excess of £12,800,00By the time of itdetter of 25 June 2019 t he Pocests Of f i c
werein excess of £13,900,00Bo0th thislevel, and ratepf expenditure is very high

even by the standards of commercial litigation between very Vadie blue chip

companies

| have already explained that the Post Office has now used four different leading
counsel, and it also engaged a second commercial firm of solicitors to act for it on its
appeal. The claimants are funded by means of litigétieding, explained in Judgment

No.3 so far as it is relevant. The claimants are ordinary individuals who ran branch Post
Offices, and the Post Office is publicly funded, so none of the parties are high value

FTSE 100 companies. Not all of the Post Offie cost s wi | | be r ec
regardless of the outcome, not least due to the existence of two Costs Management
Orders which are in smaller amounts than

but the total figures still represent real expamnditof actual money.

These proceedingasohave the additional featuod criminal convictions on the part

of some SPMs. As explained at J1i@ Judgment (No.3), there is a Criminal Cases
Review Commi ssion (ACCRCO0) review under wa
claimants. | have been told that these are subject to a stay pending judgoretiie

Horizon Issues. | have explained thigdse in open court, but matters such as criminal
convictions are no parf this gouplitigation. Thiscourt has no jurisdiction over such

matters.

Although criminal convictions are no part of segproceedings, examples of alleged

software bugs, errorand/or defects affectingranch accounts, which led to certain
adverseconsequences for SPMdid form part of the subject matter of the Horizon

Issues trial Given theimpact (actual or potential) upon branch accounts, with the
potentially adverse implations for SPMs generally in the backgrouadd given the

way that the SPM witnesses in this trial were cr@samined (as with the Common

Issues trial, some being accused expressly of criminal offences), criminal convictions

were not part of the trialub were part of the background | n t he ¢l ai mant s
submissions, Mr Green QC for the claimants identified a high level chronology of what

he called Adoubling upo, by which he mea
certain entriesinbrahc accounts being fAdoubspecdi® i nco
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reference to allegations by a particular SPM who had been convicted of a criminal
offence.

Mr de Garr RobinsoQC for the Post Office objected to this, complainingvbht he

said wasjury adwcacy In the course of what became acreasinglyvigorous

exchange between counsglthe very end of the trikestated, by reference what he
saidwerethe ul es of ¢ o mme roodoathoselrules is thah dné dmesnt t h a-
say thingsncautiously that might have an impact on evaluations being done in another

place in relation to different proceedings.

Prior to considering théruled to which he was referring it is not one of the Civil

Procedure Rules, so far as | am awarewastherefore necessary to identify exactly

what Adifferent pr oc e endhisdigagréemenebeteeerbtleei ng r
parties There ardive elements to this matter

(1) Firstly, it had never been raised by grayty at any stage during this gplitigation

that there were any criminal prosecuticasrentlyunderway such that it was necessary

to consider any reporting restrictioias thegrouplitigation. | expresslyaisedthis with

the Post Office on the occasion referred tda} dnd [63] above who confirmed there

were no such prosecutions underway T h e nfitd ipfrfoecreeedi ngs o0 t o wh
Robinson referred were the proceedinfysadybefore the CCRC.

(2) Secondly, the possibility dliture (as opposed to currerd)iminal prosecutions, or
the potentially criminal impact upon individual SPMs, did more thawerin the
background to the Horizon Issues trial. Some claimants who gave evidehisetrial
were expressly accused by the Post Office of criminal offancgessexaminatiornn
this trial, something which had also occurred in the Common Issuedttshbuld be
clearly understood thany findings | make in respect of any withesses ot determine
with finality any issues to be tried in any particuigal to follow, including the trial(s)
of their individual claims.

(3) Thirdly, the rule to whichHeadingcounsel for the Post Office referradas not
identified. Journalists must be alive to the risk of serious prejudice vehiemnal
proceedings arevie, as a result of the Contempt of Court Act 1981, and are thereby
restricted in reportingnatters generallyn that respect That statutory provision
replaced what had been referred to assthie judicerule, but thisdid not relate to
statements made ievidence inopencourt. Theprinciple of open justice is a most
important one and there were no restrictions imposed on any reporting of the Horizon
Issues trialnor the Common Issues tria) all, nor were any sought by tleeaimants

or by thePost Offce.

(4) Fourthly, there waso specificrestrictiors imposed on the parties by the court in

terms of the evidence they could adduce and ahidt besaid by way of submissions

(written or oral) due topotentialimpact uporanyfidi f f er ent Ihaweoot ee di n
heard any argument on the matter, but | do not consider it would be proper to do so in
any eventlt was also not argued before me that the CCRC proceedings, which are
subjectn any evento a staypending at least part of the outcome ofgramuplitigation,

arein any wayof such a charactdéat reporting of the Horizon Issues traaight tobe

restricted in any wayor such that they could be prejudiced by the group litigation
Indeed, the presence of a stay of those proceedings pendmgdtbene of some of the
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group litigation issues would suggest directly to the contrEmg. objection therefore

by the Post Office to the way in which the claimants sought to make closing
submissions on the actual impact upon different SPMshatt were sia to be bugs,
errors and defects in the Horizon System vgasfar as it could be understoambt a
well-founded one.

(5) Finally, the claimants by their counsel were trying to draw parallels between what
had happened to one plhrtmngulmaoe, SEMdrregmae d
internal Fujitsu and Post Office documents prior tattbf similar idoubl i ngo
occurrences being caused by bugs, errors or defects. Those parallels are obvious on the
face of the documents. The degree to which the CCRIGich parallelsf assistance

if at all, is a matteentirelyfor them.The Post Office submitted most strongly that these
different references were not to one single bug, but were references to a number of
different issues or bugs that had been expegadin Horizonover the years. Whether

that makes the claimaidgoint for them or not, it is important to remind all the parties

that the issues in this litigation are not going to be decided with sympathy, or lack of it,
coming into account in the analg in any respect whatsoever.

Mr Green for the claimansu b mi tt ed t hat the Post Offi ce
the stinging nature of t hdothesubreissibngndng doc
that the Post Office Immady tbhee Hawmeiintgs iawmu
particular date range, highlighted by reference to particular criminal, gassscutions

mounted by the Post Officand the experiences of SPMs in those ca3egainlythe

Post Office and Fujitsu have been exposed to a degree of scrutiny in this litigation which

does not appear to have occurred before; however, there has not been litigation of this
type on these issues before.

The claimants and the Post Officeubtlessknow this already certainly their legal
representatives wil but given the high profile nature of this dispute and the fact that
this judgment may be reday those other than the parties themselvesll make the
position very clear

1. The Senior Courts of England and Wales (who acquired this name by reason of the
Constitutional Reform Act 2005omprises the Court of Appeal, the High Court and
the Crown Court.

2. The Court of Appeal has two divisions, Criminal and Civil. Appeals fronttbke
Court are to the Civil DivisionAppeals from the Crown Court are to the Court of
Appeal Criminal Division, also known as the CACD.

3. The High Court is the highest court of first instance in civil cases.

4. The Crown Court is the highest court fokt instance in criminal caseSome
criminal matters are dealt with by the High Court (by way of Divisional Court) but these
are narrow in scope armtb notarisein any respect concerning the grouaétion. All
appeals against both convictions ardtence from the Crown Court are dealt with by
the CACD.

5. The Criminal Cases Review CommissionCCRC is a statutory body responsible
for investigating alleged miscarriages of justice in England, Wales and Northern
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Ireland. It was established by dect 8 of the Criminal Appeal Act 1995. It i;ma
independenhon-departmental government bgdyndhas the power to refer cases to
the CACD.

6. This groupitigation is concerned only with thesues arising in theivil claims

being brought against the §00Office by the claimanis and t he Post
counterclaimsit will result in a series of judgments those issueshich are public.

What, if anything, the CCRC do in any respé&atowing any of the judgments

entirely a matter for the CCRC afatrms absoltely no part whatsoever of the group
litigation.

7. This court has no jurisdiction in respect of any of the convictions of those SPMs who
were successfullyprosecuted by the Post Officalthough the presence of criminal
convictions does he evidential effect in respect of individual claims ioglividual
claimants who have been convicted of false accounting, these have not arisen in either
of the two substantive trials held to date (Common Issues and Horizon Issues) nor will
they arise in efter of the next twotke principles governingleads of Lossand then

some individual claims

Therehas beemo restriction imposed on any party, or any withesshis group
litigation by the court interms of the evidence that could be adduced, lomgsions

that could be made, with one exception. Mr Henderson of Second Sight was subject to
a restriction upon his evidence by reason of the terms of an agreement that he had
entered into with the Post Officehen Second Sight were engaged in what was
originally intended to be consensual resolution of the claihims was called the
Second Sight Mediation Schenmkhis feature of the evidence of Mr Henderssra

matter which is dealt with in more detail in Part D of this judgment. It was a restriction
imposed upon him, or agreed, by the parties, thedcourt was not involvenh that
restriction in any way

Turning to a different mattet,have already made certain criticisms of the Post Office
in Judgment (No.3n terms of how it hadonducted itselin the litigation, and | had

also made criticisms of some of gsniorwitnesses. One of those witnesses, Ms Van
Den Bogerd, was also called as a witness inHbgazon Issues trial. So far as | am
concerned, she came to the court for the Horizon Issaésvith a clean slate in terms

of whether her evidenoan the Horizon Issuesould be accepted or not. A different
way of putting the same point is that simply becaigstainadversdindings hadbeen
made concerninthe evidenceshe had givem the Common Issues trial, this did not
mean that | adopted any particular starting position so far as her factual evidence was
concerned for this trialThe court was entirely neutral in terms of starting position.
Although it was certainly not a poinhat went to her credit that | hadreadymade
adversdindings of the accuracy of her evidence in the Common Issues trial, that did
not mean that | started with any fixed view of the likely accuracy of her evidence in the
Horizon Issues trialHer eviden@ in the Horizon Issues trigd dealt with at P03
below.

Further, before turning to the detaolf e a c h s i, deafpsoacke was adepted e
by the Post Officen occasion of seeking to adduce wias (or shoulchave beehin

reality evidence of fact, but by way of submissionr poi nts made @o
Sometimes, depending upon the nature of the subject mstigr, an approacts

n
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understandabler unavadable, and may be unobjectionabites not therefore sensible

to state that this should never be dameany conceivable circumstanae any trial
However, on important points that have been dealt with by a particular witnbss
evidence of fagtit is not a suitable device to adopt. This was particularly done in terms
of the crossexamination of Mr Coyne concerning evidence already given by Mr
Godeseth in his crosexamination about alteration by Fujitsu of a particular branch
account. | deal win that in detail at376 to [379 below.

This was also done in Appendix 2 of the

(sometimes detailed) factual explanations were given in respect of bugs in the Bug
Table. That appendix was compiled by different teams of solicitors and counsel,
something explained by the Post Office when, some months after it was submitted, they
discoveed that three pages were missing and sought permission to serve them rather
late. | granted permission for them to be added, as they had been prepared before the
deadline for service and omitted due to an administrative oversight.

Submissions shouldot containevidence, opositive evidential assertiorthat are not
present in the evidence served in the tifis is a fundamental point. | provideme
exampla in the Technical Appendix by reference to specific entries for specific bugs.
Blurring (or ignoring)the lines between submission and evidas@ntirely unhelpful.
Evidence is something that comes from a witness (lay or expert) and which the
opposing side is entitled to test by way of cregaminationlt is notappropriate for
detailed factulaassertions to be made in closing submissions that are not directly
referable to evidence in the case. There is no way such factual assertions can be tested;
if they come in closing submissions, there is no way that the opposing party can deal
with thoseassertions in their own evidence, or even put relevant points to withesses for
the other party in crossxamination.

Further, his is not a case that is being tried in a Specialist List, such as the Technology
and Construction CourtitisagenelQu e en 6 s Be n c li bubii readilg i o n
couldhave been tried in such a lift containsa great deal of technical subject matter,
particularlyin this trial dealing with the Horizon Issues. The two IT experts have each
given evidence in other computitigation before. Such subject matter, and such expert
evidence, is readily suited to analybig the partieand precision, which is the usual
approach of coustgenerallyln my judgment, tiis is particularly important itechnical
matters such as éke.Bluster, unfounded assertiom crossexamination detailed
technical expl anat i on andsubmidsiaacetrarety helpiln A o

Finally, there has beenwaast amountf highly detailednaterial deployed by both sides,

not simplyevidence of fact, and expert evidence, disbreference ta great many
documents. The use of an electronic bundle has made this easier to manage than
otherwise, butvritten submissions alone were in excesslad®0 pagesn total from

both sides. It imeither possible nor desirable to recite in this judgmentn the
Technical Appendixpr resolve every single disputed item, or every single disputed
fact, no matter how minoi.only make findingsn this judgment that aneecessary to
enable me to solve the Horizon Issues themselves. Simply because | do not
specifically refer to a particular submission or piece of evidence, it should not be
thought that | have not had regard to it. | have considered all the masgrtEnce

(both factual and expBr submissions, and passages in contemporaneous documents,
mul tiple times. The expertsodéd agreements

n

C



everything has been considered. This judgment, together with the Technical Appendix,
will be of substantialength, and to recite everything would very probably make it of
unmanageable proportionsis in any event far longer than is idebut that is partly
explained by the fact it deals with the life of a complex computer system that spans
some 18 years.

In adopting this approach, | haverhe very much in mind the oveting objective in

the Civil Procedure Rules, the need for proportionabiyt also theobviousneed to
provideareasored judgmentl have also taken specific account of the dicta of Male

LJ in Simetra Global Assets Ltd and another v Ikon Finance Ltd and anotf219]

EWCA Civ 1413. That case concerned foreign exchange trading, and claims for
dishonest assistance and damages for deceit and conspiracy against a 1@tal of
different defedants, both personal and corporakhough it concerns those matters,

plainly very different to the Horizon Issue$,does state generally what ought to be

included in a judgmentThe requirement for a judge to give adequate reaspas
judgmentisand ysed at [ 37] to [46], with the ex
reasoned judicial p r Glickerss \ORedbridgeeHbalthitagre He n r
NHS Trust[2001] EWCA Civ 1097) approved at [42] by Males LJ. Four points are
summarised at [46] &imédra:

AWi t hout attempting to be comprehensive o
said many times that what is required will depend on the nature of the case and that no
universal template is possible, | would make four points which appear tfiem
authorities and which are particularly relevant in this case. First, succinctness is as
desirable in a judgment as it is in counsel's submissions, but short judgments must be
careful judgments. Second, it is not necessary to deal expressly with eurgrbpt a

judge must say enough to show that care has been taken and that the evidence as a
whole has been properly considered. Which points need to be dealt with and which can
be omitted itself requires an exercise of judgment. Third, the best wayntandtrate

the exercise of the necessary care is to make use of "the building blocks of the reasoned
judicial process" by identifying the issues which need to be decided, marshalling
(however briefly and without needing to recite every point) the evidehaehvibears

on those issues, and giving reasons why the principally relevant evidence is either
accepted or rejected as unreliable. Fourth, and in particular, fairness requires that a
judge should deal with apparently compelling evidence, where it exisish vis

contrary to the conclusion which he proposes to reach and explain why he does not
accept it.o

| am acutely conscious that the first of those points, succinctness, is not likely to be
achieved in this judgment. This is not only due to the natutleec$ubject matter, the

Horizon Issuesbut also the fact that both Legacy Horizon and Horizon Online are
involved, and the system was brought in some time ago, namely the year 2000. Due to

the nature of the claims brougfdnd the limitation issuegertan to arise) the
functionality of the Horizorsystem(s), robustness, and the other Horizon Issues had to

be dealt with at an early stage in the group litigation. | will return to the other three of

Mal es LJ6s four points saweltashiscamymentsadei ew of
importance oftontemporaneous documents[48] and {9] of Simetra.l do this at

[937] and following below.

Evidence of Fact: The Claimants
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The claimants originally servestatements from a greater number of witnesses of fact

than were in fact calledt the trial This wasbecause, just before the Prgal Review

on 14 February 2019, the Post Office objected to the evidence of two particular
individuals.Very shortly beforehe Common Issues trighe Post Officdadissued an

application to strike out a significant numbe of passages i n the si|
witness statements, anditlpplicationhad beerd i s mi ssed i n Judgment
Out 0. On tahthowghnoapaication to strike out was issued, the Post Office

sought a rulingat the PTRIn respectof the evidence oMr McLachlan ad Mr

Henderson.

Mr McLachlan had been called as an expert witness in the criminal trial of Mrs Seema
Misra, a SPMat West Byfleet in Surrewho was charged bothith theft from her
branch andalsofalse accountingde was called for the defencehe sums in question
were approximately £74,008rs Misrapleaded not guilty, andeln defence was that

the Horizon system was to blan&he was convictely a juryafter a trialin late 2010

at Guildford Crown Courtandwassentenced to a term of imprisonment of 15 months.
She was pregnant at the time of her conviction and imprisonment. Expert evidence was
called by the Post Office at her trial frdvir Gareth Jenkins from Fujitsu. Mr Jenkins
was not called as a witness by tRost Office in the Horizon Issues trial before me, but

a large amount of the evidence from the Fujitsu withesses was attributed to information
directly given to them by Mr Jenking his was a controversial matter between the
parties at the Horizon trialThe Post Office did not proffer aexplanation for Mr

J e n k i rappéarance as a witnesey were not obliged to do so. However, in their
closing submissionand after all the evidence had been called by both pattieg did

so. The explanation proxed was by way of submissi@nd not evidence. This a
matterwith which | deal with furtheat [509 to [513 below. Prior to the PTR jte Post

Of fice objected t o advirthe hsidthatibhdordamédsopingon i d e n
evidence and the claimants did not have permission for it, which is sogetiojuired

under the CPR. This was resolved by the claimaetgling not to calMr McLachlan

and plaining at the PTRtself that they would not calhim. On the face of it, the
claimants were wise to concede this point alisf statemenhad includéd opinion
evidence, the Post Office would have had a valid point of obje¢ti@ve not therefore
considered the evidence of Mr McLachlahich forms no part of the case.

The other witness whose statement was subject to objection was Mr Hendérson.
Henderson is a Director of a company called Second Sight Support Senvctsl L
(ASecond Sighto). Second Sight was appoin
into problems with the Horizon system in July 2012. A number of reports were
producedby Second Sightand the Post Office responded to these. These reports were

as follows:

1. Interim Report dated 8 July 2013;

2. Briefing Report Part One dated 25 July 2014;

3. Briefing Report Part Two version 1 dated 21 August 2014;
4. Briefing Report Part Tavversion 2 dated 9 April 2015.

ThePost Officesubmitted at the PTR thhshould give a ruling concernirtgose parts

ofMr Hender s on 6 s upanwhiohedhe BostOffiamdsrequiesd tbcross
examine and thosegpartsupon which it was notThis was said to be justified by a



concern the Post Office hadamelythatif it were required to crossxamine upon the
correctnes®r accuracyof the contents of theSecond Sight reporthemselvesthe
Horizon Issuesvidencewould not be capable of img completedwithin the time
estimatefor the trial, whichat that stage wa$6 days.Mr de Garr Rolison also
expressed concern that any failure by the Post Office specifically teexassne upon
any particular point in any of threccompanyingecondSight materiglrather than the
actual witness statemeoit Mr Hendersonwould lead to the claimants submitting that
such apoint was not challenge@nd that any such pointould therefore be takehy
the courtas being formally agreedby the Post Officel declined to give a ruling
directingthe Post Office upon thogarts ofMr  He n d satementvhick should
besubject tocrossexamiration This was fortireereasons.

Firstly, the answers to the different Horizon Issues would not be determised ba

the accuracy or correctness of tomtents of th&econd Sight reports themselves. The
courtwas to headetailed expert evidence from two IT experts whose evidence would
godirectlyto the Horizon ssues. Whether the Second Sight reports were, or were not,
correct in their conclusions (which were generally critical of Horizem)ld not form

part of that process, and would meenqualify asa sideshowCertainlytheir contents
would not be determative of theHorizon ksues in the grouftibation. | have had no
regard to thecontents of the differerffecond Sighteports, nor to the Second Sight
conclusionsin arriving at the answers to the Horizon Issuiesn aware that all of the
Second Sightonclusions were challenged by the Post Office

Secondly, it is not for the couirt civil litigation to identify in advancedo any litigant

that it need notrossexamine uporparticularevidence of fact othe opposing party

This is particularly son a timelimited trial such as this one, but in my judgment is a
general point of principleThe court was effectively being asked to direct the Post
Office as to how it should conduct its caaad also consequentially, about how much
of its time at thertal should be used for particular witness€kis is not the function

of the courtl was aware that Mr Hendersonods evi
Office. Itis for this reason that he was to be cr@saminedHow the Post Office chose

to do that, he trial time its advisers chose to allocate to that exercise, and which (if any)
parts of the statement were to be challenged and Wwexe, all matters for the Post
Office to decide.

Thirdly, it would in any event be wholly unconventional in a tilna ted trial dealing

with the subject matter of thigaup litigation for the court to give anyeightto any
submission$®y the claimantghat particular points of criticism or detail in such detailed
documentation as the Second Sight report
Office because they had not beggecificallychallenged ircrossexamiration There

is never sufficient timen any time limited trial, to crosgxamine upon everything. A

time limited trial in the 2% centuryis not conducted in the same manner as a trial would
have been many years ago, particularly in a detailed technical dispute such as this one.
There was ndorensicroute available to the claimants whereby a failure to eross
examine upon the Second Sight conclusions or reports, whether due to the length of the
trial or otherwise, would or could lead to a conclusion by the court that some aspect of
the Secon&ight reports was agreed admittedby the Post Office, when it plainly was

not. The period in question in the group litigation spans soéwears. If attention is

to bepaid to other court userthe overiding objectiveand the Civil Procedure Rules,

it is simply not possiblénor desirablejor any trial judge to permit the parties to have
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unlimited time to cross examine upon everything. The quid pro quo of that is a party
cannot be expected to cross examine upon everythingre should have been no
concern on the part of the Post Office that the Second Sight report(s) would be taken as
not challenged by the Post Office unlessirtheontents were subject toross
examiration Given thereappeared to bguchaconcern, | explained the positiahthe

PTR. Theclaimants also expressly said at the PTR that no such point would be taken.
That latter element was unnecessary, as whether the point was taken by the claimants
or not, it would nohave been accepted

The position was therefore clarified or exipled at the PTR and the Post Office,
notwithstanding that no formal ruling was made thwse specific parts of Mr
Hender sono6s ithadaa chaflemge tin crogxantination, appeared to be
content.A transcriptof this hearing is availablélhe ontents of the Second Sight
reports were not crossxamined upon when Mr Henderson gave evidence, but in my
judgment there was no need for them to A&.it happened, Mr Henderson was not
crossexamined for very long, but that does not matteave not taken any account of
the contents of the Second Sight reports in deciding the Horizon Issues.

The claimants therefore called the following witnesses of faot.the reasons that |
explain below in relation to Mr Rofbr the claimantsand MrGodesetifor the Post
Office, | considerthese two witnesses in particular to have beénhe greaest
assistancen resolving the Horizon ksues.However, all of the factual witnesses
contributed to my understanding of the system over the years, boé#natg and
specifically. The specific experiences of the claimanttnesses who gave evidence
about what occurred in their branches, d@iré accept them, specific examplestbge
working of theHorizon system at the branch Post Office endoractice. Iwill deal
with eachof the witnessem turn.

Mr Latif
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Mr AdreesLatif wasthe SPM at Caddington Post Office in Caddington, Bedfordshire,
since 2001until late September 2018lis appointment with the Post Office therefore
ended after the litigation comenced, and he was subjected to an audit in September
2018.He was crosgxamined by video link from Islamabad,ibbad been necessary
for him totravelto Pakistaras a result of a family bereavement. el the UKon 19
February 2019and he travelledrom Kashmir to Islamabad to give his evidere
videa

He gave evidencabout two specific incidents. One occurred in July 2015 and related
to the transfer of £2,000 from the AA stock unit to the stock unit designated SP1.
Originally his statemerttadsaid it was the SJ1 stock unit but this was a typographical
error which he readily acceptade successfully transferred the £2,000 from AA, but
when he went to the SP1 unit, tiame sum had not transferredoirthat unit
successfully. There was no expddion for this that he could come up with, including
having checked his own CCTV, and he was sure he had carried out the transaction
correctlyi it was not an unusual transaction. He described the sum of £2,000 as having
Asi mply di s appe adegpthined that this wbald lead to a shortéall in

the branch account for that sum.



The second incident occurred in January 2018 in relation to Camelot and scratch cards.
Hi s heading for t his he corrected to AT
explaned thatcertain information was sent by Camelot to Horizon twice, and the Post
Office sent out a notice stating that due to this mistake by Camelot, a Transaction
Correction or TC would be issuetihe correctioroccurred and he accepted it, but the
stock figure for scratch cards his branchon Horizon remained unchanged. This
therefore showed his branch as having £1,000 more in scratch cards than was actually
present in the branch. This issue was still outstanding as at the date of his amended
statemenivhich was 1 March 2019, and remained outstanding as at the date of his
crossexamination which was 12 March 20Ibhis is, obviously, a period well in
excess of one year.

The Post Of fi c e @asputmethedicallyito Mr hagif. TA2 reding O

thestock transfer is best summed up in the evidence of Ms Van Den Bogerd, who stated

that provided certain steps or action were carried out coryedtigt Mr Latif had said
happenedimplywoul d not occur .rovidihgghes éwo donsarent er a
completed, the stock unit from where the cash is transfesihedid notshow a

discrepancy'{(emphasis addedps she put it her fAstrong
recall ed these events incorrectligehas She ¢
reviewed do not support what Mr Latif has said and | believe that he may have mis
recollected events from 3 yeaasg 0 0 . The Post Officebs cas:¢

Latif had not doné¢he stepsorrectly, because had he done so, what he saicchagdp
could not have happened.

Mr Latifdéds respons e,cotnsidetechand creditdand Wadoesth c o n s
summarisedn one of his answers:

AA. I'm experienced- | have been running a post office for 17 years, sir. | have also
worked forthe Post Officeon training other offices how to run a post office. | was also
involved in running and introducing the neMorizon software changes in 2006
onwards, where | wertb several offices on behalf of the Post Office to give them
training. So I'man experienced, trainedubpostmaster and | ran my business
successfully fod7 years. So | may have been a bit brief in the statement but obviously
| can run through those exactly those steps that we would take to make surégrat

is no operatoerror on our behalb.

The conflicting evidence on this particu
apart o pos i byithe RostiOfficahtitheclaimantSPMs in this litigation.
Because of the Post Of filcardéasy ofpthe gritidism n o n
oraccounts ofactual events which the claimants made, or make, about how this system
worked inpracticeare attributedo fault or carelessness by the SPM or their assistants.
Indeed, without fault or carelessnégsan SPMthe Post Office simply cannot explain

these occurr ences.posilidmésthdPefoto cha@lenge theefactial
accounti which it is entitled to dd becausaf the factual account by an SPM is
accepted asuthful and accurate, then the Posfti€d would have to accept that there

must be a fault or faults withiHorizon. Therefore, the Post Office cannot accept that

the factual account is truthful and/or accurate. Thus the dispute goes around and around

in endless circlesThis litigation is ained at breaking that deadlock.
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It is also the case that Mr Latif had the following pgositivelyput to him about why

he had checked the CCTilat he had within his branciiSo you now say you looked

at the CCTV because your colleagues were concerredythu hadn't done the
transaction properly? even t hough Mr Lat MrfLatthveas s ai d
subject to a fairly robust attack, not only on his account, how it matched up with other
records which the Post Office said contradicted it, what hdsrassistants had or had

not been doing, and indeegon the full scopef his evidencend his credibilityi as
shown by the question | have reproducBdat question was framed though even his

own colleagues had concerns about what he had ttomaspositively put to himby

the Post Officeéhat he had not even complained to the Post Office, although he provided
the name of his Area Manager Mr Navjot Jando and said he had complained to him
many times. The Post Office did not call Mr Jaridaebut this Oneexchange will
suffice as an eempleof thetype ofattack upon Mr Latif

A Q. You don't say anywhere in your witn:i
also somehow disappeared, but that seems to be what you are now saying, tgtthat rig

A. Well, the system gave a shortfall of £2,000 and that's been my statement all the way
through, sir, so | don't know what you're trying to confuse me, but there's a shortfall of
£2,000 in stock unit AA and there should not be a stock shortfall. nidrey is
physically there. o

Mr Latifos evidence had never been, so f a
before the court, that £2,000 in cash pagsicallydisappeared. Higvidence was that

there was a shortfall of that amount shown in Hamias a result of what he had done.
There were some aspects of the crasaminationof Mr Latif which were simply
unhelpful. Firstly, extensive spreadsheets were put to Mr Latif which he had not seen
before. They are plainly not in chronological orded bhad in any event been what was
cal | ed Ubythe Post ©ffice kbgal tegrthey were not agreed by the claimants,
norwags h e A f prdcasexplainedgtany pointThereis a limitation on the degree

of assistance to be obtained by such amogs® Further, there was no agreed exercise

by the experts whereby the two of them had gone through all the records directly
relating to this specific instance and agreed whateberdsdid, or did not, show. The
Post Officebs c ate apuechalenge a thct thdt whatevir laatif | y
said had occurred, simply did not occur in fact.

fQ. On the basis of that, Mr Latif, Post Office says there was no failed transfer such as
that described in youritness statement and that you are simplgngrabout that, it
never happened.

A. So you are calling me a liar?

Q. Mr Latif, you may be mistaken or you may be lyihgut the question that it didn't
happen.

A. Well, | state that they did.

So far as the other issue experienced by Mr Latif in January 2018 was concerned, the
Post Office accept e driginabwsitteivevidencapriordatar Boger
correcton)put it t h a t thai thesbrartharecaived ttva Wiseahning
Transaction Acknowledgemerdh 18 January 2018. However, due to an error by Post

Office, instead of increasing the scratdrd stock, the TAs decreased the stock. To be

clear, this was a data entry error by Post Office and not an issue witohidtiorizon

processed the TAs accuratelyote that the TAs were accepted by the branch, which
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could have been challenged at that point if the user had noticed that the TAs were not
for a positive number, as they should have been

(emphasis added)

However, this is notable fahe followingreasons. The first was that the blame is shifted
back to Mr Latif for not spotting the mistake and challenging the TA. His evidence was
that it was not possible to challenge a TA. They simply have to be accépietias
accepted by Ms Van Den Bogerd when she came to give evideailge Therefore the
notable point made by Ms Van Den Bogerd, a director of the Post Officet written
evidenceto shift the blame back onto Mr Lati§ simply wrongn fact TAs @annot be
challenged, they have to be accepted.

The second is thalhe Post Office evidenamtirelyo mi t s any reference

v i elvadype of communication used by the Post Office on Horizon which leads to a
Apop upo on t heeedadhuoseriogsan. Theraweas singly mo referemee
to this at all by Ms Van Den Bogerd, and Mr Latif said that this was sent out by the

Post Office fAto e woretheyaiterywauld Beaxorrectedgbytméars er r o

of the issuing of a TCFinally, Ms Van Den Bogerd corrected this passage in her
evidence in chief by way of printed correctigmepared before she was call&he
said that these corrections had beanded to her solicitors prior to the tridlthat is
correct,it is surprising thaMr Latif wascrossexamined on the basis of the original
evidence in her statement, as that was not going to be her evidence ihlchieter,
regardless of thathereadilyagreed that there is no choice regarding the acceptance of
TAs T they simply haveéo be accepted by the SPM.those circumstancethere is no
explanationas to how theemphasised sentence i3] above came to be in her
statement at glland it was plainly incorrecAlso, the call logs dboutwhich Ms Van
Den Bogerd was crossxamined) concerning this incident entirely support Mi Lit6 s
evidence.

Finally, although this is a minor point compared to the ones in the preceding paragraph,
thetenor of her witness evidence that Horizon processed the TAs in this respect gave
the impression that there were no problems with the LotterffAsdso far as Horizon

were concerned.

Not only did the steps takehy the Post Officé the TAST not correct the issunat
occurred i n MouotinkcrasseexamiGasion MrLatihexglained further:

AA. Can | just confirm, there was an audiitne in September of this year, an audit by

a Post Office trained auditor, and my stockholding was still showing negative. And a
Jane Lawrence is the auditor and shethasll could not resolve this matter, so the
problem hasn't gone away, the problanstill there. And there have been a number of
calls to the helpline to resolve that negative stock and it hasn't worked. They haven't
come back with a response. 0

Mr Latif was very clear about this:
A A. I still stat e t haytheaPost Offical a plre dadee n t

Lawrence, in September 2018 the stockholding was still negative and as the branch was
handed over to another subpostmaster that is going to be investigated, it's going to be
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investigated. If you are now coming back withstevidence, | still say that there is a
problem somewhere and | don't know what's happened but we have still got a negative
stock figure within our branch. o

He returned to this again, in the light of being pressed yet further on the point that it
was huma errorat the branclthat had caused the discrepancy or shortfall.

ASo the fact remains there was an -tndeper
by Post Office's auditor, her recommendation was that they look into it as is (inaudible)

the strategys still there. And there were a number of calls to the helpline pleading

with them to resolve this issue before the audit and there will be a complete trail of that,
sir.o

He also referred to thehat had happened asbeihng@ gl i t cho.

| accept theevidence of Mr Latif who struck me as a reliable and careful person, and

who had personally been the one who had tried to perform the trénosfieone stock

unit to another. Héad personally experienced what he explained to the court in this
respect. laccept higdirect evidence on this in preference to that of the Post Office,

which effectively was from people who were not there, who maintained, more or less,

that it simply could not have happeneahd who had nothing to substantiate or
corroboratethe hal | enge made t o Mrlfindaga fdctGhatitpr i ma |
did happen as Mr Latif explainedfind that Mr Latif performed the required steps
correctlyin respect of the stock transfer between uagsyne would expect of someone

who had 1%ears of experience, and was sufficiently skilled at his role such that the

Post Officehad, prior to the litigation, been sufficiently satisfied of his competence that

he was usetly the Post Officeas a trainefor training other SPMd. also accept his

evidence, which is direct primary evidence of the state of the accounts at this branch,

that neither he nor the auditor for the Post Office whom he named, have resolved the
issue concerning the Lotterye incorrect TAs and the effect of the, Mhich ranains

an unexplained shortfall or discrepancy Ms Van Den Bisagnembdrés eV
of steps removed from the branemnd is little more sophisticated than assertions that
theremust have beeother matters to blame, alternatively reliance upon receinitsh

did not, due either to their contents or to the way that they were deployed in cross
examinationof Mr Latif, demonstrate the points that the Post Office maintained they
demonstrated. make further findings in respectbfs Van De revidBraegner d 6 s
the section below dealing wiMrh Ltalhe fDBef érmrc
was subject to an audit, and his appointment as a SPM ended then or shortly afterwards.

In due course Mr Latif will have his own individual claim, and the Postc®fivith

have its individual counterclaimgainst himtried. The only findings | am making in
respect of his evidence are those necessary for me to resolve the Horizon Issues. All
other issues remain to be tried in those later proceedihgselater proeedingamay
explore in some detail not only the two specific matters in respect of which he gave
evidence in the Horizon Issues trial, but any others which are relevant to both claim and
counterclaim.They will do so by reference to other documents, asagga in the
section of this judgment Pakt, Audit Data.The degree to which the finding$ fact

that | makeaffect my conclusions on the expert evidence will be dealt with inLRart
OverallConclusions.
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Mr Jayesh Tanlas the SPM dtleckney Post Office, in Fleckney Leicestershire, from

4 May 2006 to 15 March 2017 when it was closed as part of the Network
Transformation Programme. He gave evidence regarding certain vgsgkiddorizon

thathe had experienced, which included the effexfta complete power failure to the

building, which occurred mitransaction. This occurred whilst a customer was making

a withdrawain the branctirom her Post Office card account. On his evidence, this led

to a shortfaliin his accountsf about £600Mr Tank paid this sum to the Post Office,

and the letter from the Post Office stating how it came to be owed described it as a
Abranch discrepancyo; it was i nfromdist A6 6
remuneration.

The second issue wasie conerning mail labels, when Horizon would (as he put it)

Aj ump aheado to the end of the transactio
be affixed to the packet to be posted) would be printed. This would cause a loss in the
branch accounts.

Ms Van Den Bogerd again gave evidence about these specific instaferewitness
statemenied Mr Tank to correct the date when he remembered the power failure
occurring (he accepted it was 2014, not earlier2010 or 201las he had initially
thought) and he coected thian a supplemental statemehter statement hakelped

him pin down the date. This incident became the subject of a RER#Hjitsy although

Mr Tankdid not know this at the tim&his supplementargtatement also exhibited to

i t ol dheihgd onade somtemporaneouslyamninternet forum on the website
Yahooin respect of another loss, £195, which he had suffered in 2011

Mr Tank had been interviewed by the Post Office investigators in 2015 and in the
Horizon Issues tridat became cleahat certain mattemsxtremely critical of his conduct

were going to be put to him in creegamination. Havasthereforegiven the warning

against selincrimination under the Civil Evidence Act in the same way that the two
claimants in the Common Issuésal, who were accused in cresgzamination of

criminal offences, were given r Tank answeed all thequestionghat were put to

him. Mr Tank had, eventually, used the icon on Horizorhis branchf or A Of f i ci
Postageo i ncor r eootordthis,wasahatdhis ivas sleliberatp and was t i
done in order to get the attention of the Post Offite saidat his 2015 interview that

all his attempts by way afhoning thehelpline and contact with his area manager had
simply not resolved the numemuomplaints he had made. He frankly accepted that he

had not sent the post by official means whicthhdentered on the Horizon systeas

official postage doing what he did by way of protest was put to himin cross
examinationt hat he hmdellihel pedohfici al postage
availablewas a suggestion that did not seem to have any basis in fact, if he had been
doing what he said he was doifithere was certainly no evidence before the court to
substantiate this assertion.

In his interviewon 5 November 201By the Post Office investigator Mr Bridges, it had

been accepted by Mr Bridgéaho interviewed him}hat Mr Tank had reversed the
entriesfor official postagen any event. This acceptanaethe time by the Post Office
investigatomwas directly contrary to theay that thegointswereput to Mr Tank in his
crossexaminationwhichwere hat he had tépostdgped hi mpeb¥ é



his financi al p o s iDetailedrficdinds pn tlasowillhavegywad s h e ¢
for the full trial of his claim and counterclajrhut it is notable, in my judgment, that

the attack orthe credibility ofthis witnessin the Horizon Issues triabnd positive
allegationgo him of criminality,were not consistent with tleentenporaneous record

of theacceptance by Mr Bridgdsr the Post Officen the investigation interviewn

2015. Mr Bridge clearly acceptduat the entries had been reverdedeed, Mr Bridges

introduced this subject in that interview as follows:

105. A Ok ay youhLats iove on to the postage claims for the moment. So in my letter
| gave details of the claims and the reversals that you completed since 25 August. |
think my first question would be that | know that you reversed them but why undertake
them in thdirst place bearing in mind these are, in effect you are stating the transactions
which took, well say the transactions have taken place which you have used official
postage for which in effect did not take place.

106. The questionsn crossexaminationto Mr Tank which must have been put on
instruction,did nottakeaccount of what the Post Office had accepted at thaiithe
interview. Another feature of the interview is that Mr Tank was told by the interviewer
At here are no i s sxckasgewastiohowdior i zono. That

AKB (Mr Bridges) | can confirm that there
stated there is no issue with the production of labels.

Jay (Mr Tank) Then obviously you conducted your investigation into my concerns

without aking me for my evidence. I've got the evidence here to show you. I'm happy

for you to take copies but I'm going to hang on to it but how can you say something is
fully investigated if you've not looked at all of the evidenae

On the face of it, that is a valid point that Mr Tank made. Had there been an
investigation, his evidence would plainly be something that ought to have been taken
into account by any investigator.

107. The Post Office reliedagain,upon evidence from Ms Van DeéBogerd. Mr Tank was
crossexamined by reference to this and also by reference to a technical explanation
concerning the fact, it was saidcrossexaminationthat the power outage must have
occurred at particular point in time. The cresgaminationvas as follows:

AMR HENDERSON: So what appears to have happened was a transactighegrom
Post Office card account was in the middle of being processed and so it was in the
stack presumably.

A. Yes.

Q. But had not yet been posted to Horizon. Sohamin't cashed out on that
transaction, you hadn't completed everything to do with that transaction?

A. On the stack

Q. It's on the stack.

A. It's on the stack, but the stack has a balance of eto,clear the stack you just
press "enter" and it @s straight

Q. But you hadn't got to the point of clearing the stack?

A. I'm not sure.
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Q. Okay. My suggestion is that there was probably an outage at just the point where
the money had been taken from Post Office card account but had nqrbeessed

onto Horizon. That's my suggestion to you.

A. Okay.

Mr Justice FraserWell, is the witness going to be in a position to agree or disagree?
Mr Henderson Well, he might be if he recalled.

Mr Justice FraserDo you recall that happeninghen there were outages?

A. No. I cannot recall.

Mr Justice FraserWere you aware of when outages wooddur like that?

A. Not all the time.

Mr Justice FraserDo you want to put the question again?

Mr Henderson Yes. What I'm suggesting is ttiae causef this problem was that

an outage occurred atparticular point in time.

A. Yes.

Q. You were in the process of effecting a transaction PQTA?

A. Yes.

Q. It was in the stack and it had cleared from POCA?

A. Actually you mentioned the wo "outage”. I'm not- was there a power outage?

Q. I'm not sure if it was a power outage, but | thinkay have been a problem with

the system.

A. Ah, okay.
Q. The system went down in some way.

A. So-- yes, because you said that if therg®m@eroutage then there's evidence
when you have to log back, so did that happen on this occasion?

Q. Okay, | want to come to all this and I'm doing ttiismsily. What I'm suggesting
is that what may havieappened- and if you don't recall, you ddmecall,but what

may have happened is that the transactionimvdee stack, the money had been taken
from thePost Office card account and before you clearedttiek there was an
outage

A. Possibly.

Q. Okayo

(emphasis added)

| have reproducethis passage because it demonstrates the following. The Post Office

put a possible explanation, based on technical grounds, to the witness who did not have
either at the time, or at the trial, the technical expertise, or the relevant technical records,

or the datato enable him tagree or disagree. Even that explanatiself acceped

At here may have been a problem with the s
wayo. The witnessOd answer, which i n my |
couldsersiblybe gi ven in these circumstances, wa

This type of evidence obtained on cresamination is of no assistance in resolving
the Horizon Issugsother than an implicit acceptanby the Post Officgon this
occasion) that outages coufabtentially, in technically terms lead to what Mr Tank

experiencedd n any event, the Post Officeds expl
been a problem with the systemo which is
as it is wishciabe,Post nOftf moe& cothami st ent

with that of the Post OfficePower outages do happen, and there is a process to be
followed. Given Mr Tank was using Horizon Online, he w#sen in his cross



examinatiortaken to Version 5 of BIOL quick reference guide. Thersionto which

he was taken was ndtowever the version available to him at the time, as that was a
single Addoublesidedversion in his branch, and the one put to kinthe trialwas

longer than twages and availablenline. The date attributed in the electronic trial
bundle toVersion5, the versiorput to him in crosexaminationis 30 July 2015His

forum posts and his supplementary witness statemed¢ malear that the incident
occurred in September 2014, geladate admittedly than given in his first statement,

but still somewhat earlier than July 20T%is was however the versiai the guide

that Ms Van Den Bogerd relied upon in paragraph 78 of Mewithess statement to
chall enge Mr Tankds account . I find the v
time was nowVersion 5 and was the single A4 version that he had availablémarh

his branch in September 2014owever, and regardless ofshMr Tank accepted that
recovery receipts would or should be generated and set out the procedure. He also
accepted that giving all the receipts to the customer was not the proper procedure.

110. In the PEAK dealing withthe shortfall of his accounts of £19%hich is PEAK
PC0214226andiseaded fAFail ed RePRuptsuecoydedTr ansact i

fiDate:14Dec2011 10:43:53 UsekVayne Bragg
Summary:

The banking transaction had completed (A3 rec'd and authorised @ 13:33:37),
including the receipt print (133:42),and money should have changed hands.

The basket settlement failed from 13:35 with 'No response received from data centre’,
and the two retries also failed, and the attempt CANCELLED at 13:37.

The Disconnected Session receipts show "Cash TOTOMER 195.04" so the
customer's account should be correat the branch will have a shortager a
withdrawal) because the session hasn't been recorded.

(emphasis added)

111. In my judgment thientry clearlys upports Mr Tanko6és evidenc
operatedon the occasion to which he referrddh e headi ng of t he PE!/
recovery transactionso. The PEAK clearly
correctit hey were given the cash of A195.04 :
havea shortage (for a withdr awadltrangactians t he
correction wasssued. There were related PEAKs and al so t IKEr e was
acha959T may be relevantodo on the PEAK, a
PEAK also recordefiSending to SSC for investigatiaThat KEL was raised by Anne
Chamberson 28 February20l0 and t he titl e was TnNstkheGX ban
4 0 . is i¥ bBn important KEL, and | deal with its further detail in the Technical
Appendix.

112. There was a dispute between Mr Tank and counsel for the Post Office about whether
this was an example of AHorizon working a
accept, and also whether he would have been refunded the sums (which he accepted
had occurred) had he not phoned in and reported the problem. It was put to him that he
would have been refunded even had he not called in to report, although how this would



have occurred given the way PEAKse initiated was not explaingd him. In any
event, the PEAK demonstrated that what Mr Tank had said occurred, had indeed
occurred. Transaction Corrections are issued outside the scope of the Horizon system.

113. Theposition regarding the procedure for spoiled labels was, again, a sitwagoaby
t he Post Off i ce osanplgcoydineg haae happenedls das Denh i s
Bogerddés evidence was t hat MtTangkshauldheaes a pr
used,yet the document put to Mr Tank that was said to support this stated expressly
termst hat At he | abel could only be spoiled
point was that no label w@en hana, given the problerhe hadwas that the label did
not print at all. Using the procedune the documentherefore woulchot be possible,
and indeed woultde contrary to the Post Office instructions that it could only be used
if the label was on handhesei nst ructi ons al so reqoni red t
the label and keep it with the Horizon receipt for two years. This could not be done if
the label had never printedhe explanatiorby Ms Van Den Bogerdout to Mr Tank,
was also directly contrary to the contents of a letter dated 7 September 2@1thdro
Post Officeto Mr Tankwhich stated:

AYour enquiry has been investigated and | can confirm there are no issues with Horizon
online or the production of postage labels which would cause the situation you
described. Howevaf a user either pressed the yes or return key quickly before screen
messages appear this can lead to a user confirming a postage print has happened when
in rare circumstances it may have failed and put the cost of the failed print into the
basket. In th8 circumstance Subpostmasters should contact Network Business Support
Centre to arrange a credit for the spoiled postage.

This meanghat the Post Office in that letter accepted that in some circumstances,
depending upon how quickly a key was pressesl ptinting of a postage label could

fail and cause an impact to branch account® $PM musmake a telephone call to

the Felpline, to correct the fact that the branch account would show a charge for the
postageeven though no label hdmben printed anddmcecould not beprovided to the
customerThis letter suggests not that Mr Tank had not followed a particular procedure

for dealing with spoiled (rather than neristent labels) but that the system would,
depending upon how quickly a user pressed ddodat key, not print a label, even

t hough the cost of the failed print would
means the branch accounts would include the cost of that label as a debit to those
accountsin other words, this letter supportstk Tankés direct evi de

114. The Post Office in crossxamination put the following to Mr Tank:

fiQ: There were procedures built into Horizon to catetHersituation that you
explained-- | have to say in the vaguest of terms, but as | understandyathatre
saying, there were procedures in place which ensuredoudd deal with the
situation, weren't there?

A. No.

Q. We wi | | have to differ.o

| would expresshis rather differentlylf the speed of pressing a key could lead to the
cost of a printedabel being added to the basket (and hence branch accounts) even
though that | abel had not printed, it 1is
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into Horizono as defined to cater for thi
Of f i c editerin @0AMthat there was no such procedtoethe avoidance of

doubt, I find that there was no such procedurét into Horizon The evidence

demonstrates to the contraBhoningthed | pl i ne and asking for ;
procedure builtinttidor i zono.

Further, itis difficult to see howthe explanation piftered by Ms Van Den Bogerd
regardinghow to deal with a spoilethbel could apply to Mr Tank for two reasons.

Firstly, | accept that as a matter @@mmon sense interpretation dadguagea label

cannobe Aon hando i fMriTank didaa comsiger leercould properly e d

use the procedure in the guife the problems he experiencexhd | agree with him
Secondly, the Post Offi ceoserydfferentoxwipat anat i
he was told in crosexaminationn 2019thathe should have been doing. Even wiere

to assume (in the Post Officeds favour) t
Post Office somewhere regarding how a SPM should behave when ddidubl

entirelyt o pri nt, as print failures (wdei ch wo
plainly notunheard afit remains to be seen what those instructions veer whether

those instructions conflicted with what he was told in the lette2015 No such
instructions have been produced by the Post Office in any event.

| consider Mr Tank to have been a credible witnessilnd t hat Mr Tank?oés
in branch was not an example of Horizon v
the creatiorboth of a PEAK, and reference to a KEL within that PEAK, to be consistent

with my conclusion. Theropositionthat Horizon worked as it was supposed tonis a
obviouslyflawed one Indeedthat propositions also incosistent with common sense.
PEAKsandKELs are not <created for sitwuations
S U p p o s Ehdy are or@ated to deal with errors. To@onymKEL is for Known

Error Log. Nor are matters referred to the SSC for investigation when Horizon is
working correctly. Wheter what occurredfterwardswas an example of Horizon

working correctly depends on the categorisationTodinsactionCorrections and

whether they are part of the Horizon system or inetplain later in this judgment that

they are not, therefore the igsg of a TC cannot be Horizon working as it sholul.

Tank also gave evidence, which | acdepnd this is made out in the contemporaneous
documentg thathe had some difficulty imdvancing this matter through the correct
channelsThe helpline operatowith whom he was dealingitially r e f used t o frf
upo the matter to a more senior person.
unhelpfulness in this single case, amare generally obstructive approach across the

helpling will have to wait for faure trials in this litigation and | recite it for

compl eteness only in respect of Mr Tankd
consideration of the Horizon Issues

Mr Tank was accused of criminal offencesandt was sai d t hat he ha
to official post age amhese hcaudatiding wete aat putad f i c i
him at his interview in 2015 and indeed the text of that interview shows that the Post
Office interviewerexpresslyaccepted tht he had reversed the transactions, which is

not consistent wit h There ar€ 0rpkgesiddtadddgiosinyg hi ms
submi ssions by the Post Office about Mr T
for being vague, confusednpreciseand for not having prepared his evidence with

care, the allegation of criminality is not raised. However, the point was positively put

to him in open court, and Mr Tank is entitled to a finding on it. In my judgment, it
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would be quite wrong to leave suahm @cusation hanging in the air, unresolved in this

way.| find that on the material before the court in this trial and on the evidence available

and put to himthese serious accusations are not madeTdwat. is not to say | have

made binding findings othe full details of his claim which remains to be tried in due
course.The Post Office submitted, both in respect of Mr Tank and other of the
claimantsd witnesses, that they confined
small subset ofhis complairts, presumably because it was felt that this threw light on

the Horizonissuesand Post Officeds evidence was sSi

However, there are two important points that must be borne in mind about that
submission, both as it is made in respddilo Tank, and indeed the other witnesses

called for the claimants. This has not been a trial of their individual claims. There may

be other issues about Mr Tankds branch ac
Office, at the full trial of his claimrmad t he Post Officeds count
mean that this specific evidence, about specific incidents experienced on Horizon,
should be discounted. Indeed, this specific evidence is not only directly relevant to the
Horizon Issues, but is, in my judgent, very important evidence going to those issues.

The second point is the partiesdéd agreed \
forany wider issues going to Mr Tankés br a
All the otherissues between Mrank and the Post Office remain to be tried in the later
proceedings. The only point of difference between them on one of his two issues
concerning Horizon was whether what occurred when a transaction correction was
issued could properly be describedieéior i zon wor king as it [
certainly the KEL referred to in the PEAK appeared during the Horizon Issues trial

more than oncelhe creation of a PEAKandthe KEL to which reference was made

within it, in my judgment demonstrates that tisisiotHorizon working as it shoulds

does the issue of a TC. Timder consideration of thegeatterghat aredealt with loth

by the expertsand later in this judgment reject the suggestion that Horizon was

working as it was supposed ¢o this occaion So far as Mr Tanko©bs
the £195 shortfall is concerned, there was a Horizon Online failure; three identical
receipts were printed, which should not have happened; the receipts all showed a
disconnected sessioandthere was a loss ineéhbranch accounts that evening for the

amount paid out to the customer. This was even though Mr Tank had settled with the
customer for the amount specified on the receipt. There was no record of the transaction

at all on the transaction latpat was produed for the period of the Horizon Online
failure. None of these, in my judgment,6 .
supposed too.

The operation of the helpline is not part of the Horizon Issues, so it is not necessary to
consider and make findingmn what Mr Tank said the helpline told him, which he
explained in his posts was fAthat the | os
directly. o

The later proceedings oncer ni ng Mr (and any lcausterclaimyalli ms
probably hear furthexvidence which are relevant to both claim and counterclaim. They
will do so by reference to other documents, as explained in the section of this judgment
PartK, Audit Data. The degree to which the evidenc&of affectany conclusions on

the expert evidnce will be dealt with in Pakt, Overall Conclusions

Mr Anup Patny



121. Mr Anup Patny became the SPM of Spencefield Post Office in Leicester in October
2014. He is currently suspended by the Post Office, having been suspended on 17
August 2016. His son, MAakash Patny, also gave evidence. | shall refer to Mr Anup
Patny as Mr Patny Senior for this reasoshall also deal with his evidence, and that of
his son, together for reasons that will become apparent.

122. There was what he decwtrdged ams 9 Manaj o0l 6
which was a single counter branch run in conjunction with his retail business in the
same premised.hiswas just a few months before he was suspended. This dathge
to the closure of his branch and he believed tthiathad affected the whole network.

At the end of the next trading period, which was on 11 May 2016, there was a shortfall
of almost £17,000, predominantly made up of a shortage of 16,000 coins of £1
denomination. This was a very large number anddmthat heknew he would never
have such a large amount of £1 coins in his branch. He was also theipéngdoranch

who had dealt with the cash delivery that took placehe relevantnorning, which is

cal |l ed #fAr e mmiThsgneansaaceptingeh intodhe branch from the cash
delivery that Post Officemakesto the branch, and entering the casheivedinto
Horizon.His son, who also gave evidence, followed this matter up with the Post Office.
On 19 May 2016 the Post Office contacted him alsualiscrepancy in respect of
stamps, which so far as he was concerned related to the £16,000 regarding coins.

123. The Post Office accepted that there had been an outage but disputed that this either did,
or could have, resulted in the discrepamtych Mr Patny said occurred at his branch.
Ms Van Den Bogerd gave evidence about t hi
summarised in the explanation put to Mr Patny Sdnibis crossexamination

fiQ. Well, what I'm suggesting is that the most naturplamation for this, whatever
adjustments were made, is that at some point on 11 May someone hadn't adaigted
pile of £10 notes. They had been put in a saied forgotten about, which is
understandable, and thidtey were found the next day, or locatedd there was an
accurate cash declaration on 12 May.

A. 1 don't know about that, sir.

Q. It's perfectly plausible, isn't it?

A. | can't say anything to that.

124. This suggestiolby the Post Officé s |, i n my judgment, somewhe
of A10 notesodo i s ordnarlygkéssadputofnthi sgfte
about o, and t helhwasalsd dutortiHe witnést lam d Gi.t hi ngs
pretty chaotic in your branch wh it comes to these sorts of thidgs a rhel cagh t
declarations look like theg r e a | | over the placeo. Mr Pa
this characterisatioof the way his branch was rurde certainly did not agree with the
ibi g pil e odrythd Pd3t Office put orivarddishegidence was also that
it was his son who had contacted the helpline, and who had timaddjustmentdo
Horizon thathe was advised to do by the helpline. Initially the Post Office sought to
challenge this account thuigh crossexamination of Mr Patny Senior only. Counfsel
the Post Officadid notinitially intend to put questionsn thisto his son, even though
his sonwas plainly the correatitnessto answer the detaileguestionsas he was the
person who said head done certain things, and he was about to be @@ladvitness
The reluctance of the Post Office to put questions to the person who was fiainly



relevant person to ask about tinassaidtobébecause At he records
and the Post fiice did not intend to repeat creegamination that had already been

done.l was not prepared to permit thigeuiredquestions about what Mr Patny had,

or had not,done to be put to himdirectly, and not have therossexamination

conducted by proxyhrough his fatherMr Pat ny Seni or és son ha
statement in respect of these matters, and was plainly the correct witness to whom the
guestions should be pude was the next witness listed on the trial timetable, and was

going to be calledext for the claimants. The notion that questions challenging what he

had done, or not done, should more properly be directed to his father is contrary to how
crossexamination should be conducted.

Mr Aakash Patny

125. Mr AakashPatny is the son of Mr Patr§enior, and worked in the branch and retail
premises with him, as did Mrs Patny, the wife of Mr Patny Senior and mother of Mr
Patny.He is not a claimantie was given the warning against selfrimination under
the Civil Evidence Act. He diloweveranswer allthequestiongut to him

126. Mr Patnyassisted his father, particularly with balancikg would usually arrive at
lunch time, and so was not present when the national outage occurred on the morning
of 9 May 2016, which had been resolved by the tiraeatrived that datede gave
evidence concerning the same amount of money, which both he and his father
considered a shortfall, and which the Post Office had claimssddueo it and was a
branch discrepandpr which the branch was responsiliehad ben settled centrally
but had not been patd the Post Office

127. Sofaras 11 May 2016 was concerned, wiieAakash Patny haarrivedat the branch
he becamawareof t he shortf all of over A1t@, 000,
him andwhich he consideredould not be explainedde had contacted the helpline,
and had followed the steps he was advised to take, which he thought had resolved the
issue. These steps were things he did on the Horizon terminthbequences of entries
he was talkethroughover the phoneThe documents available supported his evidence
that he had made such a call, although some of the entries did not match what he said
he had told them. There was no record of what he was told, toodavas there any
record put to i showing what key strokes had been inputted at the hranch

128. The Post Officebs case on the shortfall w
to any discrepancy. It was not put to Mr Patny that he had not made key strokes as
advised over the telephe, or that he made different keystrokes to those advised. All
that was put, somewhat wunclearly, was tha
physicallyfifoundd that had been missed at the time of the previous cash declaration,

and alsothatafgushowed on a cash declaration of f
of Acancelling outod the previous discreps:
cash problemo. Mr Patny denied any money

that if a discrepanchad been cancelled out the figure would have been plus £17,000,
rather than zero; and said that although he thought following the key strokes he was
told to input had resolved the issue, it had Hetwas toldafi r e a d j aashtstock t h e
figure, somethig he had never done before, and relied upon tsteuictions he was

given by the Blpline. The Post Qdxdnminatiendwas done bysreference to

the cash management report, not the audit dadl return to audit data later in this
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judgmentin Pat K, but the audit data would have showed what keys were pressed, in
what sequence and when. Such data would have been of great assstbnes not
produced by the Post Office

On 19 May 2016 the branch was contacted by the Post Office, in re$@ecbwoer
declaration of stamps. The amount of this was approximately the same value as the
amount of the discrepancy of cabhd beema few days earlier. He had done the
declaration for stamps. A person called Debra Lambley phtresdranch. He was
struk by the ceincidence in the amount of the stamp discrepamacy told Ms
Lambley the stamp declaration was impossible due to the number of stamps this
representedlo assist a reader of this judgment on that latter pointsdoaething that
wasnot exploed in the evidence, to obtain a broad idea of how many stamps that would
represent the following pointsare relevant On 28 March 2016 the Royal Mail
announced an increasetake effecthat week in the price of stamps! dass stamps
became 64p each, an¥f lass stamps became 55p each. This shortfall wibalefore

have represented 25,008 tlass stamps, or over 29,000 2lass stamps. It goes
without saying that this is a great deal of stamps.

He was instructedotre-adjust the stamp stock figure, followed her instructions as to
how to do this, and the system then showed the £16,000 shortage. It was by now past
7.00pm, he phoned thelpline, they contradicted Ms Lambley and he then had-to re
declare the followinglay, being unable to do so that day as it was after the 7.00pm cut
off.

The Post Of f |as#was puttaMr®atny, wéissththashe had made

a mistake in declaring the stamps. He der
casecan be seen fromlengthy passage of evidenaghich | will not reproduce, from

page2 6 on that daydés transcript to page 35
helpline gave instructions to resolve the cash discrepancy; this resulted in the figure fo
stamps beingvrong by the same amount; Ms Lambley was not prepared to have this,

and following her instructionghis resolved the stamps situation, but the cash
discrepancy reappeared. Then the sequence happened a second time. Mr Patny was
prepared to aept he may have made a mistake once, but denied he could have made
exactly the same mistake the same way a second time.

It was alsothen positivelyput to him that one way of disguising a shortfall in cash
would be to ovedeclare the number of stampspositive allegation of dishonesty was
put to him, which he rejected.

The premise behind thsaiggestion of dishonestyas that it was said by the Post Office
thatif the stamps figure went up, the cash figure would automatically go down by the
same amont. He did not agrewith this. It was put as a positive statement in the
following terms:

fQ. | suggest finally, Mr Patny, it is rather surprisimggyen that you do all the
balancing, or did all the balancing in the branch, that you don't undetistdrlle effect

of increasing the declaration of stamps is to have a corresponding effect on the
declaration of cash?

A. | wasn't aware of that, .



134. There was ndirectevidence to supportépropositionthat by increasing a declaration
of stamps, itwould have a corresponding effdot the opposite directiompon the
declaration of cash held in the branthany case, in the Common Issues trial, there
was evidence that making a cash declaration required specifying how many notes of
each denominatiowasphysicallyheld in the branchAn SPM had to declare both the
cashandthe stock that was held in the brantthis difficult to see howchangingthe
number of stamps held in a branch wowd could affect the physical countingnd
declarationof the amount of cash held in a branch by way of specdiénominatios.
However, and in any evenhd allegation of dishonesty against Mr Patras a line of
crossexamination that was not supported by evidence from Ms Van Den Bogerd, who
was expressly askedbaut it, and whoaccepted thathe had not made an allegation of
dishonesty in her witness statement aadl shedid not offer an opinioron whether
Mr Patny was dishonest not That means that there was no evidence from any witness
called for the PodDffice to support the allegation of dishonesty.

135. The second problem in relation to which Mr Patny gave evidence was a MoneyGram
transaction in February 2016. This related to a failed payment by card by a customer,
who tried to send £3,100 by MoneyGrant imnose card was declined twice. However,
the branch accounts still showed two debits in that amauhe branch accounthat
led to a losshowing at the brancbf £6,200. A TC was issued but only for one of
these, which led to a £3,100 lo$4r Patnyaccepted that he had only canceltbd
transactiomat the time, and not reversedag well(which was required) until later, in
the evening, when advisdd do soby the helpline. As he put it, the amount had
Adoubl ed upo, i n t hiant whicthwes ciiheellexl yar@ resensedt r a n ¢
later on (which was for £3,100) had led to a loss showing of £6,200. If that is correct,
then it is indeed double the value of the transaction. Ms Van Den Bogerd said that this
was fAnot suppor t erdliedougon thénfact ththtethe aash shontfdll om | s o
the day was greater than £6,200, namely about £500 greater than the cash shortfall
which Mr Patny said had been caused by MoneyGram. She could not proffer an
alternative explanation, however, and in her wefmstatement said

AONn 23 February, the branch declared cash holdings of £25,803.87, a net downward
movement of £8,601.59. The net value of transactions during this period resulted in a
£1,806.71 decrease in cash. The Moneygram transaction described vainade
account for a further £3,100, bringing the total explainable cash movement to a
£4,906.71 decrease. However, this leaves £3,694.88 of cash movement unaccounted
for. | cannot say for certain what caused this additional loss of cash but theremgnothi

in the accounts that suggest a problem with Horitappears more likely to me to be

a problem with cash handling in the branch or a user error when making cash
declaration®

(emphasis added)

136. This statement does not answer évedence of Mr Patngn the point, and the more
that counsel for the Post Office tried to press the point(s) in-es@ssination, the more
stark it became thalis evidence by the Post Offieeas no answer. Firstly, it assumes
that the MoneyGram transaction was only respmador £3,100, not the figure of
£6,200 which Mr Patny stated. It assumes that £3,694.88 does not include the lower
figure of £3,100which in my judgment, on the documents deployed, it plainly.does
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Secondly, Ms Van Den Bogerd cannot say what causeddtiégional loss of cash.
Thirdly, it stat es thecaountttatsuggestt prablerewith s A n o
Horizond (emphasis added)rhat is rather stating the obvious. If all the problems
complained of by the claimants with Horizon could benseghebranchaccounts, this

litigation would not be occurring.derthly, she retreats to criticism of the way cash is

handled in the branch, or other mistakedsu s er err or 0. It i s a p
Post Officebs case,andwerOt hér dbkannoagpe of
there is no explanation provided. | find that there is nothing in any of the documents to
suggest user error.

Additionally, Mr Patny explained that he had fully explained all of this to the area
manager Mr Irwin, whagreed with him that the MoneyGram transaction had appeared

to fAidouble up@. Further disclosure by the Post Office when the trial of Mr Patny
Seniordés claim comes to be tried, togethe
will provide further infomation.Finally, the exercise undertaken by the Post Office in
crossexamination failed to take account of the fact that one had to consider both the

cash figure, and the shortfdlipm day to day to make sure that one is comparing apples

with apples. | onsider the exercise undertaken in cresamination to be flawed.

| cannot resolvehis purely on the factual material put before the court by the Post
Office. The audit datahowing the actual key strokes inputtetl be required in order

to do that, together with findings on the expert evidence and my findings on the
existence of bugs, defects and errors within Horizon. However, | do find that Mr Patny
came across as a careful persorg asa credible witness, a@nl accept that heok the

steps halid as explained in higvidence. He accepted that he had not reversed the
transaction until later, rather than immediately as he ought to have done. The resolution
of the movement of the cash position, and what if @éplanation is available, simply
cannot be done with finality at this stage on the basis of the factual eviofoce the
courtalone.The Post Office had, according to Mr Patny, failed to provide the Credence
data which would make it clear what had hapgd and how. The helpline logs show
that Mr Patny had chased this on numerous occasions, and also the entries suggested
that a Credence report was being preparbd.audit data showing what key strokes he
had undertaken and when, was not prodiethePost Office

There was no evidence before the court to support the allegation of dishtbaestgs
expressly madagainst himand it was not supported by Ms Van Den Bogerd. On the
material before the court in this trial, | find the allegation of digsty against him not

to be made out and I reject Tthat is not to say that the subsequent trial dealing with
Mr Patny Seniordés claims will automati cal
he calls him as a witness. All future issues in indigidclaims will be dealt withand
resolved,on the evidence letly the partiesn those subsequent trials.am only
deciding matters in this judgment that are necessary to resolve the Horizon Issues.
However, in circumstances where positive allegatidngiminality are expressly put

to a witness in a trial such as thisis only fair to deal with those allegations. They
cannot as a matter of fairness be left hanging inamidparticularly where there is no
evidenceprovidedin support from the partyakingtheallegation in any event.

The later proceedings concerning Ratny Senidds ¢l ai ms wi Il | expl or
not only the specific matters in respect of whichahd his sorgave evidence in the
Horizon Issues trial, but any others which are relevant to Ibaghclaim and



counterclaim. They will do so by referencethe evidence advanced in that later trial
and theother documents, as explained in the section of this judgRemK, Audit
Data. The degree to which the evidencevofPatny Senior and his saifects my
conclusions on the expert evidence will be dealt with in Badverall Conclusions

Mrs Burke

141. Mrs Angela Burke had worked for the Post Office in various roles since she was 16.
Most recently, she worked in the Newport Post Office in Brough where her husband
was the SPM. She was a Branch Assistant and had worked as an assistant for about 15
years, ad had also previously been a SPM hers8lie and her husband had an
associated greeting carend statiormy business, and the branch was closed in October
2017 as part of Network Transformation. The card business has also closed.

142. Her evidence relateb events of 9 May 2016 when the national outage occurred, the
same date as the occas@outwhich boththe Mr Patnys had given evidence. She
gave evidence about the impact upon the branch business, the way she was serving
customers and how Horizon wasithg very slowthat day with a sand timer appearing
on the screefor a very long time. She served one customer, who was making a cash
withdrawal, as she obtained the relevant messages and approvals on the screen.
However, after they had left, a receipt pnt ed saying fARecovery
withdrawal of £150 was not shown. She then later studied the transaction log and this
latter transaction did not appear.

143. She realised what was happening and decided to close her branch that morning. She sat
down andworked through all the transactiomsher branch, using what was available
to her She was given an explanation by tiedpline which she did not accept, as she
knew and could remember that the payment to the customer had been aytivhided
is what kd to her handing over that su8he also was engaged in a contemporaneous
exercise whilst it was very fresh in her memory. She said there was no alert from
Horizon,andit her e was no means through the Hor
be identifiedof or i ts cause to be established in
call was availablé she and her husband had obtained it using a subject access request
from the Post Office.

144. Mrs Burke then went to extraordinary lengths. She also proved heesglfenacious,
as many people may well have simply given up on the sum of £150. She identified the
customer, and she tracked him down. She went to his house and expihateuad
occurred He happenedtill to havethe receipt from the transaction at st Office.
It entirely matches her account . She wen:
which was the TSB in Goole. She explained with the customer to the bank edsdtier
had happene@nd the cashigrrinted out the bank statement and shoviradl the sum
had been withdrawn fr omThé dugtomepermitted Mesr 6 s b
Burke to have this.

145. She and her husband then pursued this throudtethkne and their call was escalated.
They did receive a T@r £15Q but actually thateferred to an amouim respect of
Lloyds Bank and not to TSHhis was pointed out to the Post Office who claimed there
was no code®n Horizonfor the TSB.If that is correct, | find it highly surprising that
there should be no separate code for the. TTBB bank currently known as Lloyds used



to be known as Lloyds TSBthere are cases on bailii that use that nammelation to
other litigation, for examplé but the TSB was split from Lloyds TSB, which then
became simply Lloyds Bank. This split ocadrsome years before the events of which
Mrs Burke gave evidenc&SB and Lloyds Bank had been separate for some time by
May 2016.

146. Mr s B wevidereévgas explored in very considerable detail in ezgamination,
including the fact that she chose tegehe stack open in order to serve more than one
customer at once, how she had served thedthe other details of what had occurred.
She was chall enged on what was said to be
would have received a Tftom the Pst Officewithouthaving done all the work that
she had done, in tracking down the customer and going to his bank. | reject that
categorisation of the poibty the Post Officelt is not a small point. It j3n the context
of the overall litigationa magor point. It is difficult to see, given the evidence collected
by Mrs Burke which was provided to the Post Office, how they could have failed to
issueher witha TC.Whetherthis TC would haveissuedabsent te work that she did
to demonstrate the faulhd itseffeci s not a As mal | pointo.

147. There are really two pointhat arerelevant. The first is a broader onie:the process
for issuing TCs part of the Horizon system? The second is a case specific one: would,
on the balance of probabilities, the POffice have issued a TC in her case without the
evidenceahatMrs Burke herself collected amlovided to thé?ost Offic&

148. So far as thdirst point is concerned, the process for issuing TCs is not part of the
Horizon systemThat is addressed elsewher¢he judgmentSo far as theecond point
is concerned, the documents put to Mrs Burke demonstrate that Fujitsu had worked out
what had occurred; that tiheternaldoaument attached to an internahail of 12 May
2016did not accept that Newport brancladhin fact paid the money to the customer,
even though Mrs Burke had told them this on 9 May; tradby 16 May 2016 the
decision had been taken that the branch would receive a TC anyway. Her response to
the A s malwla sp diiprotsi bl 'y, yeso.

149. Theconclusion that | draw from this is that the Post Office required something more
from Mrs Burke than her word that the money had been qatidy her branch to a
customeiit he i nternal documents refer to fAnot
even thogh she hadlreadytold the Post Officehis. | find that the fact that this is a
Fujitsu document rather than a Post Officeumentdoes not matter for this purpose.
That something mor¢hat was requiredin her case, washe evidenceshe had
personallycompiledthatwasof great weight, and was accepted by the Post Office, as
the TC wagssued Whether evidence of lesser weight would have been accepted by
the PosOffice is not possible to saynd is entirely hypotheticaFujitsu hadthough
identified this particular problem experiencedtla¢ Newport branch by the national
outage.The information of what occurred, and the problem, was not visible to the SPM
or their assistants in the branch.

150. Counseffor the Post Officé s fAr el ati vely small pointo pi
Office would have issued her with a TC anyway, is in fattentirely consistent with
the Post Of f i forehe &rial Mg Wan ®eniBaogerad staged in paragraph
110 of her witness satme nt t hat @A Once Post Office was
the customer had received the cash and the customer's bank had recorded the
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withdrawal, a transaction correction was issued to bringthe hrabchSh e mak e s
in my judgmentthat it wasthe work that Mrs Burke digersonallythathadled to the
issuing of thel'C. She also makes it clear that she believesithat happened occurred

as a resulof what Mrs Burke did:

fiFollowing Mrs Burke's investigation, Post Office generated a transactioection

for the £150 withdrawal that had not been recovered at the time. If Mrs Burke had not
done this herself, there is a process built into Horizon for flaggingrexmvered
transactions which would have prompted an investigation and I'm surd hexe led

to the same outconte.

She explains that had this not been donere would have been required from the Post
Office T namely an investigatioin before the Post Office would have reached the
decision to refund the £150, although she does say that she is sure the same outcome
would have been reached. This is rathereddht to the way the case was put to Mrs
Burke, which did not includéhe requirement for any sudlrther investigatiorby the

Post Officebeingrequired.The impression sought to be given was that on the Fuijitsu
documentsilreadyavailable, a TC would v& been issued anywéy Mrs Burkea few

days later. | do not accept th&8bmething morat the Post Office end would have been
plainly required as Ms Van Den Bogerd explairndrs Burke was the persavho had

in fact provided proof of payment out, andrebinvestigation was undertaken.

It is in my judgmentikely, onthe basis of all the evidence in the litigation to date, that
the sum of £150 would have showed agpa shortfalht the end of the next branch
trading periodas anyfurtherinvestigation was not likely to have been completed by

the end of that period. Howevaf,Mrs Burke had not acted as she had, and if an
investigation had been done by the Post Office, if that had been resolved in her favour,
and if that had led to a TC being issug@n the shortfall in the branch accounts would
have been corrected @nlaterbranch trading perigchamely the period duringhich

the TC was issuedNo loss flowed to Mrs Burke in respect of this incidexst a result

of her own investigationin any eent, this is not a point of difference between the
parties that it is necessary to resolve in order to resolve the Horizon [Beaeswas
plainly a potential impact to her branch accounts in any event, and that potential impact
was caused by the Horizon system.

Mr Roll

153.

Mr Richard Roll had worked at Fujitsu between 2001 and 2004. Thislwasy the

days ofLegacy Horizorand heéhad no experience of Horizon Onlirtée provided two
witness statements, the first of which was dated 11 July 2016. This was obviously very
much in the early days of tlggouplitigation. The second statement addressed certain
factual mattersin DrWordéns f i r st |eorspler MitRollrtosbpranportant
factualwitnessin this group litigation He has no personal interest in the litigation and

is not a claimantHe has ever worked for the Post Office, although whilst at Fujitsu
working on Legay Horizon he obviously had a great amount of involvement in the
Horizon systemHowever, given the expert evidence and particularly the degree of
agreement between Mr Coyne and Dr Worden on the number of accepted bugs in
Hori zon, whi ch eosiéanwasddifierent dvesin additro® teMr

Rol | 6s thewiwdseamplether evidence in relatioto my findings on the
Horizon IssuesMr Rol | 6s career has started in t

it

h ¢



1976 and left in 1989. Whilst in tHRAF, which he had joined as an avionics engineer,

he worked on mainframe computer systems and was selected for a software
development team working on aircraft control and attack systaftes. he left the

RAF, he worked in various roles in development augport, and joined Fujitsu in
January 2001. There, he workedfe Software Support Centre, 88C in Fujitsuat
Bracknell in ¥ line support.

154. After he left Fujitsu he changed career direction entirely and attended the University of
Southamptonfrom where he obtained a BSc ilndRatry. He worked in the NHS until
2011 and then went into private practice, where he remains, now with his own clinic.
The <claimants descri bed Mr Rol | as a fnwl
allegations about how Ftgu dealt withLegacyHorizon and the access which was
available toF u j i t s u branch aScBuMtsTIdis wasaccess of a far wider nature
than admitted tby the Post Office or Fujitspublicly.

155. Iltwas Mr Rol |l 6s evidence tedesentualaceptanseubly st ant
Fujitsu witnesses of thability to obtainremote access without SPM knowledge or
permissionand the injection of messages into the couimgyarticular Mr Parker had,
in his first statement,padwesrcdsd i dred haoadats &i
Rol |l 6s evi de n caed misleading.i Mr ®arkerulaten toerected hig 1
statement, and | deal with his explanation about this cliaage what he said he meant
in his P'statementi n my summary o fcelddlow aPfa4t[496.06 s ev i

156. Mr Roll described himself as an IT specigles description with which | agree, and one
which is demonstrably correct givéhe number of years he performbi role at
Fujitsu in the SSC in"8line support.Problems or issues would only reach IBe
support if £'or 2"%line support did not resolve them. His IT experience includes, in my
judgment, a considerable degree of expertise in softivateed, although | am critical
of Fujitsuelsewheren this judgmentthat criticism does not extend to any suggestion
that theyemployed personnel within SSC who were experienced and sufficiently
expert in software matters to perform that role. Had Mr Roll not been sufficiently
qualified to work in &' line support, he would not have been there for the period that
he was.

157. The Post Office in crossxamination attackedoth his recollectionandseemed also
to challengehis expertiseThis the Post Office is entitled to d®iven he was '3line
support,in my judgmenthe obviously had a high degree of expertiBeere was a
debate at one stage about whether he was
the former categorylhe Post Office also concentrated on a narrdya@d, or suiset,
of the issues regarding which he gave evidence, focussing more on potentahgrob
with code and Mr Roll 6s experience of thc
respect of Horizon of which he gave evidence. He had made clear very early in his
crossexamination that, so far as he was concerned, data corruption was amissue
Legacy Horizoraes well as software issuegich were related to the cade

158. Mr Roll had left Fujitsu in 2004 and there will inevitably be difficulties in recollection
by any witnesef detailed points after such a passage of thi@ewas willing to indiate
when he could not remember somethemggwould agree with points put to him by the
Post Office when relevanthese were often on the basishgpotheses which he was
asked to accept, often in relation to a spreadsheet which Mr Parker had prepared
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showing how relatively few software issues Mr Roll was said to have worked upon. Mr
Roll also, again inevitably, was not submerged infithe detailsof the subject matter

of the litigation, in the same way as some of the Fujitsu witnesses such as, for example,
Mr Parkerhimself who is the Head of Post Office Application Support and the SSC,
and who has workedn the Post Office account at Fujitsucgnl997, before Horizon

was even introduce&iven Mr Roll left Fujitsu in 2004, it is 15 years since he worked

on Horizon.

His two statements were fairly sh@#t and 8 pages respectively)dagiven at a high
level. One example can be provided from brsssexamination. He was of the view
that problems referred td%3dine support, which by definition would mean thé&tahd
2"dline supporhad not been able to deal with themould not include problems caused
by mistakes by SPMs. Mr Parker disagreeththis and this was put to Mr Roll.

A QThen the next unnumbered paragraph, Mr Parker says:

"If NBSC were unable to identify the cause of a discrepancy they would often fall back
on a default statement along the lines of 'this looks like a softwaie ssthat the SSC
would investigate it. HoweveNr Roll's statement that 'if an error was referred to us
then it was extremely unlikely to be due to a mistake made by a postmaster' is not
correct. The vast majority of discrepancies investigated b$$it2as pseudo 'software
issues' were (and are) not caused by software issues."

| would like to suggest to you, Mr Roll, that that's true, isn't it?

A. The way that | remember it, it was issues to do witlstifevare that were causing

the problems Whether that was the programme that had been written or data
corruption, that's what | remember as our problems being.

Q. You remember there being problems with data corruption?

A. Yes.

Q. I'm not asking you about data corruption, Mr Roll, I'm askimg about software
issues. The claim | would like to put to you again is the last sentence of that paragraph:
"The vast majority of discrepancies investigatedh®ySSC as pseudo 'software issues'
were (and are) not caused by software issues.”

Are you n a position to agree to that?

A. From my recollection | would disagree with that, bwvds a long time ago.

Q. I'm gratefuld

This passage of crog&xamination, and there are a number of other similar examples,
shows the following:

1.Mr Roll 6s conclusion was a general one,
and countemssertion are not, of themselves, of assistance to resolving the Horizon
IssuesHis conclusion, as with that of Mr Parker, is simply their point of view.

2. If a problem made it toBline support, then by definition it had not been capable of
being resolved bysland 29line support.

3. Fujitsu would, even at thé“3ine support level, attribute some problems which they
could not understand orresolvetB  er ror, and Mr Parker os
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with this approach by FujitsiThis is made clear in the text of PEARut to Mr Parker.
There is a very stark example in one of t
have specifically ruled out userror, yet Aiane Chambershose to close the PEAK

with the defect cause being user error.

4. The Post Office would try to keep tbeidence in crosexaminationof Mr Roll

within very narrow bounds. This passage shows that Mr Roll expressly gave data
corruption as one of the probleraswhich he had experienddorizon Issue 1 included

the expressiofi b u g s , errors and defectso. ' n my |
within that phrase. Mr Roll was kept very cldsehis crossexaminationto evidence

concerning codalone Bugs, errors and defects are far wider than simply chae.

Horizon Issues were not specifically restricted to software issues@svly redefined

by the Post Officenor are they restricted to code

5. Mr Roll would sensibly encede that the events of which he gave evidence were a
long time ago.

6 . As s hown beywaythakel remember &, it was issues to do with the

software that were causing the probléems even at this remove o
specificrecok ct i on t hat there were fAissues with
problemso. This is as | ong ago as 2001 to

Some of the crossxamination was of no assistance in resolving the Horizon Issues,
for example an exercise with a spreadsheet whiclPitker had been involved in
preparing, showing the percentage of calls'tdir®e support and the broad categories
into which they had been placéoy Mr Parker as it turned out, and inaccurately at
thaf). Mr Roll was in no position to give any helpfiidence in respect of this, and the
categories were in any event misleading as headline descriptive terms. A witness who
had | eft Fujitsubds e mpl moysesibly besnampositioh 5 y e a
to agree or disagree with such detailed poortgollation of datdn such a detailed
spreadsheeniany way that would provide the court with useful evidepegticularly

when it emerged (as it later dichen Mr Parker was crogxaminel how misleading

the Fujitsu headings were.

Mr Roll hadlooked atMr Par ker 6 s st at eomybrigflysandhe did h ough
not know how many statements Mr Parker heatle. He could not remember some of

the details, such as the detailed description§'ahtl 2¢ line support at SSC, and was

frank abotithis. He could not recall the split betweéHife support by Fujitsu and the

Post Of f Flne lgelp deskwcalledithe National Business Support Centre (or
NBSC). He acknowledged that he worked#I3i ne support, rather
inesupporto as he had put it howaveroherstatewi t n e s
his abilities; for example he said some membersdir@ supporve r e fAsuper el
but he would not count himself as falling within that description. Part of his-cross
examination which | consider fairly encompasses his approach to giving evidence is the
foll owing, where parts of Mr Parkerods wit

Q. And if we can pick it up at paragraph 28 of Mr Parker's witness statement, you
worked in third line for between well:
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"Between 1 January 2001 and 31 December 20d4ndathose are the years that you
worked for Fujitsu'... the SSC received a total of 27,005 calls, meaning that on average
563 calls per month were dealt with ovestiiyear period.”

And he refers to a spreadsheet setting that outhanithen analyses the data in that
spreadsheet. Would you accept that that is a fair reflection of the amwfocalls
coming in, the amount of incidents coming if8C when you werdére, third line?

A. | can't really remember. | know there were periods when it was very busy and
periods when it wasn't so busy. Sometimes we had three or four jobs on the go at once,
other times we were given other work to do from the manager.

Q. Andparagraph 29, Mr Parker says:

"Transferred calls (ie those not resolved by the SSC) are of interest.” He says:

"A very small proportion of calls transferred to 4th line support would have concerned
software errors requiring resolution ..."

Stopping thereMr Roll, that's true, isn't it?

A. Yes.

Q. So he then says:

"... it would be interesting [therefore] to know the number of calls transferred to fourth
line."

Would you agree to that? It would give soimgication of the extent to which incidents
coming into the SSC properly, genuinely represented software areas that required
fixing? That would be a useful way efa touchstone of trying to work out?

A. Yes.

Q. Thank you. He then says that, unfortunately:

"... while the SSC have records of theurak of transferred calls, we do not retain
records of where they are transferred to and it is not the case tbattalse would

have been transferred to 4th line support. For example incidents would often arrive at
SSC from internal teams for routingdk to help desks."

Do you remember that?

A. I don't remember that particular ...

Q. But would it be right to say that of the calls coming into third line support, a
significant proportion would ge of calls that would then be transferred out, would go

to places other than fourth line support? Would that be fair? Does that accord with
your recollection?

A. The way | recollect it is that calls would come in and we would work on them, either
fix them, in which case they would go back to the originaiokye would pass them

on.

Q. To other people?

A. To other people.

Q. Depending on the nature of the problem?

A. Yes.

Q. Soif there was an infrastructure problem you would probably pass the call on to the
infrastructure team, it wouldn't go to fouithe support, would it?

A. Probably.

Q. And there are a number of other teams that calls coming into third line would be
passed to who would not be fourth line support?

A. Probably. I can't remember the full details.

This can be seen all to be atexy high level. Mr Roll is not likely to have known the
total number of calls thatameinto SSC during a 4 year (or indeed any) period; the
average number of calls per month; or of how these were dealt with. He would also not



be likely to be able to reltahese details, even had he known therthattime. The

analysis whictwas put to him would have beénseful to know 1 the percentage, or

even total number, of calls transferred frofhliBe support to % line suppori would

not have been something he wohlaveknown at the timeeither. Interestingly, not

only would such information have been something that Fujitsu could have readily
recorded at the time, as bot 8nd 4" line support at SSC are bdfujitsu functions,

and not only was this plainly accepted as something that would be of assistance, but
Fujtsuidi d not retain records of where they
useful record in this respect is a result of how Fujitsu rethits records.

164. Mr Roll was then taken to an analysis of calls coming in, and calls going out, which
had been done by Mr Park@&his related to some 3,764 calls. Mr Roll was never going
to be in a position to dispute that figute;disputeor agreeghe percentages given for
how the calls were dealt with; or provi de
analysis at alllt was presented to him for the first time in the witness Baxnetimes
unreasonable or unhelpful witnesstake issue with mats of which they have no
knowledge; Mr Roll did not do so. If he did not know, or was not in a position to answer
substantively, he would simply say so.

165. Another passage of his evideneeas as f ol | ows, when a pas
evidence was put to hithat stated "From the SSC, only a tiny proportion of incidents
were escalated to the 4th line support team. It follows that only a tiny fraction of
incidents raised actually needed to be looked at by the only team who might potentially
effect changes inoftware." He was asked if he accepted the conclusion:

fA. When you take it as an average then yes | suppobetshe system evolved from

-- | started there in 2000 I think it was and left in August 2004. The nattine @fork
changed over time arite ones that stick in my mind are the ones where there was sort
of the firefighting efforts where it was there were difficult periods where there were
software issues, so ...

Q. Yes, Mr Roll. We could by all means go back to the graphs becausellyioame

seen from the live PEAKS into and out of the SSC it actually gave monthly figures, but
what I'm suggesting to you, Mr Roll, is thatalthough you may well have been busy
on all sorts of things, the fact of the matter is that software problequsring a
software fix represented a tiny fraction of the work that was handled by the SSC third
line support.

A. Yeso

166. This theme of the way that the Post Office put its case carried on into the evidence of
Dr Worden and his Section 8 statistical exseciwhich | address below. The
expressions Atiny proportiono, Atiny fr
demonstrate, basically, that Horizon worked very well most, if not all, of the time.
Given the use to which the Horizon system was put by theJ#fise¢, namely monthly
balances which governed the branch accounts of SPMs, with shortfalls and
di screpanci es ibwhichhmgangipad oy ¢he PMs id guestion, this
approach can be seen to have limited utility. Firstly, these are subjeetims. t
Secondly, given the PEAKs show that a SPM may report a single unexplained
discrepancy for (say) £25,000, or even £1,000 or £500, the fact that this may be only a
tiny fraction of the number of calls the SSC worked on that month might come as cold
confort to thatspecificSPM. The number otalls, and how they were dealt with, is of
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some relevance to robustness, suth high level and subjective points were not likely

to be of enormous assistance, one way ofr
Itwas puttoMr Rollt hat hi s rol e, which he describe
junior level of peoplevor ki ngo i n SSC, which he dispu

people in SSC wer &5dithe 30 drse total sSumlieec df pebpies t s 0 .
were, according to Mr Roll, all product specialists.

A Q--the SSC? Of that 30 people how many people weyewn level?

A. When | worked there+ it was two or three people were senior levels, | think Mr

Parker was one, a couple of others, then thereMikas Peach and | believe the rest of

us-- 25 or so.

Q. The figures | would like to ask suggest to ydu Roll, are about 25 people had the

junior level and there were about five people who were true specialists who | think you

fairly described as specialist earlier on in your evidence. Would you accept that that
might be the case?

A. Junior level seem® -- it doesn't fully explain the complexity of the system or the
knowledge of the system required, but yes, | suppose ...

Q. Well, let's agree on ordinaryl'm not seeking to cast any imputations and it is right

that you should words do have implid®ns. So the ordinary level was your level

A. Base level.

Q. -- and there was this perhaps five or so people abdkie senior people above you

and what did they do? Did they do the mo
An interesting post script to this lind guestioning is that later in the trial it emerged

that all of the SSC personnel had the very powerful APPSUP privileges at this time. It

is highly wunlikely that this was given to

The Post Officeattemped at the trialtodil ut e Mr Rol | 6s experi en
someone who was not sufficiently skilful to understand, or give evidence about, the
matters he explained in his witness statenierg.clear to me, and this was effectively
confirmed by the documents put to MirRer later in the trialthat everyone atQevel

support in SSC was a specialist. The notion that these 30 people, in a department
separate from the normal Fujitsu work areas, to which access was security restricted,
were all at ofrtrhieo nnaurbyhbo 6 pewvpl 6 managi ng t
t rue s p esmplymisleading.orhere svere a handful of people at the senior

level, and the resdf 39 line supportwere product specialists. A Fujitsu internal
document, put to Mr Parkdxy the d¢aimants but not to Mr Rollby the Post Office)

explained it rather more comprehensively. This is from a 2011 document but there was

no evidence to suggest that there was a wholesale reorganisation df S&CA3line
support bet we eereaNdthisRlocumed.s t i me t h

i3 line support
3line support groups within RMGA include:
SSCi 3 line support for RGMA written application code.

MSSi 3"line support for software distribution and event management



3 line support staff apply analytical skills to the symptoms and evidence gathered
1tand 29 line and undertake idepth investigation into incident§hey have detailed
knowledge of the system based on documentation and source code inspection.

Trained on operating systems, COTS packages that underlie the application and the
coding languages used within the applicatibhey are also expected to self train by
examination of support guides, design documentation written for the components of the
end use application. They will also have access to development and package
management tools to allow the production of specialised diagnostic code, scripts and

support tools.

It is incumbent upon theline support unit to produce a work arowsmd on 4 line

to produce the final code solution to any software problem. This does not preclude the
production of a workaround by other units or negate the requirement’ fime4to
provide assistance in the generation of a workaround.

The SSC are responsible fine implementation of any workarounds that require data
changes to the live system. They are the only unit with authorisation and sufficient
physical security controls to perform this function

(emphasis added)

169. This gives a more comprehensive pictafeéhe type of expertise required to be if 3
line support, which is where Mr Roll worked whilst he was at Fujitéis is of more
assistance than the terms deployed, such
manager s) and AMrRdal.Itshowsithat 8 level supmoit kavathigh
level of necessary expertise. They are the only unit with the necessary authorisation and
security controls to be permitted to implement workarounds that require data changes
to the live system. This is not the role of junior personnel.

170. This areaof questioning also focused on code, and introduced another concept, the
Acore specialist teamo.

fiQ. I'm really trying to grope towards what the five tspecialists, what kind of work

they were doing. They were doing the more challenging kind of waen't they?

A. Ifind it difficult to answer that from what | remember of the way we worked. There
were some areas where soofghe senior people where | would perhaps have been
more-- had more experience because of previous worlpeadous programing that

| would have been better off and had more knowledge than they would have done, but
in other areas then they would be far superior to me.

Q. Well, let me suggest one area where they would have been far superior to you, Mr
Roll, or at least it wa perceived within the organisatienI'm not trying to have a
debate with you about your own perceptionsyotirself, that would be completely
unfair, but the perception at the SSC was that were there software errors or potential
software errors that reqed large amounts of code to be examined, the people who
would generally do that examination would be those five people, people like Mr Parker.
Would you accept that?

A. Generally | suppose, yes, although

Q. And it would be relatively rare f@omeone outside that core specialist team to be
doing that kind of work- not impossible but relatively rare, yes?
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A. Several of us looked at the code on occasions. | was a C programmer in that and
other languages before | moved to Fujitsu so there eeras of knowledge we had

from previous areas, but | suppose most of it would then be passed on to those people.
Q. I'see. So would you accept from me then that generally it would be them that would
look at lots of code but occasionally there might t&asions when someone else would
look at lots of code?

A. From aPinICL perspective yes, but some of us looked at code more often, just out
of interest. o

This series of guestions introduced anot
codeo. nhsarRwel abgve, eéxplained that he had been a C programmer before

he moved to Fujitsu. C is @eneral purposprogramming languagehich is widely

used.Mr Roll, as someone who had been a programmer both in C and other languages
before he went to Fujits had bothwritten codehimself(as a C programmerand|

find would havebeenvery familiar withcodein its different guisesindeed, given the

Fujitsu documentation describing the expenit&“ line supporin [168 above, which

stated 3" line supportwould havefdetailed knowledge of the system based on
documentation and ,#isdeactemeand bfiad thatVs Bol c t i o n ¢
was amply exerienced to give evidence to this court on the matters that he did
concerning the Horizon system (which was at that point Legacy Hoyihenproblems

that were experienced with @andwhat occurred aSC.Source code is a term used to

describe a versioof software, or a description, as it is originally written. There are
different definitions of source code in different computer authorities (such as the Linux
Information Project) but the precise definition is not important for the purposes of the
Horizon Issues trialThe Horizon Issues do not concentrate solely on problems either
with code, or source code. The phrase is
System is defined in the Horizon Issues.

What is importantin my judgmentis that Mr Rol used to programme in C programme
language and other languages before he went to Fujitsu; he was required to understand
andh a vdetail&d knowledge of the system based on documentation and source code

i ns p e bytvirtue fdeing a member of“3ine support at SSCall the evidence
demonstrates thdte did his job effectively and competently; and he did not leave
Fujitsu under any sort of a cloutwas effectively accepted by the Post Office that he

had a responsible position and a responsible aaldkwas well trained’he Post Office

al so sought to draw the following conclu
Fujitsu:namelythati € . a cl ear picture emerged of Fu
was thorough, professional and conscientious an@hwtook considerable care to
ensure that matters were properly invest.i
picture emerged from Mr Roll &6s evidence,
evidence in respect of Fujitsu in the tiidher han that of Mr Rolll will return to this

claim by the Post Office at the end of my review of all the eviddaceal and expert,

whichisi n Par t L @ Ov elThaadedtion Gfahe jadgrebdginsrafO©zy

below.

Mr Roll 6s evidence was that errors made b
and 29 line support level; that most errors he dealt with were coding errors or data
corrupton t hat 1 ssues were identified that r

Development; and importantly in my judgment that the type of issues that were



routinely encounteredt SSCcould and did cause financial discrepancies to branch
accounts. Halso stated that

I f we were unable to find the cause of |
hain and it was assumed that the post mas

174. He said that even isoftwarefixes were developed the problem would sometimes
reappeaseveral weeks lateHe also stated thaemoteaccess to branch systems was
possible; the ability was extensive; that this \Wwasewithout the SPMs being aware;
that data and transaction information could be chabgdeljitsy and that somaties
SSC wauld log into a branch system whilst it was switched on but not in use.

175. The final paragraph of his'statement said:

Al n summary, t he i ssues wi t h coding i n
Furthermore, the coding issues impacted on transaction ddtaaused financial
discrepancies on the Horizon system at Branch level. It was those issues that I, and
other colleagues at Fujitsu, were routinely working on daily. Furthermore, remote
access to the Horizon system at Branch level was extensive, aswaaditii to change

data and change transaction information, even while the postmaster was working,
without the postmaster being aware of thi

176. He had al so said that Aduring the course
frequently accessaPddtf f i ce counter | T system remote

177. Hi s use of ffromeaquemrtdol vo eabjedtiveandgs explaided me nt
above in terms of fetms arg nof entiaety halpbiviathe sub | e
meant by this is it was not unusual for tu®ccur.lt is difficult to judge, at the remove
of 15 years from when Mr Roll left Fujitsu, just how often something that he remembers
as frequenthor routinein fact occurred. He sensibly accepted that the more regular or
mundane matters in which oiseinvolved tend not to be remembered, with rather more
unusual events sticking in the memoairy.terms therefore of how often this occurred
whilst he was there, it is not possible to come to a concluded view. Howewgasjder
it important that the ocs#ons to which Mr Roll refers were not isolated incidents on
his evidence, nor were they unusual, and that financial discrepancies on the Horizon
system at branch level was something which he recalls working on tagyalso
important that he gave evidence that if Fujitsu could not track down the cause then it
was assumed the SPM was responsible, in other words user error would be used as a
default setting for investigations. This matches the evidence of an eronumier of
PEAKSs in the Technical Appendix.

178. He also gave evidence about hardware failuresgamd specific responsive evidence
in respect of Dr Wordends expert report.

179. lacceptMr R @Viden@es which is supported by the contemporaneous documents.
The Post Office in its closing submissions accepted that he was a careful and precise
witness, and al so that fAhe was at pains t
It also, howeversubmittedthathi s evi dence fAwas, unsuropr
respectso.
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Notwithstanding the limitations on his eviderthee to the passage of tigddound Mr

Roll to be a reliable and helpful witnesslo not consider it was hazy in any important
respectsl also found his evidence to be very importditte Post Office set out cross
examinatiorto demonstrate that he did not have the expertise that he claimed to have;
that he was at too low a level iff 8ne support to have been involved in thatters

which he described, certainly so far as software issues were concerned; and that Mr
Par ker 6 s e v i daboutombat herad ppesem doingcshioulé be preferred. On
those two former points tHeost Office failed, in my judgment. The succestdure

of the latter poinalsg but not exclusively, depended upon the evidence of Mr Parker.
After Mr Parkerwas cros&e x ami ned, it was <c¢l ear thato me t
were put to Mr Roll could not be relied upon to demonstrate what theyglsbto
demonstrate. | prefeand accepthe evidence of Mr Roll to that of Mr Parkand the

other Fujitsu witnesses (with the exception of Mr Godeskyh¥ome considerable
margin.| find that during the years when Mr Roll worked at Fujitsu, 2001 to December
2004, SSC were not infrequently involved in attempting to remedy unexplained
shortfalls and discrepancies in branch accounts reported by SPMs. If they were unable
to find the case of the discrepancy then the assumption would be made that it must be
the SPM to blameThis is clearly shown in my analysis in the Technical Appendix
particularly on the different entries in the Bug Talaed my findings on the number

of bugs presenh the system.

There is one area of Mr Roll 6s evidence,
not attributeanyweight, not that | disbelieve him. This was concerning the pressure of

work within the SSC and the fact that members of the SSC werr pnelssure to

ficlose calls , which basically means recThea d t he
relevant passages are as follows:

fil5. During my time at Fujitsu | know that there were budget pressures and
redundancies which impacted system developmentemstithg. The test team felt they
were under enormous pressure to complete the testing within certain timescales which
negatively affected the test regime. Meanwhile, the development team had to balance
time spent on fixes, with time spent on developing fheatures for Legacy Horizon

and time spent developing a new system which | believe later became Horizon Online

16. In my first statement, | refer to the pressure that the SSC team and Fujitsu were
under generally due to an awareness of the financialliesimposed by theervice
levelagreementbetween Post Office and Fujitsu (paragraph 12 of my first statement).

| believe that although individual penalties were quite modest, when applied across
multiple counters/post offices the cumulative figuresoived were very high,
potentially amounting to tens of mi |l | i on
statement that these potential financial penalties were not a factor for the SSC
(paragraph 43 of Stephen Par keofthessnandi t ne s s
often commented on them, #£5ng.l |AiTohnadtt.d0s s av

| do not attach much weight to this as pressure in the workplace is such a subjective
matter.Somemembers of SS@ay have felt under great pressure; others lesbhss.

is a subjectivaccount of what it was to work at S&€that timdrom the point of view

of Mr Roll. The type of statement to which Mr Roll referderms of millions of pounds
saveddoes not advance matters one way or the o@igen the type oproblems that

39 level support s involved in attempting to resolve, there would have been an



inevitable pressure involved in attempting to resolve such issues speedily. Mr Roll
chose to leave Fujitsu, and therefore he left those pressures behindy Rutits
mildest, it would be extraordinarily disappointing if PEAKs were closed, attributing
fault to a SPM, simply because that was the easiest and quickest way for a SSC product
specialist to keep on top of their worklo&dithout separate cross<amnation of each
product specialist who chose to close PEAKs where prior entries suggested user error
had been ruled out, it is not possible to determiredifigree to which this was their
motivation in any individual caseHowever, it is not relevantt is no part of the
Horizon Issues to determine why, or whether, individual personnel at SSC acted in a
particular wayi budgetary concerns for their employer; exercises of judgeraesit
laziness;or any of theother many possibilities. Mr Parker gave euide e t ha't At

possibility of financi al penal ties was ne
itwas.Mr Par ker 6s evidence on this suffers f
motive to every member of SSC as i ndeed d oeceother drectioRo | | 6 s,

Everyone is different, anthere will have been a range of different reasons operating
on each member of SSC each dagy sensible business wilin anyevent always

have at least part of its attention on financial performamckethisis understandable

The Horizon Issues trial is not an inquiry into how Fujitsu manages its personnel, or its
businessl do question the allocation of Category A, B or Gaémeof the PEAKS that

were used in the trial, but this is something that wasugdréthough not very far) with

Mr Parker and | deal with it there.

183. Theway that Dr Worden was simply not prepared to ackbept R @Jidengesat face
value, and set out to disprotes factual evidence, something which in my judgment
an independenexpert should never do, is dealt with in the section of this judgment
where | deal wit hTh®degred o which théevideace of MreRollc e .
and his experience of Legacy Horizon between 2001 and 2004, affects my conclusions
on the expert evidee will be dealt with in Pait, OverallConclusions

184. The fact that I findVr Roll reliable does not mean that | automatically accept all his
conclusions.l have given a specific example at8[l] about financial pressures.
However, Mr Roll 6s evidence was supporti
necessary for the Post Office to render his evidence unreliable, insofar as theincould,
order to damage the c¢l ai mantsdé case and
Post Office failedtodo Mr Ro |l | 6 s ehatdiccalyled o thevteupictusel s 0w
emerging of remote accessowever, of itself this does not provide emtire answer to
the Horizon Issues.

Mr Henderson

185. As explained inT8] and [79] above, Mr Henderson is a director of a company called
Second Sight whictvasinvolved in a mediation scheme, until the Post Office withdrew
from it. Initially Second Sight was engaged to perform an investigation, but after its
interim report its scope of involvement changéedan from2012 to 2015, when Second
Sight 6s appoi nt mke investigat®on anc subségneatt nediation
scheme werset up in the light of disquiet about the complaints of various SPMs, the
operation of Horizon, and concerns that were publicly discussed, not |édshityers
of ParliamentAll of the documents andngails which Second Sight had at that time
were returnedo the Post OfficeMr Henderson estimates these as 16,500 emails and



18,500 other documents, whibk saidveresensiblyorganised in 1,700 folder§hey
were in good order.

186. Thedocumentsn that setthat were provided by the Post Offitethe claimant$or
this litigation were not, according to Mr Henderson, provided in the same way. He
criticised them for having no folder structure, having had metadata removed, and
lacking the original date and time stamps which were present on thr@abdgcuments
with which Second Sight had been providbg the Post Office Some important
documents, such as the Fujitsu XML transaction reports, were described by the Post
Of fice as fAunreadabl eo. He had howaver re
when inspection was provided of some of the unreadable documents.é¢lmkteve
that the documents provided in the Horizon litigation were the complete set of data
provided to Second Sighwhich he had returned. | accept his evidence on this. lde wa
clear in his recollection about how the documents were organised, and approximately
how many there were and thé&ype. | do not know why the claimants were not given
in disclosurethe same documents, prepared and collated in the same way, as the Post
Office themselvefiadreceivedhemfrom Second Sight.

187. He described Mr Jenkins, whom he had met, as the Fujitsu lead engineer on the Post
Office contract. He had met him in September 2012. He explained in his witness
statement that he haeen given sapie XML databy Mr Jenkins, and had used this to
see a level of detail that neither SPMs nor, interestingly, the Post Office, had available
to themto view. He had also been told at the same meeting that remote access was
Aoccasional |y askesdtboconmplete &@mai récords for 2008 ér the 7
employees known to be working at Bracknell at the time, so he could satisfy himself as
to whether such remote access was done without thesSgvmission or knowledge.

He was not given these, and the partial records he was given were inconclusive. His
reverse engineering of the XML data he was given gave him grounds for concern but
Second Sightés engagement wvaaycontieedwiewn at e d

188. He had also identified what he considered to be particular difficulties that Horizon had
with foreign currency it is (or was) a single currency system and only used pounds
sterlingi and also the National Lotterin view of the ewilence of Ms VVan Den Bogerd
in the Common Issues trial and the Ping fix, that latter point may not be particularly
controversialn any evenas this litigation progressesSoreign exchange is the subject
matter of bugs 14 and 23 in the bug table. Bugsldow acceptetly the Post Office
in Appendix 2 of its Closing Submissioass one of a number of
i mpact (al t houg hlfihdinghge TeshmicabApperdx that Bug &3)iso .

a bug.The contents of the Technical Appendix arerg¢f@e consistent with Mr
Hendersonds views on this.

—

189. A working group was involvedh the Second Sight schepand the progress of cases
all the way through the mediation scheme was slower than the working group wanted.
Second Sight 6s aaequbeforiMr Hendersorcoauid seach #nalised
conclusions on most of the issukathesaidhad beemncovered. | have already stated
the approach that | adopt in relation to the technical nature of the Hoszoes, and
how the evidence of the expein IT who gave evidence before me effectively takes
precedence over observations by other witnesses on technical issues, which must
include Mr Henderson.
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Mr Henderson explained in his oral evidence that he considered his evidethee

court not to le entirely unrestricted. He considered it \gabject to a restrictiothat

had beenmposed upon him. There was a letter of engagement in this respect, which
was dated July 2014andaccompanied by a document whighs signed bgomeone

called Chris Aujad for the Post Office. The letter of engagement set out several pages
oftebmsgoverni ng Second.Chusestl orsvards s au whate n t
Second Sight were to do

fi2.1 The Scheme has been set up to try to achieve the mutual and final resolution of a
Subpostmaster's concerns about Horizon and any associated issues.

2.2. Second Sight Support Services Limited ("Second Sight" or "you") has agheed to
a member of thBWorking Group"” whose role it is to oversee the Scheme and to assist
in investigating individual Subpostmaster complaints.

2.3. This letter and its schedules will form the basis of the terms of Second Sight's
engagement by Post Office Limited ("Post ©fl) to provide Services to the Working
Group in relation to the Scherme.

Clauseb.2 stated:

f6.2 Second Sight will not, and will ensure that the SS Directors and any SS Personnel
will not, act, directly or indirectly, in any capacity (whether for anyrfer or current
Subpostmaster or a competitor of Post Office or otherwise) against Post Office or any
of its officers, directors or employees save to the extent a) that it is expressly agreed in
writing by Post Office that the work proposed to be underntak# not have a material
adverse effect on Post Office's commercial or financial interests or reputation, or b) as
required by applicable law or by the mandatory rules or requirements of any regulatory
authority, government department or agency to wliebond Sight is subject or c) as
required by an order of a court of competent jurisdiction.

Clause6.3 imposed this for a period of 15 months.

The shorter one pagmcument which Mr Henderson and hisdicector were asked to
sign and return contained different terms. The letter of engageseentt the terms
upon which Second Sight would act in the mediation sch&ime.shorter document
stated the following:

Al will not act, directly or indirectly, in any capacity (whether for any former or current
Subpostmaster or a competitor of Post Office or otherwise) against Post Office or any
of its officers, directors or employees save to the extent a) that it is ex@esesdyl, in
writing by Post Office that the work proposed to be undertaken will not have a material
adverse effect on Post Office's commercial or financial interests or reputation, or b) as
required by applicable law or by the mandatory rules or requirtsmé&any regulatory
authority, government department or agency to which Second Sight is subject or c) as
required by an order of a court of competent jurisdiction.

The period of that was stated to be 15 months, corrected by hand from the period
initially typed in of 12 monthsThis obviously therefore, as signed, represented if not
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the same then almost identical terms as those contained in paragraph 6.2 of the letter of
engagement.

It is a curiosity that the detailed termshe letter of engagemeneve producethy the

Post Officei as Mr Henderson explainédabout half way through the proce#sis

also the case that the services to be provided by Second Sight were to be provided to
the Working Group, whickalsoincluded members of the Justice for Subpostmasters
Alliance or JFSA, although the services were to be paid for by the Post Office. | have
outlinedthese term@&boveto make it clear, on a transparent basis, what restrictions
were imposed upon Second Sigiith e PosswiGfhf itcedavoi d any
adverse effect on Post Office's commercial or financial interests or repatatian s
expressed in very wide termiss concern about its reputation is similaat@rovision
included inits funding agreement i the National Federation of Subpostmasters
which is referred to in Judgment (No.3).

The restriction to which Mr Henderson referred in his oral evidence, winch
consideredimited his evidence, was an agreement between the Post Office and the
claimans about what Mr Henderson could state in evidemd¢leis litigation which he
referred to as t.heePaspOffcd wastberefora i the msitiem t 0
that it could, to a certain extergpntrol thescope ance x t e n't of Mr He nc
evidene. He also thought that there was a restriction on the length of the witness
statement he could provide. For clarity, there was no such restriction imposed by the
court.

The Post Office, in its closing submissions, submitted the following:

fiMr Hendersorwas asked whether confidentiality restrictions had caused him any
inhibition in answering the questions put to him in cresamination. He said that he

had the issue in the back of his mind and that he had tried to make sure that his answers
did not infringe the protocol. It is understandable that Mr Henderson would wish to be
careful, but the idea that he was restri
bizarreo

Thesubmissions then went on to deal with the questions put to Mr Hendersonyand ho
there was no restriction that could have impacted upon his answers.

The actual question posed to Mr Henderson was not as set out in the abovenextract
the submissions all 99 above it was rather wider. It was posed by me and it was at
the end of his crossxamination. It was in the following terms:

Al just want tevidencethecefore that because of that prgtacal r
agreement your evidence of fact to this court is narrower in scope than it would be
absent the protocol agreememt?

Hi s answer was fndyes, i t for¢heé Post Bfcevivether t h e n
it had inhibited him in answering questions, and he said it did not. | do not consider that
the closing submissions are an accurate summary of both questions put to him about
this, or the restrictions he considdrad an impact upon his evidendée restiction

was wider than impacting upon the questions he was asked, and his answer showed that
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his evidence as a whole had been affedtedny event, those questions were posed to
him by the Post Office, as he was called as a witness for the claimants.

Themediation scheme was brought to an end by way of notice gy#re Post Office
to Second Sight on 10 March 2015. The cr@samination on this was as follows:

AQ : élf.we could just look at it very briefly, the termination letter to which you have
justreferred is at {F/13/24.1}. That's the termination letter | think to which you at least
indirectly referred.

A. That's correct.

Q. If we could look then to {F/1324.2}. This is a muohger letter from Post Office
that came to you on the same d®po you recall this longer letter? If | maybe tgdlu
broadly what it is to do with. It's a letter in which Post Office sets out a plan for how
Second Sight could finish its outstanding work. Do you remember that letter?

A. Yes, | do.

Q. And the saand paragraph makes clear that Second Sight was expected to continue
working during the notice period and that even beyond the notice period there would
be a proposed future role for Second Sightat's what this document dealt with, isn't
it? It'safairly long document.

A. ltis, but there's another document of that date or clese to that date which you
haven't mentioned which wabe press release from Post Office announcing the
winding up with immediate effect of the mediation schetself. That | understand
was the primary decision aodr termination was a consequence of,that a separate
issue.

Q. Well, I think when you say mediation scheme it's fasiatyy isn't it, that this winding

up process, as you describe it, did not put ant@mndediations; irfacti

A. It put an end to the mediation working group withl, @sderstand it, no consultation
and the announcemewis made | think the day immediately before the péastined
meeting of the working group, so it wasonsiderable sbof shock to everybody.

Thefollowing points can be made in respect of the evidence from Mr Henderson

1. Second Sight as engaged to act in a mediation process. Mediation is consensual
dispute resolutionandsuch processes require a high degreeoafidentiality within
them if they are to be effective.

2. The termination of that process unilaterally by the Post Offigtd, or without
consultation, is, so far as this group litigation is concerned, something that may or may
not in the future calfor further consideratioin terms of costslt is not at this stage
relevant to the answers to the Horizon Issues.

3. Reasonable and conventional terms of confidentiality were to be expected in any
terms of engagement agreed between the Post Offic&sacohd Sightgiven tre
scheme was a mediation scheme

4 . Ter ms s eeki rogt Office’'s cpormmercia ortfinancial entenesgs or
reputation |, whi c h wwhether justified ourdbtardall the circumstances of
the role being performed by Second Siging not relevant to the answers to the Horizon
Issues.
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5.In Farm Assist Ltd (in liquidation) v Secretary of State for the Environment, Food

and Rural Affairs [2009] EWHC 1102 (TCC) a mediator, who had been issued with a
witness summons compelling her attendance to give evidence, failed in her bid to have
the summons set aside. Ramsey J gave a judgment refusing to do so, having considered
the position on confiddiality, without prejudice privilege and other privilegde

stated, in his conclusions at [44]:

AThe court wil/l generally wuphold that <co
where it is necessary in the interests of justice for evidence to &e givconfidential
matters, the Courts will order or per mit

The point has not, however, been argued in this icaary respectand it may never
arise.

6. In this case the restriction has been imposed by theCPfose and agreed by the
claimantslt is regrettable, in my judgment, that any witness of fact feels their evidence

to be restricted by any existing agreement with a party to that litigation. Apart from
anything else, it is something of a contradictiondowitness, who swears or affirms

that their evidence is Athe truth, the wt
that there is such a restriction. This appears to contradict the requirement to tell the
whole truth. However, the court has nelseen asked to become involved in resolving

any dispute between the parties in this respect.

7.1 do not consider that any such restrictiothe scope of Wich | am in any case
unaward will have had any effect upany consideration of the correct answés the
Horizon Issuesor the answers themselves

Mr Henderson seemed to me to be a careful and honest witness. Although his
involvement in the Second Sight scheme may hed/éo his having particular personal

views about Horizon, he@as measured abbhow he expressed these. His views about
concerns over issues in particular affecting the National Lottery and foreign currency
exchange are, to a certain extent, corroborated both by the Ping fix and the position of

the Post Office on bug 14 in the badpke. However, whether tii@re corroborated or

not, it is not necessary to come to a con
these, as it is the two IT experts whose evidence will be of most assistance in this
respect.

The degree to which the ieence of fact by the claimants affects my conclusions on
the expert evidence will be dealt with in PlayOverall Conclusions.
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Evidence of Fact: The Post Office

The Post Office called the following witnesses. For the reasons explained hatihey

| consider Ms Van Den

Bogerd and MBodeseth to be the most important witesss

called by the Post Office.

Mrs VanDen Bogerd

203.

204.

205.

206.

207.

Mrs Van Den Bogerd gave evidence in the Common Issues trial, and indeed her witness
statement for the Horizon Issuemktwasserved during that trial in November 2018
and shortly before she was called as a with&w had become the Business

Improvement Director of the Post Office shortly before the Common Issues trial. She

is a senior director at the Post Office asddo far, the most senior member of Post
Office personnel to have given evidence ie trouplitigation. | had made certain
adverse findings about her evidence in Judgrfidat3) on the Common Issues, which
was sent out to the parties in draft form untter usual embargo shortly before the
Horizon Issues triadtarted, anavasformally handed down at the end of the first week

in the that

trial, just after the cl ai

| have already explained that Ms Van Den Bdgérs e vwasl eonsidered
completelyafresh in this trial, anthatsimply because | had made the findings that |
had about her previouslglid not mean that | would adopt the same conclusions in this
trial. Her written evidenctor the Horizon Issues trialas still substantially of the same
tenor in relation to individual SPMm terms of widespread attribution of fault to SPMs
as a default setting, but | did detect a change of approach in Ms Van Den Bogerd in this
trial, compaed to the Common Issues trial.

Originally, for example,in her statemenMrs Van Den Bogerd hadspecifically

attribut ed Mr
showed. This passage,
of a number

P at n Gramsto liser srsor, msed dvl whatkslye said the data
in paragraphwigs corrected bydr ona sheet of corrections

ma n

of the Post Officebds witnesse
of others) she explainethat Mr Patny had cancelled the transaction but had not
reversed itShe therefore accepted that the transactamhtdeen cancelled.

She generally demonstratadher crossexaminationa more realistic approach to the
accuracy of heevidence than she originally demonstratethe Common Issues trial
By the time she was crogxamined she would have had the bdnefireading
Judgment (No.3), and that might explain her new approach.

She had also amended, in her sheet of corrections, certain statemehtdtbaen
included in her Horizon Issues witness statement that were simp$usiainableon
the facts Oneexampleof this wasn relation to Mrs Stubbs (a claimant and witness in

the Common Issues trial, though not in the Horizon Issues trial) whom Mrs Van Den

Bogerd had

explanation for thisvas

said Achose to sebhidbuslyaodent r al
plainly disputedy Mrs Stubbsand in respect of which no SPM haidyreali ¢ h 0.i c e 0
Their choice, such as it was, was eitpaying immediately or settling centrgliyhich
meantnot paying immediately but seeking time to pay Mr s Van Den

that shénad notknown these sums were disputed by Mrs

Bo

Stubbs. Quite how that could be, given the extended saga in relation to these sums, the

involvement ofMr s

S tM® brbherdehalf (Sir John Redwood, a former Cabinet
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Minister),t h e P o s promédiothto Mré Stubbs and her M#t an investigation
(the results of which, if one wawverdone, have still not emergesb far as | knoy
and indeed Mrs Stubbsd own iseniiradyamleae i n t h

She also explainedtha i n r el at i dmvetlookedvat ctherBwiderncesin fi
relation to Mrs Burke and what was very clear to me is that Mrs Burke had done
absolutely nothing wrong in that situation. T h i s atellacsv Mrs 8urke had been
crossexaminedMrs Van Den Bogerd said that the corrections she had toaker

statement had beeno mmuni cated to the Post Of ficed
Issues trial had started. If that is true, | do not seedomnsel fothe Post Office would

have crosexanined on the basis tferun-corrected statement.

She gave evidence about out of hours transactions aadlled phantom sales, the

latter of which she explaindd n her written evidence) as
Post Of f i ceds escourse af investigating thik eatter,i Fojitsut Have
advised that 6phantom salesdé were reporte
by hardware issueso. There is a master PI
though Mrs Van Den Bogerd was vesipsely involved inthe issues on Horizon, she

had not known about this until some time later. Indeed, she could not remsreher

the approximate year when she had become aware of it. She did not even recall, in the
witness box, having seen the masteARbefore.

| am most surprised that Mrs Van Den Bogerd could not remember seeing this PEAK
before she was shown it in cremgamination. It is a very important PEAK. ItREAK
numberP00065021, dated 17 April 200The reason it is important is as follows. It
relates to multiple branches. Itoncerns phantom transactions. ittentifies
dissatisfaction from more than one SPM as to how phantom transactions are being
investigated and resolved, or more accurately, h@y #re not being. It shows calls
bei ng iiiebraughttaan endwithout the permission of the SPM, even though
that should not be done. It also shows at least one SPM threatening not to comply with
their contractual obligations due to lack of ddefice in the system, and also threats of
legal action. Further, in one branch, where itdrad beerthe subject of phantom
transactions (according to the SPM) ROMI
attenckd that brancho fit suppressors and other equiprhm an effort to rectifyhis.

The PEAK plainly recordd he i nvol vement of ROME C, tr
engineering personnas follows AROMEC havebeen to site and state that they have

actually seen the phantom transactj@sit is not just th® M' s w o rethphastssw . 0
added).The significance of this entry is obvious, and notable. Mrs Van Den Bogerd
agreed that this weogobdiatiom dfehe groldes by Rogl t e v
Mail 6s own engineers at t hies bwaasn cfhcd ,he aarnl dy
er r or ahdg noaderstand hothe mastePEAK containing such important
information could not have been altis;,t he f o
in my judgment, important corroboration from those with experience of Horizon (the
Royal Mai | 6s o wn detmeyg ihah actuallg 9een the phantoma t e
transactions.

However, the conclusion reached by Fujitsu and recorded in the PEAK vadloas:
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"Phantom transactions have not been proven in circumstances which preclude user
error. In all cases where these have occurred a user error related cause can be
attributed to the phenomenon”

The PEAK also concludésNo f aul t i n product

This conclusionby Fujitsuis only not made out on the factual evidence, including the
contemporaneous entries in the PEAK itself, ibus, in my judgmentsimply and

entirely unsupportable. It wholly ignores the independent support of the ROMEC
engineers, who have reported that f#Athey F
and it arrives aa conclusion thatin my judgment, entirelgontradictsthe evidence

available to Fujitsu at the timand indeed contradiccommon sensésiven the entry

that Ait is not just the PMés word nowo,
sources of actual evidence. One, what the SPM reported. Two, what the ROMEC
engineervisiting the branch actually saw.

Another PEAK Mrs Van Den Bogerd was asked about demonstrated the lack of
accuracy in Fujitsuds characterisation of
the SSC (and which f or measexamieatidohMrRal of t h
based on the FujitéRarkerspreadsheetYhis wasPEAK PQ0208335 ofl4 February

2011, al so headed @aPhant orslated toovihkrawd stock ar at i
discrepancies, angtas summarised as "Branches will be forced to declare stock when

they don't want to. Apparent reappearance of withdrawn stock may cause spurious
discrepancies.It was recorded in the PEAK that this could affect 10 branches per week

over the next few mohs. The PEAK showed that a SPM was told to declare the correct

stock, whichthat SPMdisagreed with, and which Mkéan Den Boger@greed would

mean the SPM entering an account into the Horizon system with which the SPM
disagreedMrs Van Den Bogerd had neeen this PEAK eithebefore she was asked

about it in the withess box. She agreed that this PEAK appeared to be a software
problem, and also that it was in a sense easier for the SPM because the phantom
transaction related to stock that was not evgnlamger in useThe SPM in question

simply could not have dealt in that stock.

In any event| found this PEAK of great assistance, not only due to the content | have
summarised above. A fix was developey Fujitsu but Anne Chambers, a Fujitsu
employeenvho had also given evidence in legal proceedings in court before (in at least

one case, the Castleton case) had entered the follinvthg PEAK which statethat

fithis fix and the MSC already applied doesn't remove all old declarations Fur t her .
Fujitsuc hose to categorise this .AAAEMEBs i Ad mi
not begin, in my judgment, properly to describe or summarise the problems to which

the body of the PEAK referred.find that this PEAK clearly related to a software

problem, regatless of the misleading way that Fujitsu chose to categorise it as
AAdmiIi ni st r atlcousalerfRa anpooereading this PEAK at the tmdd

only sensiblyconcludethat this was a software problem.

Mrs Van Den Bogerd was taken through a nunabexamples of realorld situations,

recorded in a variety of contemporaneous documents, where a wide variety of SPMs
reported a very wide range of problems. In one an internal Post Office email reported
that a SPM had @af oun dnwhenths systeamypet a phansome wi -
cheque on the cheque line in July 2013. Claims to have evidence to dupmbaim.



Although he himself did not suffer a loss, thinks that Horizon is flawed. Did not ask to
be contacted about this. Just wanted to sayhiadiad this information and threatened
to go to MP as a result.o

217. The question was poseadternally at the Post Office

"Given the current media and in particular the BBC's attention on Horizon, do you
think it is worthwhile looking into this 'allegdthw' with Horizon that this SPMR has
highlighted to preempt any enquiries from his MP?"

218. The ultimate response from Andrew Winn of the Post Office was that the claim could
not be investigated without further details and Fujitsu involvementMhaVinn did
not understand the purpose of the bglthe SPMand also stated:

fiMy instinct is that we have enough on with people asking us to look at things.

219. Mrs Van Den Bogerd agreed that this was an inadequate resgbressaid it would
have been very easy for Mr Winn to have contacted the branch and obtained further
details, and he should have donelsany judgmentthe stance taken by the Post Office
at the time in 2013lemonstrates the most dreadful complacercyl total lack of
interest in investigating these serious issues, bordering on fearfulness of what might be
foundif they were properly investigatedihis SPM, whose branch was knowam the
Post Office should obviously have been asked for further defiailsrther details were
requiredfor an investigation)and the Post Officand/or Fujitsushould plainly have
investigated the matteas a matter osomeimportance By 2013 Horizon was an
extraordinarily controversial subjedhere can simply be no sensilexcuse fothe
Post Offic® s f @ itryf and uaderstand this particular subjddtis is particularly
reprehensible given that an internal Post Office document in August 2013 showed that
Mr Wi nn6s inthigwak lveeaose hid area of respoifigjowas as follows:
fal so responsible for resol Wwaslgssepfeci f i c
job to resolve specific branch accounting issues, yet he deaidbé time thafi w e
have enoagee with M& Van Den Bogerd that thisinadequaté that is
putting it at its most favourable for the Post OffiSemewhat stronger terms are also
justified.

220. Mrs Van Den Bogerd had only learned of the ability of Fujitsderms of remote
access, namely thimserion of transactions at theounter under Legacy Horizon
Awithin the | ast year or so0, which giver
the group litigation shows, in my judgment, a remarkable situation. It is not necessary,
in order to resolve the Horizon Issues, to gohfer into whyshe has found this out so
belatedly, or whyhat might be.

221. MrsVan Den Bogerd wouldccept changes to her evidenterossexaminatiorwhere
these were justified. One example was in relation to Mr Latif and corrections issued in
respecbf the lottery. Her written statement had said:

AHowever, due to an error by Post Office,
the TAs decreased the stock. To be clear, this was a data entry error by Post Office and
not an issue with Horizon. o



Actually, given the process of issuing Tfs the lotterywas entirelyautomated, and
done in conjunction with the Camelot system and by Horizon, she accepted that the
passage should be corrected. The ee@snination was as follows:

AiQ: So would it bedir to correct that part of yostatement

A. It would be actually, yes.

Q. --to say "To be clear, this is an issue with Horizon and not a data entry error by
Post Office"; is thaa fair correction to make?

A. | have made a mistake in that the wdnave worded that, absolutely, yes. So,
yes, it is fair.

Q. Would you agree with the formulation | have given, or would you prefer
something slightly different? Whatould you want the court to note as your
evidence?

A. So the automated my understading is the transaction the TA is the
information that comes frof@amelot to us and then it is passed through into
Horizon, so in that respect Horizon just conveys itmysunderstanding, and the
information that's come fro@amelot in that regzt would be incorrect.

Q. So the point is that either way, it is not a manual elatiy by Post Office?

A. No, it's not.

Q. Whatever itis, it's definitely not that, you agree \ilitd?

A. Yes, absolutely not. Agree, yes.

Q. What it could be is e problem with the informatiosomewhere between the
terminal in the branch

A. The lottery terminal, yes.

Q. The lottery terminal in the branch and the matters showing up on the face of the
Horizon terminal in théranch?

Yes, | agree that.

Somewhere there?

Yes.

So it's definitely not a user error, is it?

No, that's not user error.

Right. And on the face of it, it at least suggests stoubt as to the robustness
and integrity of the Camelalata coming through in that autored system, doesn't
it?

A. 1 would say yes

oOrOrOPr

222. It can therefore bseen that her written evidencdi To be c¢cl ear, thi s w
error by Post Offi ce #&ooudmoreaccueately be statade wi t
after she answered theseegsit i o n s, as Ato be clear, t hi
Post Office and was an issue with Horizo

those two statements, which are, in my judgment, poles apart both in their content and
effect.Indeed, the accate statement is the exact opposite of how it had been put in her
witness statement.

223. She also accepted that whereas her wr it f
experience was concerned, wupon the fact t
whichcoul d have been challenged at buttbpat poi
accept TAs. They simply had to be accepigdhe SPMand coulchotbe challenged
She also accepted that there were problems with TAs not just faottery, but for
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Postand Go, and also Paystatjaoncluding in Crown Offices (which were not branch
Post Offices but which also used Horizon).

She had also said that Mr Coyne had relied upon extracts from the Rose Report which
were Ataken out of dsptmatthe xetevamt reversanwas issaekl e n |y
in error by Horizon and not theo SPM. She
correct.The Rose Report is explained in more ddiath below andt [940 onwards

where | consider contemporaneous documétdsiever, in her crosexamination, she

accepted thahis part ofher statemenwas not correct. ThRose Report in factand in
expressgerms, stated that the reversasdone by the system, something Mrs Van Den

Bogerd accepted s he said that it was Adone by th
Adefinitely generated by the systemodo and
thesyseem. Shest at ed she was not fAmaking .herself

Mrs Van Den Bogerd was #&xamined on this spdi@ point andthe question and
answer are as follows:

ARQ: The extracts taken from the report by
taken out of context and mistakenly claim that the relevant reversal was issued in

error by Horizon not the subpostmaster.”

| just want to give you an opportunityMr Greenwas pressing you to accept that

actually what you had said in that sentence was wrong. | would like to give you an
opportunity to explain to the court what you actually meant.

A. What | meant was that the actual reversal was part of that recovery and it had
actually taken place as it should have taken place, which is what | meant in that. So it
wasn't a failed reversal because it actually had happened as it should have happened
but | accepted in there that that wasn't obvious to the postmaster at the time that

what had happenedthat he hadnt because it didn't show that he had actually

showed that he had done it and he knew he hadn't done what we refermiidrto ea

was an explicit reversal. That's what |

I do not accept Mrs Van Den Bogerdo6s <c¢h
originally given in her witness statement. She had clearly stated that Mr Coyne, having
taken passages out of cent t , i mi s fed] khatrihle yelevarlt eeversal was

i ssued in error by Horizon, notthetevesal Subpo
had been generated by the systerhich in my judgment iplainly had.Not making

oneself clear is a curisuwvay ofdescribingthat herown statemenhadsaid the exact

oppositeof the factual situatiorin my judgment her witness statement had, on the face

of the statement, stated the exact oppasitihnis part of the Rose Report.

In brief terms, the Rose Rert dealt with a situation whereby the data being used made

it appear that a reversal had been done by the SPM, when in fact it had been done by
the Horizon system. Mrs Van Den Bogerd was asked about one particular fé#tere o
RoseReport(named afteits author, Helen Rosgejvhich dealt with the fact that no
separate code was used such that this could be identifiexlarose as a result of an
occurrence at Lepton when the SPM engaged a forensic accountant as although he paid
the shortfallshown on Hazon (about £80) he was adamant that he had not done the
reversal that the system showed he had dar@her words, a reversal could appear in

the Credence data as though it had been done by the SPM, yet in fact it had been the
system(and not the SPMghat had done the revershkonsider this to be important,



given that the Credence data was used by the Post Office in any investigations.
extract from the report was put to herer crossexamination(because she had given
the evidence abovaboutMr Coyne, the Rose Repottgether with aquotation from
anemail exchangeith Mr Jenkins

"Q:
AJust one question from my paiif the reversal is system created but
shows as an existing reversal, could this not be reflected with a
different code ISR (system reversed) to clear up any initial challenges.
My feelings at the moment are not questioning what Horizon does as |
fully believe that it is working as it should, it is jukat | don't think
that some of the system based correction and adjostragsactions
are clear to us on either Credence or ARQ logs."

That's what she is saying, yes?

Yes

And that was a fair observation, wasn't it, by her?
That was a fair observation, yes.

About the shortcomings of Credence and ARQ lpgs?
Yes.

And Gareth Jenkins' answer:

OPOPOP

"l understand your concerns. It would be relatively simple to add an
extra columrinto the existing ARQ report spreadsheet, that would make
it clear whether theeversal basket was generated by recovenot

| think this would address your concern. I'm not sure what the formal
process is for changing the report layout. Penny, can you advise as to
the process: is this done through a CR?"

Do you know what a CR is?
A. Change request.
Q. Changeequest, okay. Then at the bottom:

"l do believe that the system has behaved as it should and | do not see
this scenario occurring regularly and creating large losses. However, my
concerns are that we cannot clearly see what has happened on the data
available to us and this in itself may be misinterpreted when giving
evidence and using the same data for prosecutions.

My recommendation is that a change request is submitted so that all
system created reversals are clearly identifiable on both Fujitsu and
Credence."

Do you know if that change request was acted on after that?

A. ldon't believe it has been acted on.

Q. You don't believe it has been?

A. I don't believe so. 0
(emphasis added)

228. Another express passage or conclusion in the report wagatso her



Q. "The reversal was due to recovery (Counter Mode Id= 8 118) so this was not an
explicit reversal by the clerk. This scenario is fairly rare so it is certainly quite easy for
the clerk to have made a mistake and either he or the custoniegtbedn pocket/out
of-pocket (depending on exactly what happened!).”

Then this:

"The system is behaving as it should."

So there were issues, weren't there, where a pramaid arise for a subpostmaster by
design of the system; were you aware of thatferd was a whole category of PEAK
codes for faults which are agreed between Fujitsu and Post Office to just stay like that
as part of the design?

A. Okayo

These two questions were then put individually:

fiLet's take it in stages. You can see thesays "The system is behaving as it should"?

A. Yes.

Q. That would be problematic for a subpostmaster, wouldn't it?

A. The way GaretliJenkins]describes it here would be, yes, because what he says is
that it would have printed the session receipt buboisn't seem as if it did, when
actually disconnection transaction receipts were actually printéds example and a
recovery receipt was printed. But that's not referred to in here.

Q. Well, let's just have a look at that. Let me just ask you yrmskquestion and then

we will go on to probe that with more care. The second point is are you aware of a
closure code for Fujitsu for PEAKs which refers to faults which are known in the
Horizon system but agreed between Post Office and Fuijitsu to stapth

A. I'm not aware of a closure code.

Q. You didn't know about that?

A. No, | don't know about that.

229. Thefollowing important points arise respect of this

1. Mr Jenkins thought that Athe system ha
Bogerdaccepted that this situation could lead either to an SPM, or a customer, either
being in pocket or out of pocket, | disagthat an accounting system should work in

that way. This is not only an optimistic description, it is in my judgment entirely wrong

2. The conclusion was that the scenamight not occur regularly and creafiarge

losses. The size of the potential losses was plainly relevant to Fujitsu. Given how the

Post Office used the Horizon system &igis its SPMssums thatvere notflarged to

Fujitsu does not mean that smaller losses waultistill be appreciable sums to

individual SPMswho would have to pay for them if there were branch shortfdlksre

is also no way of discerni nqtemisaftheigir Jenk
of re-occurrence.Both regularity, and whether potential losses were large, are
subjectiveThe Lepton incident showed that the Post Office required the SPM initially

to pay the shortfall, which he did.

3. The Credence datzasinadequate tshow what had actually happendddeed, not
only wasthis datainadequateit made it look as though the SPM had done something
that he or she had ndone and which the system had done.

4. It wasexpresslyaccepted that more was required in terms of theinegjaccuracy
for Agiving evidence and ubkwasgncludedthas a me ¢



230.

231.

232.

system created reversals had to be identifiable, which they were not as at the date of the
Rose Report and these emails.

5. A change required a formal CliggnRequest, and that wasitherinitiated nor acted
upon.

6. Finally, and in my judgmentsd importantly any risks that Fujitsu and/or the Post

Of ficamnimmt <c¢cl early see what has happened
in itself maybe misinterpreted when giving evidence and using the same data for
prosecuti ons 0 lidsnotaunderstand fow a reporé dortagning such a
reference to such a serious matter could besonismarised by Mrs Van Den Bogerd

in her witness stateennt deal i ng with Mr Coyneds anal

A large number of documents, including operational documents, were put to her, many
of which it appeared she hadtseen beforg-or example, she was shown documents
in respect of MoneyGrarndealing witha sdtware release in January 2016 which

(

\

showed, to use the I T speak of theidocume

or, to use more normal language, problamghe operation of the systernthese
persisted through 2016 until nearly the end et ttear. The internal summary of the
problem was:

"For the last several montRost Office has experienced a live operational issue with
MoneyGram transactions across the branch netwhrkhe event of a transaction
timing out at the counter, a system emwessage is displayed to the user ... and the
transaction is abortedlhis leaves no record of the transaction at the counter and the
transactions and funds may or may not have been committed in the MoneyGram
domain. This causes significant isstmsPost Office and MoneyGram and for
customers."

(emphasis added)

Mrs Van Den Bogerdaid that shéad not seen the internal document setting all this

out until she gave evidence in the witnesslidbr.e of Mr Pat nyo6s |1 SsuUc¢

was about MoneyGram.

She had also been involved in a meeting on 17 May 2010 with James Arbuthnot MP,
Oliver Letwin MP, and others from the Post Office, including @irman and the
Chief Executiveof the Post Office The documents, including the briefing pack,

demonstrate h a t t he MP s wer e tol d t hat t he Po

t r an s pThis was mnobaccurate. The MPs were told that the Horizon system had
undergone an upgrade in 2010 and had the full support of the NFSP. In reality, its
functionality for SPMdhad not been upgraded, and the NFSP had privately expressed
its concernto the Post Officeabout Horizon.There is nothing open and transparent
about telling these MPs information to the contrdames, now Lord, Arbuthnot had
been the Minister for Defeed®rocurement under the Conservative government of Sir
John Major. Oliver now Sir Oliver,Letwin was Minister of State for Government
Policy under the Coalition government, which had come to power on 11 May 2010.
These gentlemen had become involved is thatter on behalf of their constituents.
They were entitled to expect accurate informafrom the Post Office. They did not
receive it



233.

234.

235.

236.

237.

A large number of different issues witbthHorizonLegacy and Horizon Onlineere

also put toMrs Van Den Bogerdonly some of which she knew abo&he has been
closely involved with the defence of Horizon for some yearsbd dair to Mrs Van

Den Bogerd, she hadsobeen responsible f@ome changes over time which have
madeHorizon easier to use, more reliablaldio usethe wording of Horizon Issué),

more robust. Horizon as at the date the experts were looking at it is a more robust system
than it was, say, br even 3years ago. A great deal of this is likely to be due to the
efforts of Mrs Van Den Bogerd.

Equally,howeverthe contents of some of the internal Post Office documents that were
put to her were, in my judgment, very damaging to the PostOfice case on t he
Issuesl n an AExtracts from Lessons Learned
which was heavily redactechiluding the redaction of single words), one eninger

Ai ssues wasas foltowskgardingdhe Post Office

"Failure to be open and honest when issues egsell out of Horizon, HNGXx
migration issues/issues affecting few branches not seemingly publicised.”
(emphasis added)

This frank expression in a document authored by Mrs Van Den Bdueeelf as
recently as 2015 is consistent andtheh t he
criticism of the Post OfficeThis entry n this contemporaneous internal Post Office
document isjn my judgment inconsistent with the picture which the Post Office
continually seeks to portray, namely thawishes to beopen and transpareabout

issues with Horizonandis as interested in getting to the bottormaafy problems with
Horizonas anyonelsel t i s an internal recognition
when i ssues arise. o

There were two periods that she was asked about wheany showed the problems
experienced by Horizon almost from the outset. These were the introduction of Legacy
Horizon, in late 1999 and 2000 (the national-mit); and the migration to Horizon
Online in 201Q(including the pilot scheme in 200Wlrs Van Den Bogerd gave some
evidence in her statements about both of thestermscompimentaryof Horizon
although she was far more involved in the latter than the former. At the time of the
introduction of Legacy Horizon she was only responsible for allemnumber of
branches in her then role.

In PEAK PC0033128 an entry in November 1999 shows that the branch at Dungannon
experienced a discrepancy of £43,000. The PEAK states:

A P MDugannon PO £43k discrepancy
Outlet has a discrepancy of £43,000 affiglancing SUs and doing office snapshot.

Phil Turnock POCL BSM has advised outlet on this vaeddalance. Steve Warwick
development is investigating why this rtialance occurred.

Immediate impact of this weékbalance has been addressed but POCL are concerned
that the cause is stildl unknown and this

After some investigation the following entry appears:

L



238.

"l have talked with development ref this problem. It is seen as-aftn@&lo fault can

be found and developments do not expect to be able to find a fault with the evidence
available. There is no additional information available as evidence. | suggest this call
be placed on monitor for 1 month."

The approacho this discrepncymirrors so much of the case. A discrepancy occurs;

Fujitsu cannot find a fault; and say they
evidence available. o
By February 2000 Fujitsusta#@ count er 5 | ooks:suspect o an

AFur t h e tion efitha evenhlags for these two counters indicate that counter 5
looks suspect (C drive nearly full and big gap of no messages).

Calls from PO into HSH for period between-Q@t and 16Nov indicate a reboot
(counter not specified, but would tie intlvicounter 5 event log) on SaturdayQG0t

1999.

The evidence in the message store was that messages continued to be written to the
message store but that all the 'Payment’ transactions which should have been recorded
in the rollover trailer messages fail to appear (although others did, such as the Rem
OUT and Transfer OUT totals).

This indicates that the problem was not one of running out of Disk space but of failing
either to retrieve, or write out, transaction totals for one particular node in tlee no
hierarchy.

Given that there were known problems with corrupted Persistent Object indexes at
about this time, it is possible that an update to an EPOSSNodes object failed to be
registered correctly at the outlet, causing the node accumulation to fail.

It was decided to prove this out by deleting the 'Payments' node in the node Hierarchy
and then running the SU balance, to attempt to identify the root cause of the problem.
Call passed to testing to be scheduled.

Update 18th Feb 2000

The test was carrmikout on 16th February as follows: delete the Payments EPOSSNodes
object before producing a SU balance, on a version of the current live system (CI2_2R).
When trying to print the Payments part of the SU balance, the missing node is detected
by the systenand an error tablet with message "A system error has occurred whilst
printing. Please ring the helpdesk. Error at 67640." is generated. So the balance could
not be finished.

This type of error trapping error trapping was introduced at the end of lastlyear
resolving Al298 issues and we are investigating if the outlet did not have such error
handling when the problem occurred.

Certainly, with the current system, a missing Payments node now would not go
undetected.

The problem is currently back withe vel opment for further i n\

On 17 March 2000 there is another entry t
a very similar natureodo at another office.
was not , as recoof led eEmeni alfl t,haa Wweme .
discrepancy of £43,000. Mrs Van Den Bogerd agreed that this showed that the
underlying information was not checked until February 2000, even though the
discrepancy occurred in November 1999. She was asked abatet antry in April

2000 that referred to another occurrence, this time in Appleby for £9,000
approxi matel y. The cause for this was 1 e«
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buil do and that entry states 6&thiblendef have
issue. A fix has been put in at C14 whicl
Bogerd accepted that this was an example of an error occurring, and the system itself
failing to spot that therror had occurred.

She washown PEAK PO0278 7 whi ch was dated July 1999
and payments misbalanceo. This ediommyed an
judgmentdramatically,in steps up to over one million pounds:

AOn week 9 receipts and b5pwegknid misbalanceiols b al a
£24000, week 11 misbalance of £12000, week 12 misbalance of £1051111.48 and week

13 misbalance of £17426.05, she has a difference on week 11 of balance due to post
office and balance brought fwd on week 12 of £1082544.32

Overall hese weeks net out a difference of £27343.84. she needs business support
(reconciliation) to |l ook into this.Oo

Mrs Van Den Bogerdgreed that £1.05 million was a large amount for any branch and
could not be a Areal amoumdr o Amtersrnhw. t hat
in the same PEAKT 27 July 1999vas

ABal ance brought forward was multiplied
initial balance brought forward for this CAP was £1196622.72. This was multiplied
twice to give a total BBF a£2279189.04.

The discrepancy was therefore £1082540.28. This was due a known software error
which has no been resolvéd.

~

She did not know if Ano resolvedo meant 0
was not closed until 31 August 2000, and wasgate | sed as AAdmi n
Responseo. On ein thi$ PEAK)vehich wadnae utto Mraaviam Dere s

Bogerd but in my judgmensr el evant to Fujitsuds approac
categorisation of PEAKs (as this had alreathtexl thee was a fAknown s

e r r ,ovasaated 31 August 2000 (one year after the original issue occamced)is

most convenient to reproduce here in this judgment. Sthied:

~

A | have now taken over analysing this pr
additional information on 13/10/1999 17:49:21. | have looked at the information and |
am not convinced it can possibly be complete.

For example he said he wanted information from 20th May until 26th May. | opened
the spreadsheet mc20may.xIs and obseitvady had 6 counter 32 transactions is
this correct?

In any case my team is not used to dealing with data in this form (spreadsheets). We
have developed techniques to look at problems using a full message store plus audit
and event logs from theifimg counter. Even if all the relevant spreadsheets could be
obtained I do not think it would be worthwhile me getting to grips with this new method

of analysing problems.

| see this is a very old problem (21/07/1999) and there have been many sofiedes up
since then.



May | suggest we discontinue investigation of this particular problem but that if a
similar problem occurs again you send full message store plus audit and event logs from
the failing counter. o

And

fiClosing call on basis of insufficiemtvidence. As this is such an old call | have not
contacted the call originator. | suggest that this call remains closed!

INSUFFICIENT EVIDENCE- ADVICE GIVENO
(block capitals present in original)
To close such a PEAK as myAullgmen,remdrkaldet i ve R

242. Thenumber of different incidents recorded in the monthly incident review increased in
November and December 2000, which is shortly after (for example) the date when
Hori zon was instal | edCraigy-Ddhras ®teootitat$l@ofbr anc h
Judgment (No.3). By then the Horizon System had been rolled out natigkalige
ICL Management Summary that was put to Mrs Van Den Bogerd states:

AThe most frequently occurring incidents
Payments Incidents (Migration and Post Migration), with 31 incidents per category.

The Migration incidents have remained at the same level, whereby the Post Migration
occurrences have increased. This was followed by 17 Transactions Polled by TIP but

not by HAPS, these were due to delayed transactions as reported on APSS 2133c. These
transactions are added back into normal p

243. Mrs Van Den Bogerd was not aware of these problems goia thve time shewas a
Regional Network Manager artld not hae a national rolehen No background
information was provided to hérenabout problemshatbranches other than her own
were experiencing, which were being passed back to ICL at theStred¢herefore had
no knowledge of the type of problesrperienced by Mr Bates in June 2001, which was
recorded in a Post Office audit document of his branch that was put to her which stated
AA correct assessment of cash holdings co
intermittently adds the previousday cash hol di ngs to the dail

244. By 2010 andthe introduction ofHorizon Online, she didhave a national roland
broader responsibility. She agreed that Horizon Online did not upgrade functionality,
anddocuments were put to her that showedlas Gr een put it Aa | it
Horizon. The pilot scheme went sufficient
the high volume pilot was suspended in April 2010. Mrs Van Den Bogerd hagierot
mentioned this in her witness statemeatslsaid shedid not know this had occurred.
The NFSP are recorded as Araised concerns
suspended as from 25 March 20IBere were database errors recorded in a Post Office
document at F/I 6l4ec®rlogd afmmer Updat ©€al whi
Oracle patch set to be supplied by Oracle, and on one occasion for a limited period 50%
of MoneyGram transactions failed.

245. A Network Functional Report of May 2010 was put to her. Over 5 pages of the 6 pages
are redact Mrs Van Den Bogerd could not recall if she had seen this document, and



said that given the extent of redactions, it would be lf@rderto recognise it, an
observation with which | agree. She said that she was not aware of there being issues
with Horizon over Easter 2010, which the document recorded.

246. Redactions had been incorrectly applied by the Post Office and/or its soltoittrme
of the relevant documents. Thign be seen from the following example. | asked
leadingcounsel for the Post Offecto review certain redactions and having doneaso
unredacted version was disclosed of a doc
Support Pr o badBeannauthored byhMrssvan Den Bogerd. The purpose
of t he p aUpaate thevRost e &xedutive Committee on the progress of
the Branch Support Programme. Each one of the 6 key perf
which the programme would be tracked had initially been redégtéloe Post Office
and following the revievby counsel as remgsted by the couthey were unredacted
They were as follows

f* Reduction of operating costs by £3m per annum
* Reduction in net agent debt by £1m

* Reduction in subpostmaster suspensions as a result of audit shortages to a level of 60
per year

* Reduction of calls into NBSC by 25%
* Reduction of audit losses of £10k of over by 50%
* Satisfaction with odine training models of 95%

247. Apart from the first bullet point, three of the other five are consistent with an aim by
the Post Office tanake improvements teeduce the amount of debt incurred by, and
suspensions, of SPMandreduce the audit losses. The other two are related to training.
This is not consistent with a view that the debt/suspensions/audit losses are incurred by
carelessnessn the part of SPMar criminal activity.lt is also hard to see haivcould
bejustified that these had beesdacted originally.

248. So far as her evidence about Mr Latif was concerned, MitelVan Den Bogerdhad
been taken through the features ofdiperience with the failed stock transfer and the
similarities with accepted bugs Horizon namely the printing out of two receipts very
close to one another (in his case, 4 seconds apart), and asked if this worried her, she
sai d she Awooak dawdnh av é mgjodgnbeatkpareof thie wayt .
through the Horizon Issues trial in 2019 is rather too late forltbahclude that there
was no real answer available to Mrs Van Den Bogetide points put to her concerning
Mr L at i fnéesHadtRepedbeen, ¢ have no doubt she would have pravided
answer in evidence

249. Mrs Van Den Bogerd was in the witness box for in excess of one day, the longest period
of any of the witnesses of fact for either the claimants or the Post Qffececross
examinatioried to a far greater understanding of the Horizon Isendbke part of the
court, althoughher written evidence was, as origiyatirafted, extraordinarily one
sided. She minimised any reference to problems or issues with Horizon vengade



to potential user error whenever poss#sea potential explanation, an approach which

she explained in her written statHeament €
witness statement also stated, in terms, the exact opposite of what theofethigy

situation was, and | have given example$2atl], [223 and 226§ above.Witness

statements are supposed to be factually accurate, and care must be takerein

rounds of this group litigation that they are drafted in accordance with theMalkis,g

statements that are the exact opposite of the facts is never helpful, to put it at its mildest.

It is also the opposite of what witness statements are suptmbe.

250. However, during her crossxaminationMrs Van Den Bogerdeadily conceded a
number of poirg which were put to her. Her accuraicyher oral evidencaas also
more satisfactoryhan it had been during the Common Issues t8hae accepted her
written evidencesuggesting a causative user error by Mr Tank was not correct, for
example.l do not consider that her written evidenb@d provided plausible
explanationslt provided explanations that the Post Office wished to advance,s&s the
explanatos woul d, i f accepted, provideesa def e
explanations were not based on the facts.

251. Therewereno evident attemptsn this occasioto mislead mén her oral evidencgeor
avoid uncomfortable points through a claimgriorance(with the possible exception
of the PEAK referred to a[L(Q above)or of not having seen a document before. When
she told mehatshe had not seen a paniar document before, | accept thidbwever,
she also told me that she had been assisted in preparing her evidence by a team of ten
people, and the Post Office had devoted 0
would expect. It is therefore vesyrprisingthatshe had not seen many of the important
documents that Mr Green put to her in cregamination. Some, such as the master
PEAK onphantom salegne of the recurring issues on Horizon, would have been the
obviousplacefor anyone, still les a team of ten, to staxhen consideringreparation
of evidence for a witness statemedlhe explained that there was some pressure of time
in terms of how long was availableher toprepare the statememtd this was further
explained in supplememare-examinationput | do not accephsufficient timeas a
valid explanation for her lack of knowledge suchimportant points. For exampld)es
told me that at the time of preparing her witness statement, she had nbeaveaof
the Callendar Squalaig, one of two bugs that the Post Office accepted some time ago
had beemresent in the Horizon systeithis is an extraordinary gap in her knowledge.
She did not know that there was a Kétaling with failed recoveriesyiginally raised
by Anne Chambers in Fujitsu as long ago as 2010, which is called KEQ=8hand
which was updated most recently in 20Ifiis described failed recoveriesjdseemed
on its face to accept that these would reemd was very close thé experience of
both Mr Tank and also Mrs Burke. | do not see how Mrs Van Den Bogerd (assisted by
her team of tenandwith the benefitot h e P o s tons@dérdbleescairgescould
seek to give accurate evidence in the Horizon Issues trial withieuting to this KEL,
still lesswithout even knowing about it.am alsosomewhatlisappointed putting it
at its very best for the Post Officghat a team of ten could have assisted Mrs Van Den
Bogerd in preparing a witness statement that wasa®aurateon such important points
as | have identified above.

252. Although my findings on her evidengethe Common Issudsial cannot be ignored, |
am of the view that her approach in the Horizon Issues trial to answering questions was
far moreconstructie andaligned to what is expected of any witness giving evidence



in court,particularlya senior witness of an organisation such as the Post Offilce.
however consider that this litigatiomnd indeed her crogxamination,is a very
expensive way for aenior director at the Post Office to become educated about the
myriad issues contained in the documehtg were put to her. Either the team of ten
people assisting her with her evidence had the aim of producing entirekideake
evidence in chief, othey were unaware of all the documents relied upon by the
claimants. Either alternative lnsghly regrettable.

253. Finally, and this is a point in Mrs Van L
Post Officeis not as sufficiently close to the detafilvehat has occurred over the years
on Legacy Horizon and Horizon Onlines FujitsuAs will be seen from my analysis
of the Fujitsu evidence of fact, | have certain views about the lack of accuracy on the
part of Fujitsu witnesses in their evidence. latthlack of accuracy has also been
included in reporting to the Post Office by Fujitsu, then that goes swayeto
explaining the Post Officebs | ack of grac
t he cl| ai Maablates2019,dhe date.of thimigment, he Post Office also has
the added benefit of the views of both the IT experts in the litigatiom, fthe joint
statements, the agreed number of bugs in the bug tahl& @ne takes the number
accepted by Dr Worden), the total number of oMy Coyne says he has discovered
(which so far as Horizon Issue 1 is concerned becama@d collectively my findings
on the Horizon Issues. These are not restricted solely to the number of bugs which |
have found to existhich relate to Horizon Issue butalso those that relate to Horizon
Issue 4. There are multiple bugs, errors and defects in both Legacy Horizon and Horizon
Online in its HNGX form.

254. The degree to which the evidence ofsWfan Den Bogerdits withmy conclusions on
the expert evidece will be dealt with in Patt, OverallConclusions.

Ms Phillips

255. Ms Phillips is a Team Leadet the Post Officéor Agent Accounting and Santander
Banking. She was originally engaged by the Post Office in 1999 through an
employment agency, artths worked in a number of roles since then. In her current
role, she oversees the processes of recovering losses from SPMs that they have declared
in their branchesTh e depart ment used to have Adebt ¢
name, but its functioremained the same.

256. Ms Philips confirmed what had been in dispute for so long during the Common Issues
trial, namely that SPMs had no option but to accept the figures provided to them, even
though they may have been fandgtthatehdr c ent
terminology in her witness statememtast h a t S P Ms Achose to
terminology was used throughout the witness statements for the Post Office, and it has
already been seen that Mrs Van Den Bogerd accepted TAs had to be gecejtente
was no choice in this respeets Mr Latif had explained. SPMs clearly did not have a
choice, and the wording fAchose obvinuslgccept
states osuggests that SPMs had a choice, when no such choice was avaithel®.
The only choice they had was whether to pay the amount immediately, or settle
centrally which means obtaining time to pétyhad been necessary for me to make
findings on what Asettling centrall yo meses



Claimants in that trial had been directly challenged on this very point in their cross
examination.

257. There is no reference in the letters sent to the SPMs in question relating to any ability
to dispute the sums which the Post Office treated as déists. P h ievidenicepwera
to the way that the Post Office seek to collect sums from SPMs who have settled
centrally, even though they may have earlier raised a dispute (ortdougdise a
dispute) with the &lpline. Sometimes amounts above £5,000 wobddchecked by
reference to thedipline call logs, but the amount was not a set threshold and it
depended upon how many sums had been settled ceagatywhether this happened
This checking did not therefore always occur, even above that figure.

258. Her evidencedemonstrated that there was no dispute function within Horizon.
Essentially, her task was debt collecting, as the Post Office saw anisetited
centrallyd as debts. Her concern was to obtain payment, or agreements to pay, and if
notthentoe cal ate the matter to a SPMOs contr e
or even second letter would lead to paymiepntan SPM Neither of those standard
letters referred to disputeldlr Godeseth confirmed that the lack of any dispute button
or functtn on Hori zon was, as he put it Aby ¢
had been advancing a case, at least for a substantial pagt @bthmon Issuesial,
which was directly contrary to the evidence of its own witnesses of fact ilatdre
Horizon Issues trial. | find this difficult tanderstand cexplain.However, Ms Phillipé
role was fairly clear and she explained the process of branch dispute forms which would
be used when a SPM raised a dispute directly with her teamelEnrentarysystem
seems sensibléut it was only introduced in early 2018, and it would lead to a seven
day period after which (i f the form was n
would be lifted. She estimates that it would be used at least 5 times a month.

259. Ms Phillips gave useful evidence on the system used by her team, and | found her
credible. The evidence did howeversgo mor
and how it pursued sumthat it considered to be due from SPMs. The reforms
introducedin 2018in terms of the branch dispute foare part of that process, but are
not part of the Horizon system.

260. She had also provided some evidence to Mr Sgwitio wasalso called as a Post Office
witness)in terms of the number of Santander TCs that were issued, which had not been
described correctly in his witness statement and which had been misunderstood by both
the experts. This was clarified, and also she explained that of the number of TCs issued
in one yearin her particular are€20162017, which vas 3,968, the Post Office could
not say how many were disputed because that data was not lkispivould appear to
be a fairly elementary piece of information for the Post Office to monitor or record. The
failure to dosois surprising.

261. Ms Phillipgbevidencean her witness statemedid not directly impact upon the Horizon
Issuesto any appreciable degreler evidence went to wider issues in the group
litigation. Her figures for Santander TCs, which Hzekn givenn evidencgfor some
reasom by Mr Smith and not by her, were considered by the experts.

Mrs Mather



262. Mrs Tracy Mather i@ Team Leader of the Finance Service Centre or FSC. She started
working for the Post Office in BY and has been in theSE throughoutbecoming a
team leader in 1999. She has managed teams in Cheques, Postal Ordeat, dPaly
MoneyGr am. Her witness statementfExpeads ser\
Report, andgxplained why the Post Office used Credence to investigate discrepancies.
She explained the difference between Credence, which records the transactional data,
and POLSAP, which is what is called a fbe
the latter ison a higher level. Credence is used by her team to investigate differences
between what a branch says has happened to a transaction through Horizon, and as she
put it, what a different source of information might say. Credence was adopted in 2009.

263. Sheconfirmed that Credence does not record
asinsalesandnemal es 0. Mr s V statedihaGreddhcegeeordd actuad d
key strokedby stating in her written evidendeh a t Credence firecor d:
activity performed in that branch by the
and was correcteloy Mrs Matherin chief. Her team does not have access to the ARQ
data, which has to be obtained from Fujifhis is also called audit dat@redences
not used for MoneyGrani.accept her evidence on this point and find that Credence

does not record all key stroke activity.

264. Doubts expressed in the Ernst & Young Management L&itethe year ende@7
March2011 about the integrity of data in Credenvere put to her, but she was unaware
of any such doubtsaving been expressed and did not know about them. She had not
been in a team that had requested audit data, and said that would be the fraud or security
teamwho would do thisPassagefom intemal documents suggesting the audit data
came at a high cosb the Post Officavere not something of which she seemed to be
aware. She started using Credence in 2016.

265. She gavavrittenevidence about what was called the Rose Report, although she did not
actuallyknowabout it herself, and she also was unaware of anyone being deterred from
making ARQ requests due to the cost to the Post Office (charged by Fujitsu), which
was a point Mr Coyne had raised. Given her team did not make ARQ requests, her
evidenceon thiswas unsurprising. She was aware that a certain amount of requests
were allowedandabove that amount a charngasraisedby Fujitsy however she did
not know what the charge was.

266. There was one passage of her witness statement which went flaydpd any direct
evidence she could usefully give. It was in paragraph 20 and gave vague evidence about
her understandingf somec onf i r mat i on given by Fujitsu
about the contractual limit on ARQ requests, whenoriftaalh been exceeded,
commercial termo between Fujitsu and the
cost of these. Her conclusion was fAany r €
but | understand that the terms depend on the details cdtheuri r e ment . 6 She
cross examined about this, and given her answers in cross examination about her
understanding of ARQ requests (which was minimal) and her experience of having
made such requests (which was nevemat is understandable. However,terms of
providing guidance to the parties on the contents of witness statements, to assist the
efficient conduct of these proceedingsing forwards witnesses should not have
paragraphs of this nature in their witness statements about matters irthyidtave
had no involvement at alMrs Matheri and there is no criticisraf herin thisi has
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simply never been involved either in making ARQ requests, or in the contractual
arrangements between Fujitsu and the Post Officeor t he fAnew c¢omme
between those two entities in relation to the extra data required for the litigaktien
stated that she had fAino ideaod about the <c

| found Mrs Mather to bea credible and helpful witness. Her evidence was very useful
regardirg Credence, and otherwise of less than central relevance to the Horizon Issues.
The degree to whichthe evidence of fact supportey conclusions on the expert
evidence will be dealt with in Pdrt OverallConclusions.

Mr Smith

268.
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270.

271.

Mr Paul Smithis the Operaons Support Manager at the F&@d has been since
November 2016, havingtarted at the Post Office in 1996. Originally he started in
pensions and then moved to human resources and payroll, until in 1999 he moved to
the Network Business Support Centrelline, or NBSC. In 2000 he moved to wosk a

a Problem Manager, dealing wipnoblems that came through thelline. He led the

team that updad the knowledge base for thelpline, and was Lottery Manager in
2004. Afterperformingdifferent roles he becae a Change Analyst in 2011, and then

the Santander manager. He returned to Lottery within the Post Office in 2013 and
worked there as a Team Leader. His existing role has a number of different activities
including handling specific product based probleHis.evidence dealt with volume of
TCs and a suggestion made in Mr Coynebs r
were initially made in error.

One passage in his statement is of particular importance in resolving the Horizon Issues.
It states:

ATGsr e i ssued by FSC. I understand from P
by which FSC determines whether a TC is required is outside the scope of the Horizon
| ssues trial .o

The reason that this is important is as follolsWorden relies upon TCs as one of his
Acounter measureso that goes to the robust
not, and the claimants submit that the whole process of TCs is eatitsigle the scope

of the Horizon system. This evidence fraamne of the Post Offi ce
makes it clear that the <c¢l ai mant sNMr point
S mi tshai@meent was prepared)y t he Post Odnd the dedsoonss ol i ¢
regarding whether TCs are issued are outside dbpesof the Horizon Issues. This
evidence by Mr Smith suppor tasosugpatstbd ai mar
approach ofhe expert evidence of Mr Coyne, and is contrary to the position adopted

by Dr Worden.

A case management system was introdumg the Post Office in September 2018 to
record each individual challenge to a TC. This is called the Dynamics Syateins

still in what is calledi r o | IIndividual challenges to TCs were not recorded prior

to that.Further information about hovis system was working was obtained in cross
examination, and leads me to the conclusion that the way that TCs are recorded now is
far improved from what it was befotee Dynamics System was introducé&that does

not however take one very félr Smith krew of reports that were available from that



system but he had not produced any. Those reports would be the best evidence of the
type of points Mr Smith was seeking to make for the most recent periods at least, but
given he had not used them, it is not jjassto speculate on what they might show.

272. Mr Smith had obtained almost all the data contained in his statement from others, and
some was plainly incorrecand other data so vague as to be wholly unhelpful. For
example, for Santander, originally he hardvided a table with a column statitiat
2,890 disputes were received from bragin the 2016/2017 financial yealn fact,
that column should have been disputes received by Santander from the Post Office.
This was correctedh his second witness stahent but Mr Smith was unnecessarily
combative, in my judgment, aboutetmeed for the correctiopn mai nt ai ni ng t
facts and f i giotheefisst statemervhea they iplairdytwere nof.he
figures were correct as figures but the desicns of what the figures were, were
plainly wrong.

273. Even after the correction, the various figures extracted by him from information
provided by others was not particularly useful. For examipéefigures for the numbers
of TCs disputed, antbr compensating TCs, for BOI Retracts and the Lottery, were
both estimated at,300 and 500, for botline entries This estimate was plainly of the
most vague type, and even Mr Smith could not comment on the reliability of either of
those estimatifigures Pr eitherine entry although he maintained the figure for issued
TCs would be reliablelhis evidencdérom him, wasof the most general typandwas
not of greator indeed anyassistance. For example, in respect of MoneyGram his
evidence was that or@ two disputes a month were received but they were rarely if
ever accepted. Given he had no idea at all of the overall total, this evidence does not
assist men resolving the Horizon Issuesie way or the other.

274. His explanation for the TCs at Pottdar was that a cheque that was deposited for
£90,000 was mikeyed, and entered for £900,000. Accordingly TCs were required to
correct this at the branch, and the need for two was because the payment was made by
cheque.

275. Ifound Mr Smittd s e v i d thmeeexceptiom,itotbé of no assistanadatsoever
The two exceptions arfgis evidence | have summarised #69 which is relevant to
the scope of the Horizonlsse s and Dr Wordends counter mea
about Potters Bar and the two TCs. | accept his explarabiont the Potters Bar TCs
Both of those exceptions are relevant to the Horizon Is3inesthird exception is his
evidence about the Dynaes System. This goes to the robustness of Horizon as of 2019
and is therefore relevant. However, the absence of such a system also goes to robustness
prior to its introduction in 2018, and is alHwereforerelevant.However, his wider
evidence is of limied relevance at best. His knowledge of the figures contained in his
statement, and the vagueneshiskvidence generally, were such that the utility of the
exercisavhich he presented in his statemisrde minimis In any event, the substance
of that eidence went to an attempt to demonstrate that some TCs are challenged by
branches, and fewehallengesare upheldhan are madeThe figures vary inevitably
from year to year, and this case is not about general statistical trends in any event. In
some aeas of business TCs have fallen to a very low level, for example the DVLA,
which Mr Smith explained wasnly 4 in the last year, none of which have been upheld.
However, the recordthat were put to hinshow that there were 2,717 in the period
2010/2011 All this evidence doeis show that far fewer TCs are now issumdthe



Post Officein relation to the DVLA business, which as Mr Smith explained, has fallen
considerably in any event. None oés$k points are of particular relevance to resolving

the Horizan IssuesThe experts are agreed that Horizon as it is in20it9 is more
robust than it was in the past. One would expect, therefore, fewer TCs to be issued now.

Mr Johnson
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Mr David Johnson is a Training and Audit Advisor at Bwst Office. He started his

career at the Post Office in 1984 as a counter clerk in a Crown Branch, and worked his
way up until he was the Branch Manager at the Barry Crown Office. He was in that
post when Horizon Online was introduced in 2010. He movddst@urrent role in

2012, andhis roleused to be called Field Support Adviser. Two thirds of his time is

spent training SPMs; the other third is spent auditing them. He had also been involved

in training some of the legal representatifes both sidesinvolved in the group

litigation, and the expert®n the Horizon systems well as his first witness statemgent

he had provided a supplementary one deal
witness statementhich was servetbr the claimants.

He was cossexamined about screen layout and designriikeof miskeying (which

did not seem to concern him, although there were internal Post Office documents
showing it was a known problem) and also the reports and functions available to SPMs
to investigateshortfalls and discrepancies, rather than those which the Post Office itself

used such as Credendée agreed that the ways available to SRdMvestigate in

branchwerdin ot t hef rmoendluseway. of investigatin
He agreed with a statementi2a@® 16 i nt er nal Post Office do
Devel opment Programme Operation Simplific

"There are a number of branch operations processgsecially around branch
accounting and reconciliation, which operate using legacy @eses They are
unnecessarily complex and detract Post Office branch resources from serving
customers. Stock Unit Managemantd accountability is very poorly controlled and is
operated on very complex business rul&ge lack of accountability and visliy of

cash and stock transfers between Stock Units can lead to errors, rework and provides
opportunities for fraud

(emphasis added)

He also stated that the following entry w
said thahis experience of suspse accounts in branches was that they worked and did
what they were supposed to do:

"Similarly, Suspense Accounting is based upon legacy cash accounting practices, ill
defined and out of date processes. Inefficiencies lead to poor utilisation ofcessour
both in Post Office branches and Support Services."

Mr Johnson is a highly experienced person, as one would expect gatethettPost
Office chose him to train the legal teams and experts on Horizon. All his experience,
so far as using Horizon ncerned, is in Crown Offices, which are not the same as



branch Post Officesn that the Post Office operates Crown Offices itself. This means
that a SPM in a branch Post Office is personally responsible for any losses in that
branch; whereas a Crown @¥ manager is an employee of the Post Offidas
therefore gives him somewhatifferent angle of approach to the use of Horizon, but

| accept him as an accurate and helpful witness.

281. His evidence was very useful in terms of how Horizon work& Horizon Issues are
not about the actual design of the Horizerminals in branch, and whether (say) this
could be improved by having larger buttons or the screen layout adapted differently. In
some of Mr Johnsonds evi dencaethe ateliseof c| ai r
potentialimprovements to functionality in branch and design. These are not part of the
Horizon Issues. Theegree to whiclthe evidence of fa@ffectsmy conclusions on the
expert evidence will be dealt with in PartOverall Conclusions.

Mr Dunks

282. Mr Andy Dunksis at IT Security Analyst at Fujitsu Services Lahd was the first
Fujitsu witness to be called for the Post Offieke has been employed at Fujitsu on the
Post Office account since 2002. He has working knowledge of the H@y=tem His
evidence went to audit data extraction and the integrity of the data during that process.
His evidence related to the process as it was when he made his statdtihengh
given he had been involved for some 17 years his experience alsd teldtegacy
Horizon and his evidence about data extraction covered that peridsstemerged in
his crossexamination, he had also given a witness statement arithaal trial ofMrs
Seema Nbra.

283. He agreed with th definition of déaintegrity put © him, which is thatlata integrity is
the overall completeness, accuracy and consistency of that data which you can measure
by comparing between sourcdde said the 12 controls that he had listed in his
statemenexplaining thesée hadcompiled as a listrom his recollection andthat he
had not worked off a documetat come up with talist in his statement

284. Mr Dunks gave every indication, in the first part of bhisssexamination of being
helpful and frank, and explained the pregef data extraction and answered questions
put to him openly. However, this encouraging start came to an end when he was asked
abouttwo curioudy wordedparagraphin his statement. T@sestated as follows:

i 8There is no reason to believe that thioimation in this statement is inaccurate
because of the improper use of the system. To the best of my knowledge and belief at
all material times the system was operating properly, or if not, any respect in which it
was not operating properly, or was odtaperation was not such as to effect the
information held within it.

9. Any records to which | refer in my statement form part of the records relating to the

business of Fujitsu Services Limited. These were compiled during the ordinary course
of businesdrom information supplied by persons who have, or may reasonably be

supposed to have, personal knowledge of the matter dealt with in the information
supplied, but are unlikely to have any recollection of the information or cannot be

traced. As part of mgluties, | have access to these records



285. Before | come to his evidence about this, it is obvious that the wording of par&graph
is almost that of a legal disclaim@nr a legally worded claim of accuracy, to be more
precise) ratherthan avi t n e slse\widenze It woald be very curious for a witness
of fact to decide to put such a formally (and rather clumsily) worded paragraph in their
witness statement. Howeveg twas asked about these passagesvas asked what he
meant by ft he crhpyrecardsthéollowiighe tr ans

A QWhat is the "system" there? Is that the system of the process of extracting audit
data, or is it something else?

(Pause).

A. Good question. There's rol'm not sure what | was meaning by that, "There is no
reason tdelieve ...0

286. He was asked i f, in relation to the part
or, if not, any respect in which it was not operating properly, or was out of op@ration
the following

fiQ: Again, pausing there, it is slightly confugin Areyou aware or not aware of any
instances where that system was not operating properly?
A. No, not really, n@

287. He was asked if that part of the statement had been written for him by someogne else
and he said he could not remember. He was alsalaskef it was a WAFuj i
to put this in statements when it comes to extracting data and he said no, and that he
was not aware of a Fujitsu party linde accepted that gaps and duplicates in audit data
were problematic, anideexplained thatheyhad to be investigated by audit support. It
was clear to me that Mr Duskonsidered audit data that had gaps and duplicates should
not, in that form, be used. He said he would contact audit supgitese occurred.

288. However,some of Mr Dunk8 evidence in particular what he had to say about
paragrapl8 of his own statemenprovedin my judgmento be somewhat misleading.

289. He was shown a witness statement from Mr Gareth Jenkins from the Misra criminal
trial in 2010.He said he had not seen this statehtefore The statement put to him is
some 8 years older, approximately, than his own staterivent. J enki nsdé st a
stated at the end:

fiThere is no reason to believe that the information in this statement is inaccurate
because of the improper use lbétcomputer. To the best of my knowledge and belief
at all material times the computer was operating properly, or if not, any respect in which
it was not operating properly, or was out of @tiem was not such as to effabe
information held on it. | hid a responsible position in relation to the working of the
computero

290. The similarities between this passage, and the one in par&péphr D uwitkessd
statement almost 9 years later, are somewhat striking. Given he had not seen the
statemenbefore, there was no obvious explanation. His answer was as follows:

fQ. And you're not sure why it would largely replicate your paragraph 8?



A. No, | mean, we do have a standard witness statement that we produce for ARQs.
When we supply ARQs we aremsetimes asked for a witness statement to go through
the process and verify as far as I'm aware that the data | supplied is accurate. Now, we
use that quite a lot and it may actually be in that statement.

Q. I'see. Sowhen | asked you earlier whethwag something of a Fujitsu party line

you said you didn't think it was, but actually it looks as though it is on the basis of what
you have just told me and on this document as well.

A. It could be. It may be part of our standard witness statement ¢rgipplyd

291. Mr Jenkins had given evidena@e his witness statement from 20aBout duplicate
entries in the audit data that had had to be removed. Mruag then taken to the
witness statement of another Fujitsu witness in the Miisdacalled Penelope Thomas.

She had given evidence about data extraction and listed a number of controls, which
were remarkably similar to the ones that Mr Dsiglve evidence about (although Ms
Thomas had omitted ond)his is hardly likely to be a emcidence, if Mr Dunks really

had compiled his list of controls from memory or experieBte also had the identical
passage in her withess statement as Mr Diyokisagraph 8.

292. Mr Dunksalso said in respect of thiwhich in my judgment paintea rathedifferent
picture to thaportrayedn his witness statement, the following:

fA. The statement again is to verify the integrity of the data once extracted and given.
We don't control what'sh the data. Our process is about extracting it and securely
passing it over to the Post Office. It's moir concern of what's in the data.

Q. It's not your concern what's in the data?

A. No, it's what we're- we're processlriven to extract certain types of data for certain
requests.

Q. And so whether or nohat might match another record or not, or replicate or
duplicate or have gaps, that's rpart of your remit, that's not really part of your
concern?

A. No, it's not.

Q. | see. So reading that and reading the paragraph 8 as it was in your witness
statenent, it doesn't give much comfort to somebody that's then trying to rely on ARQ
data as being a gold standard to compare and investigate anomalies, does it?

A. Possibly not

293. The reference to fgol dhatbadbeeasedhydDy Wovdes t h e
in his reporto describe the quality of the audit détat was held by Fujitsut should
be a very great concern to anyone tasked with extracting audit data, should that data
prove to have gaps and duplicates in it. This is becauseag@pduplicates in the data
affects the accuracy of that dataonsider that such a cavalier approach to whether
audit data has gaps and duplicates, as ev
were not part of his concern, to betirely contraditory to a statement verifying the
accuracy of such audit data.

294. My findings in relation to this are as follows:

1.MrDunkse x pressly sought to mislead me by st
Il i ned wh e the gontents allraféng witnessstatementsabout audit records



for legal proceedings. There plainlyiswas used in thEujitsustatements in 2010 and
it was used by him in his statement for the Horizon Issues trial.

2. The passage included in paragrapdf 8is statemenis plainly a standard form of
words, and reads as though it is a | egal
assertion that the system was at all mat e
did not affect accuracy, does not sit consistently WithD u n ladceptance of gaps

and duplicates audit data.

3. ThatMr Dunksdid not really know very much about paragraph 8 of his witmess
statementvas confirmed by the way he was puzzled when he was asked about it.

4. However, Mr Dunk écceptance aftandard wordingrovided by others (probably
within Fujitsu)is less important than the fact that he originally tried to mislead the court.

5.1 do not accept that he identified the 12 controls in his statement from his recollection.

He must have beeworking off another document, which he was not prepared to
identify. | draw this conclusion because of the marked similarity with the controls
included in Mrs Thomasoé statement from 20
and the fact he was prepatednislead me about the paragraph 8 point.

6. In reexamination he asserted that the statements in his paragraph 8 were true, and
that he would not have signed his statement had this not been the case. | find that he
cannot have known whethemsestatementsvere true or not. There is no evidence of

any steps he took to check whether or not they were true or not. | find they were simply
standard sentences supplied to jarmd| find thathe signed his statement without any
independent knowledge ofhether they were true or not.

7. | find that passage in his witness statement simply to be meaningless assertion.

295. Hesaidthatheavas unaware of Post Office internal
syst em aiod dotuméntoh22l06tober 2016find his lack of knowledge
about this surprising, given his role.

296. | found Mr Dunls very unsatisfactorgs a witness. He was both plainly aware of the
Fujitsu fAparty | ineod, thewordsassetiogccaracy ofposi t i
audit data, md he wasvery anxious to keep to it, whilst initially denying that there was
one.He sought to mislead me about both his paragraph 8 wording, and the way he had
compiled his list of controlsThe degree to whiclthe evidenceof fact affects my
conclusionon the expert evidence will be dealt with in RarOverall Conclusions.

Mr Godeseth

297. Mr TorsteinGodeseth is employed by Fujitsu and is the Chief Architect on the Post
Office account. He hagrovidedthree witness statements, as had Mr Parker. After
graduating from Oxford with a degree in physics in 1974, he worked for Rolls Royce
as a combustion engineer and then joined the Royal Navy in 1977 as an Instructor
Officer. Whilst in the Royal Navy, he stad his career in IT working in systems
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programming. It will be remembered that in the 1970s computing and IT was a
relatively young field, and Mr Godeseth has therefore been involved in that industry
since itsrelative infancy. He left the Royal Navy in981 and worked in systems
programming and technical support for the IT at Forward Trust Ltd. He joined the Post
Office IT department irNovember 1987. Initially this was to work on a project to
introduce technology into Post Office branches.

He was working with the Post Office as a technical advisor when the Post Office and
Benefits Agency procured the Horizon systenginally. He remained involved in
different roles, including being outsourced from the Royal Mail IT department to Xansa
in 2003, and comacted to the Post Office to act as the technical adviser interfacing with
Fujitsu amongst others. Although an independent contractor, he worked between 2005
and 2010 with the Post Office as the technical advisor on IT projects including the
change from Lgacy Horizon to Horizon Online. He joined Fujitsu as a full employee

in 2010. He described himself in cressamination as the designer of Horizon.

He had a greater knowledge of Horizon Online than of Legacy Homdthiough given

his involvement in Hodon from its early days he haignificantknowledge about
both.Horizon was initially, in the late 1990s, called the Pathway project and was a joint
effort between the Post Office and the Benefits Agency, including a way to computerise
the payment of befigs to those entitled to them, through payments to benefits
claimantswhich were to benade through the Post Office by means of a swipe card
method. This project ran from approximately 1996 to 1999 and was to be provided by
ICL (which Fujitsupartly ownedand later fully acquired). At some poirduring the
development of this projedhe Benefits Agency withdrew, and what had been the
Pathway project, essentially aprartite venture (the parties being ICL, the Post Office
and the Benefits Agency) becaiderizon, now called Legacy Horizon.

Although this litigation is not about the way that the Horizon system was designed, it
is about its functionality and robustness in use, Mr Godesaththat it was a specific
Post Office decision not to have any dispute button/function for SPMs built into the
Horizonsystem.

He said:

Al think the basi c --aewpoted¢he ftow of data thtolghthe di s p
system as quickly as pob because that keeps our books tidy and it was an inference

that there was always theyou had to press a button to take things throbghthen

you would pick up the phone to NBSC and s
(emphasis added)

| accept this factualvedence. It is, however, directly contrary to a major part of the

Post Of ficeds case in the Common | ssues
accepting items at the end of a branch trading period, that gavwaheh trading
statement the effectinlawf bei ng what i1 s called a fAse:

argumenby the Post Office therunawaravhen | did soof later evidencef factthat
would emerg®f the specific decision taken at the time by the Post Office that expressly
did not include any featusgithin the Horizon system for a SPM to dispute items with
which they disagreed. My finding in the Common Issues trial is consistent with Mr
G o d e s avitlema® &n this point.
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| deal with Mr Godeset hdés eviltdamangaotthewi t hi n

other witnesses of fact from either the claimants or the Post Office. This is because his
evidence wasonsiderably more detailed, anfimore drect assistance resolving the
Horizon Issues, than any other witness of fact. He has been involved in Horizon in both
its iterations for 20 years and has a vast amount of knowledge of its operation. | found
the majority of his evidence reliable. | prdg my conclusions regarding him as a
witness at the end of this section belaw453 to [463.

In Legacy Horizon, a messaging system was responsible for storing all data in Post
Office branches and replicating it to data centres. This was called Riposte. Mr Godeseth
decribed himself as beiodugingihs periad nelehredt h e r
consulted Mr Jenkins for the section of his evidence dealing with when Riposte was in
use.HoweverMr Godeseth did describe himself
of Riposteo.

When itwas brought inHorizon Online wasieed, not at improving functionalityf
Horizon but at reducing cost, andused (the term put to Mr Godeseth \iigecyclea)

many application componemnt$ Legacy HorizonThe data was no longer to be held at
the branches (on the counters)wis to beheld centrally in the branch database
BDRB. Accordingly, harvesters were required to extract transactions from the BDRB.
The branch database receives information from different sources. Data in Horizon
Online is obtained from different sources.

As an example with théottery, if a person buys some lottery tickets in their branch
Post Office the information about a particular transaction starts at the lottery terminal
in a branch; goes directly from there to Camelot; from Camelot it goes to Credence;
and then from Credence it goes to the branch database, which is effetiately
informationarriving in Horizon. It is then transmitted to ttegkminals(in the branch)

and the SPM would see a series of hsthe terminal in the brancWhich that SPM

would have to accepthese TAs would relate to the lottery tickets sold at the beginning
of this short historyThetransaction of the purchase of the lottery tickstghis route

entes the branch accountghen the TAs are accepteghd the data is caped by the

audit system. This is how lottery transactions work after what was called the Ping fix.
Prior to that it was somewhat less streamlined, although given the process | have
described is the poefting fix streamlined version, it is obvious that-ptiag fix, the

route for the data was even more convoluted.

Other data for other transactions for other products goes into the branch accounts from
what is calledhebasket. That basket is compiled by, as an exampulastamer at the
counter purchasingarious Post Office and other client products; 3 or assistant
serving that customer amulessing an icon on the screen (for example for staamuks

other purchasgsor for other products, from a PIN pad, scanning a barcode or weigh
scales. The cosif a book of stamps is taken from the reference data tatulethe
terminal shows the SPM or assistant how much money the total number of transactions
are worth and what the cost to the customer is tit iebasically the shopping basket
which is put bgether by the SPM (or assistant) serving the customer and adding, by
means of pressing buttons on the screen, different items to the basket as the customer
goes through the items or products they wish to buy. At the end of this hypothetical
transaction,fithe cost of the basket is (say) £21.98, the customer will pay that amount

S

a S
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(say by cash) which will be taken by the SPM and put into the cash amount held in the
branch.

In Legacy Horizon, the data was held in the branch on the counters in a message stor
Themessage system called Riposte Wwaw thereplicatingof thedata to data centres
occurred. The dataasthenstored on the correspondence server message store. This
was explained by Mr Godeseth in the following way.

All counter data was held ia bespoke message store (which was part of the Riposte
product supplied byanother company calleBscher Inc.). This data was replicated
within each branch to all counter positions and from each branch to the data centres
where it was held in the corresplamce server message stores. Similarly, any data
inserted into the message store at the data centre (for example reference data or
authorisations for banking transactions) would be replicated back to the branch
counters. Selected data was then extractad the correspondence servers to update
Post Office's back end systems.

Users with sufficient access permissions could inject additional messages (i.e. data) at
the correspondence server. Any additional messages injected at the correspondence
server by sers with sufficient access permissions included information including the
identity of the user. That information would not be visible in the standard audit extracts,
but it would be visible in a detailed examination of the raw audit Aat&PM did not

have access to audit extracts.

There was some disagreement between Mr Godeseth and internal Post Office
documents about whether the audit data from Riposte was held in Riposte attributable
language (his view) or whether an audit conversion tool was esbaiconvert existing

audit data from Riposte to another readable/searchable formaulflinigtelymay not
matter, and it may be that the author ofititernaldocument suggesting otherwise did

not understand that Riposte attributable language waadalke/searchable format.

This difference in view does not matter for the purpose of resolving the Horizon Issues.
The Riposte software was provided by another entity called Esthere was no
evidence about the contractual relationship between FujitdiEacherandthatdoes

not matter for the purpose of resolving the Horizon Issues.

Mr Godeseth had studied a number of problemsiorizon and knew there were
problems with Ripostenaving seen numerous PEAKaferring to this He had also

been responsible for some testing (for example potential failures of controls, such as a
basket not balancing to zero). He was not aware of items with the same Journal
Sequence Numbéor JSN having been committed to theRIBB, and agreed thahis

should not be possibl&his is because the whole way thRIBB works (or one of the
principles of it, at least) is that each item committed there should be given a unique
JSN. It should not be possible for two different items to be given the sdfne JS

Mr Godeseth explained that AdAthe | egacy
communication glitcheso and agmadeewthent hat
Horizon Online was introduceid that respectThese werghat thesusceptibility to
communication glitches was reduced; and also the quality of the communications
infrastructure was improved. It should also be added that because the storage of data
was moved to somewhere not in bransbnjewheravhich had not existed ibegacy

\

e



Horizon, namely the RDB), and because Horizon Online was an online system, the
communications infrastructure had to change substantially in any event.

314. One internal document from as | ong ago as
many elden systems that have been subjected to a succession of major chages, it
Legacy Horizon]lhas become increasingly difficult to make those changes, and
expensive to operate.” This was put to Mr Godeseth:

A Q: Now, that's a f atenrorighallg was pephaps designedf h o\
jointly with the DSS at the beginning and launched and then over the years, between

then and 2008, there have been lots of sort ofdrdtand additional things that have

been changed on the system, haven't there?

A.Yes, I think that's fair. The major on:

The reference to the DSS meant the Benefits Agdnayther places this was referred

to as DWP (or Department of Work and Pensions) but all three referer28s,
Benefits Agency, DWPI meant the department involved in paying welfare benefits.
Different documents and references would use different acronyms to refer to the same
entity.

315. Heexplained that a small group of Fujitsu users from the SSC (about 30 users) had the
ability to inject additional transactions into a branch's accounts in Horizon Online, using
a designed piece of functionality called a Balancing Transaction. This was
approximatelythe whole number of personnel who worked in SSC.

316. He had givemnformation inhis first witness statement, namely that in Legacy Horizon,
any transactions injected by SSC would have used the computer server address as the
counter position which would be a number greater than 32, so it would be clear that a
transaction had been injed in this wayby someone other than the SPThis is
important because would beconsistent with the casgiginally advanced by the Post
Office that any such injections would eetirelyvisible as having been done externally
(ie, not within the brartg due to theountemumberused

317. However, hisimportantinformation was simply incorrect, and was corrected both by
Mr Godeseth and Mr Parker in subsequent staterbefdse they were called, aad a
direct result of Mr Bnothal wasincarecanditeenebor. T h e
had to be correctethad comdlirectly from Mr Jenkins. This shows that Mr Jenkins
did, in at least onevery important respect, give Mr Godeseth directly incorrect
information about the visibility of injected transacts) whichnot onlycould have an
effect on branch accoun@nd whether this woulghow(or rather, not show) that the
impact on those accounts had come from injections made outside the.dvlanch
Godeseth only found out the true position when Mr Parksmpsgparing his subsequent
witness statemem the weeks prior to the commencement of the Horizon Issues trial,
in other words in 201%He had not known that before. His explanation about this was
as follows.

Q. You were finding out a detail that ydidn't know before in quite a controversial
area, weren't you?

A. It was clearly an area that was going to be of interest becatise fzfct that we
were inserting transactions into Ripastewas an operational necessity and it was done




in acontrolled way. | had believed that the way that transactions were being injected
would givethem a counter position greater than 32 because the correspondence servers
basically had nodes or addresses which were above 32, there was a special address for
the gateway server, there was a special address for the extra disc in a single position
branch and had basically expected messages to be introduced using a different counter
positionand having read a whole number of PEAKS, | can quite clearly see ¢hat th
standard practice in Fujitsu was to label something which was being inserted into
Riposte so as to make it as clear as possible that it was not being domas being

done as something out of the ordinaryvas being inserted because of a problem

So we had techniques for doing th#bu could put in an attribute because this wouldn't

be visible to a subpostmaster, | fully understand thatit would be visible in the audit

trail, when you ever come back to pull out the audit trail, you couldhpan attribute

to say "This was done under PEAK 7Subpostmasters would never see that. They
would not see it in their account in their branches and I'm fully aware that that is the
case It was a better audit than Mr Roll was alluding to when fethat it was left in

a PINICL, because that would have been an audit which is separate from the actual data
that we would be looking at should we ever need to pull stuff out of the audit trail and
the intention was always to make it as clear as podssiatehis had been done under
exceptional circumstances

The techniques used to make it as visible to the subpostraagtessible would be to

put in references which referred to a counter that didn't exist in the branch, suth as
saw a technique described in a number of cases which said pdtyiousknow, if you

are correcting something for counter 1, call it deud 1; if you're correcting something

for counter 2, call it counter 12. These things would have been visible to a
subpostmaster and the reason that you had to do it that way was to make sure that these
transactions also got picked up and dealt with beedhese were legitimate counter
numbers.

If | start to put in data with a number which is not a legitimate counter number then it's
going to be ignored by systems further down the track.

Q. So which were legitimate counter numbers?

A. Upto 320

(emplasis added)

318. He al so said in relation to Riposte that
the message that we were looking to insert at the counter, and in doing that, Riposte
will tell you the counter ID, or technically it was a stream, it wiquitk up the user ID,
it would pick up the time, so this was effectively the envelope which wrapped the
payload that we were looking to inject. If there was no user logged on at the counter
then Riposte would introduce a blank user ID and that would ddegbiup in later
processing.o0 This therefore meant that if
the time that the message was inserted at
user ID (or that of the assistarit\)would look as thougthe SPM had been responsible.

319. This was made crystal cleirdifferent passages of creegamination:

fQ: You realised for the first time that it was possible to inject or insert a transaction
with a counter position less than 32 when Mr Parker wasaprep his second
statement?

A. Correct.

Q. And you knew that that was a contentious issue in this litigation, yes?



A. YesD
320. And further:

AQ. Now, it would be possible, would it not, to use a counter number of 1, or 2, or 3?
A. It would.

Q. And if that counter number was a counter number actually in use by the SPM, it
would appear to the SPM, from the records they could see, that it was a transaction
which had been done in their branch, by them or their assistants?

A. Yeso

(emphasis added)

321. |consider this to be extremely important evidence, both in resolving the Horizon Issues
and indeed in the whole group litigatidts import is obvious. It means that Fujitsu
couldremotelyinsert a transaction into the accounts of a branch using a counter number
which was the same as a counter number actually in use by the SPM (or an assistant).
This would appear to the SPM from the recdiust they could see (and anyone else
looking at th@e recordsas though the inserted transaction had been performed in the
branch itself.This information was only disclosed by Fujitsu (and therefore the Post
Office) inthis group litigation indanuary and February 20EBen Mr Godeseth, a very
senior peson in Fujitsu so far as Horizon is concerrgald that helid not know this
before.

322. Mr Godeseth was alsshown a Fujitsu document which was "Fujitsu restricted" and
"Copyright Fujitsu Limited 2017". The title of the document was "Post Office Account
T Customer service problem management procedure” and its purpose is described as
"To describe and document the customer service problem management pideess."
was not sure he had seen the document before, and he was certainly not familiar with
its contens. Both experts had seen the document and proceeded on the basis that what
it recorded had in fact been adopted i The customer 6o for the p
was the Post Office.

323. He sensibly accepted that to have a robust system it was important tanfoaked
assessments of where problems lie, based on the relevant information that was
available, and also that it was important to capture and track that information in a way
that could be readily anal ys awarenesshad e e d ,
changes being made to the systeeneimplemented without prejudicing the continued
operation of the systenThe documentitself expresslyd e f i ned fpr obl e mad
unknown underlying root cause of one or more incidents. That, to me, seems a sensible
definition. An unknown root cause of even one incident is a problem in a system such
as this one. This is accepted by the docu

324. The document identified the metrics that were to be used within Fujitsu to measure this.
Mr Godeséh agreed that they were professional and sensible metrics. Thetaime
as follows:

AThe following metrics, to be reported monthly, will be used to measure effectiveness
of the process and drive performance of the process and overall service in:general
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326.

[1 Number and impacts of incidents occurring before root problem is identified and
resolved

1 Number of repeat incidents following corrective action

(1 Number of problem records arising from gactive actions and trend analysis
1 Number of changearising from proactive actions

1 Percentage of problem records without an action plan

1 Average length of time to resolve problems

1 Number of incidents closed without a KEL

(1 The number of Problem Records arising from Managed Changed (K2BYL,
activities

[1 The number of Problem Records arising from the implementation of new
services/major releases.

However, when the claimants had sought to obtain reports that would be expected to
exist, which included odemonstratd the reporting against tee bullet pointsvhich
Fujitsuds own document stated were reqg
every mont h, Fujitsu stated (Ftujitsubelevgsh t
that it does not record problems in such a way that wdldd #his to be determined
without retrospectively carrying out det
di sproportionate effort and costo to pro
evidence that the reporting systend e nt i f i ed dosuméntuhad nothbeed s o wr
implemented and #t the records did nagvenexist. The passage in his statement said:

uir
he

"l have spoken to my colleague Steve Bansal, Fujitsu's senior service delivery manager,
who has informed me that the Post Office account custoservice problem
management procedure document was introduced by Saheed Salawu, Fujitsu's former
Horizon lead service delivery manager and that Saheed Salawu left the Fujitsu Post
Office account in around February 2013, before the new procedure had been
implemented.] understand from Steve that Saheed Salawu's replacement did not wish
to implement the changes and therefore the recmfisred to by Mr Coyne in
paragraphs 5.157 to 5.159 of his repdwt not exist, as we continued to follow the
previous &isting reporting methodology 6

(emphasis added)

Mr Godeseth did not know who Saheed Sal aw
it mi g ht be a Mr Wi cks. He did not Know
met hodol ogy 0 t anhisbwn oithesshstatermes ffaet was.eHe could

not explain why the report which was said to have been abandoned, or at least not
pursued after February 2013 when Saheed Salmmleft Fujitsu, was issued for

approval in July 2014, over one year later. Indeed,oudd not really explain why the

records soughty the claimantslid not exist at all. He thought the reporting might be

done at meetings with ATOS, but he could not remember going to one. In fact, his



evidence on this was so very vague as to be somevenatiag, given his role within
Fujitsu. He did not know if there were any records of the particular type apart from
between the years 2014 to 2017, and he only knew that because Mr Bansal had told
him.

327. In another document, he was shown an entry whichrdedothat First Rate, a joint
venture between the Post Office and the Bank of Ireland dealing with foreign exchange
(also called bureau de change or bureau services), had identified an anomaly over the
way that Horizon reversed transactidihatwere recoded and polled through to them.
This was fixed in something called counter release 9, but although he said this happened

Aon his watcho this had not been brought

328. In the 2015 Problem Management Problem Review, the Dallmellington bugh(veghi
an acknowledged and agreed software bug) was refertaat without identifying how
many branches were affected, for how long they were affected, or the amounts by which
their branch accounts were impacted. He accepted that it was fair to ddserégort
as finot a particularly rigorous or robust
and duration and effect. o

329. The following conclusions can be drawn from teigdence by Mr GodesetFkujitsu
should, had it been interested in pding arobust system to the Post Office, been
collating and reporting problems, which should obviously have included software bugs,
errors and defects, against the metrics contained in tisto@er service problem
management procedure documeantvery similar oes On the Fujitsu evidence before
the court, it did not do s@he discrepancies in the dates of distributioniasde otthe
documententitled "Post Office Accounti Customer service problem management
procedure” and its "Copyright Fujitsu Limited 201d6 not tally with the accounih
Mr Godeset hos thaithispecs was abandenedeonnbt pursued when
Mr Salawu left Fujitsu in 2013The dates just do not match up. The document was
issued for approval one year after that gentlemarigisu. Even tre evidencehat it
was not pursuedr implementeafter Mr Salawu leftvas second hand from Mr Bansal,
the source of Mr Godesethdés knowl edge.

330. HadFujitsu done what its own documeobpyrighted in 201, /states was requirethe
expertsin this litigation could, and probably would, have used those reports. Those
reports would have included comprehensive records of precisely the sort of matters both
experts had to investigate in order to provide their evidence to the court on the Horizon
Issues. It is, in my judgment, atark deficiency in the robustness both of Legacy
Horizon and Horizon Online that such records were nottkepujitsu This deficiency
must inevitably alsdave an adverse impact upthe quality of information that the
Post Ofice itself would have had.

33. I n the Post Of ficebs closing submissions,
relation to the explanation given by Mr Godeseth in his witness statement which | have
set out in[325 above about why theecords did not existhat explanation beinthat
theprocedure was not implementé&te Post Office submitted that it was only section
1.4 of the document that was notplemented, and not the whole document. This was
in paragraph 147 of its written closing submissions, which dealt with what the Post
Of fice submitted Mv&odesethivigEch it subnsttedamdetdce by
the Post Officacceptedjve r e A stiognanfd cwahni ch it al so st a
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Of fice fAiby surpriseo. | t s oughtratherdharc or r e c
evidence and one of those corrections was in relation to the implementation of the
document in questiohe claimant®bjected to this, and said the explanation that was
provided was nowhere in the evidenard the Post Office should not be permitted to

give evidence by way of submissions.

Leading counsel for he Post Office as asked about thispecific part of the
submissionsat the end of oral closing submissions and said thaéexp&nation in
paragraph 147.4f the closingwasfi minstructions butmy Lord, it is based upon a
previous version of the document and then an amended version of the document. And
| will undertake to give your Lordship the two refererces.] n a nlOJulyn2019] o f
which provided some references, further explanation was giwech were said to
support the submission that it was only section 1.4 of the document that was not
implemented The Post Office relied upon the following four points in support of that
submission:

1. The passage in Mr Godeset h®3yavove. ness s

2. That there were different versions of the document that were disclosed, but only one
had beermput in the trial bundle. The first version containing section 1.4 was dated 6
June 200 and wasauthored by Mr Salawu.

3. This indicated therefore that the change was introduced by him. Most of the
procedure document had been in existence for a number of years before that.

4. Earlier versions had been disclosed, none of which conta@etidrs 1.4 andnone
includedsection 1.4 and nongeredistributed to or even mentied Mr Salawu.

The following points can be made about this.
1. Witness statements are expected to be factually correct.

2. Each party in this litigation who has subied witness statementsad ample
opportunity to ensure those statements contain accurate evidefwre they were

served Further, each witness is asked, at the beginning of their evidence when they
confirm the contents of their statements in their ena® in chief.Apart from
gualifications that were sometimes made, in this case (and in the great majority) the
statements are usually statedtobettrie t he best of that witnes

3. I f a witnessd wr indofreet{as MrGoddsdisatorg withs s h o w
other of the Fujitsu witnesses, was) then the appropriate way to corrasteittierin
re-examinationor by way of supplementary evidence. Here, Mr Godeseth was asked
about this document and gave evidence in gheref on 20 March 2019. Mr Parker,
also a seniowitness from Fujitsu, was not called to give evidence until 11 April 2019.
That was again,ample time for this selontained point to have been dealt with by
supplementargvidencefrom Mr Parkery if that was thought by the Post Office to be
important.In any event, there is no reason for it having been incorrect in the first place.
Whether a procedure was, or was not, adopteBujitsu internally is not something

that ought to be capable of misirgestationin any event, let alone on a subject as
important as recordingroblems in the Horizon system.
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4 . I do not accept a matter such as this
instructiono in any event.

5. However, even if it werd,am afraid that my view of information emanating from

Fujitsu is, based on numeroatherinstances osuch informatiorbeing wrong in the

actual evidence, to be somewhat sceptical of its reliability. It would also be potentially

unfair to the claimantstoallw t hi s type of #Acorrectiono
the opportunity of testing the new explanatidbsent some corroboration of this type

of information coming from Fuijitsu that supported it, | would not accept it in this case

on this issue.

6. Further, and even if | were to take a contrary view of the points at dktove,and
accept that the Post Office should be giyv
evidence in this way, the explanation given by way of closing submissionsidbes

assist thd?ost Office for the reasons explained in the following paragsa[884] and

[335 below.

This is for the foll owing MeG@osesathswas Mr C
responding, was that the Fujitsu document identified metdosl KPIs to
measure/control and reduce the risk of failure to detect, correct aadlyeHorizon

errors and bugs. He was basing this on section 1.4 of the document. His conclusion was

t h d&rom the above, it is my opinion that Post Office should be aware of all recorded
bugs/errors/defects in addition to those previously acknowledgehelny, from the

process metrics compiled above. These records were sought
Post Office explained that FugtexistsThegys posi
were not therefore provi de-xamimtiortshosvede x per t
that the Fujitsu explanation was wrong (
accepted it was wrong). The records however were not produced.

Finally on thisafter receiving the email of 10 July 2019 to which | refeBag] above,

| asked in an email of 12 July 2019 for hard copies of the documents referred to in the
relevant paragraph of thamail (and hence relied upon by the P@ffice in this

respect}o be delivered to me. Thwas donganda file served on the court containing

four versions of the Post Officebs Custon
They are version 0.1 dated 13 November 2007; version 2.0 datedi22098; version

2.1 dated 6 June 2010; and the version put to Mr Godeseth which was in the trial bundle,
dated 5 September 20Given the additional versions produced allgete Mr Salawu

leaving Fujitsu in 2013, this means that the points | havdifashat [329 and 330

are still valid ones, and are stillintheclaimaas 6 f avour .

Evenon Dr Wordends evidence and his views
Table (he accepts that there are 11, al tt
there are plainly morBugsin Horizonthan Fujitsu itself was aware ofvérthe years

of both Legacy Horizon and Horizon Online, the total number of software bugs, defects

and errors in Horizononsidered by the expertsfar greater thathe number to which
Fujitsuhave admittedThis is shown in the appendix to this judgmhisummarising the

number of bugs, errors and defects, and their years of opergtiertotal number of

software bugs, defects and errorshath versions ofHorizon is very important
information. Why Fujitsu chose not to collate and report these in the manner that even
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a Fujitsu internal document stated woytd should)be doneis wholly unclear.A
comprehensive record, whether using the metrics identiffetib Salawu or other
similar ones, would surely only assist both Fujitsu and the Post Office in its
administration of Horizon. Given that such a comprehensive record has not been
produced to the experts for their consideration, notwithstandingXpeessrequest
made on behalf of Mr Coyne, the court is entitled to conclude that no such
comprehensive record exists.

Mr Godeseth was alsgsked about the DB transaction correction toorhis applies

to Horizon OnlineThe original design document for thisted that it was tallow the

SSC to correct transactions by inserting balancing records to transactional/accounting
or stock tables directly into the BRDB system, and &dsaudit the changes made. It

was not designed to delete or update the recordsetdr, in crosexamination the
claimant®leadingcounselanalysed, and put to him, some careful points on how this
tool had been used in practice.

The tool works by means of an SQL insert into a variety of tables inRRBBSQL

is an abbreviation foStructure Query Languagandis a domairspecific language

used in programming and designed for managing dasavéry widely usedAlthough

Mr Godeseth would refesimplyt o A Or a cgdrogrammg Graclke Daabase or

Oracle isa database managemesystem which is produced and marketedhs/US
corporationwhich is also calle®racle Although that is the name of the company, and

SQL was developed (or invented) before the Oracle Corporation was founded, in this

trial the terminology sometimes bet@ a little shorthanan the part of those IT
professionals very experienced in such matt€he Oracle Corporation is very well

known, not only in the computing field, but through itsfoander Mr Larry Ellison

who, amongst other achievements, hasbdicke nd compet ed i n vario
races, including winningthe 3\ mer i caés Cup in 2010 in th
Oracle BMW Racing. Mr Godeseth, and the experts, are all highly experienced in the

field and shorthand references to weallown languages or applications such as SQL

and Oracle are to be expected. This use of shorthand did not lead to any lack of clarity

in the evidenceand I refer to it only for completeness.

Il nf ormati on provided by the IRtatedithat@fef i ce o
transaction correctiotool had been used287 times. However, all save one of these
usagesver e said to be AType 10 which were fo
and which had no impact on branch accounts. There was oneeatimétiance of what

was called AType 20, which was where a Be
changed transaction data in the main transactional tables. ThHimwelffeciedbranch

accounts. Mr Godeseth had not been involved in drafting tfa@amation supplied by

the Post Officeds solicitors, but he knew
use of the transaction correction tool. The 10 database objects, or tables, and sequences
into which the tool was permitted to write are idéetl in a table at 2.4.1 of the low

level design document for the tool. They are identified in terms of their object names,

and were the BRDB operational exceptions table; the system parameters table; the FAD
hash outlet mapping table; the process audiletathe process audit sequence; the
transaction correction tool journal table; the FAD hash current instance table; the
transaction correction tool control table; the branch information table; and finally the
branch operators (or operational) excepticusace.



340. The design document made clear that:

AThe foll owing transaction tabl es have
OPS$SUPPORTTOOLUSER.
The transaction correction statement i s o

These 9 tables were then &dt The process would use a "Transaction file containing

an SQL INSERT statement that creates the required balancing transaction.”, which is

an Oracle command, and the SQL INSERT statement would provide a missing half of
atransaction, whereonlyonehala s present. As it was put t
INSERT" statement effectively goes in and puts in the missing other side of that
transaction?o, a p dherQL INSERToommvdnd woblpubh e a gr ¢
that missing other sidato the records.

341. The SSC members would log into their own UNIX user, and then change directory and
place their transaction filetothesubd i r ect ory. The document t
the SSC member using the tool] will then invoke BRDBX015 manually. The shell

script nrodule will be owned by the UNIX user 'supporttooluser'.

342. However, the explanation that wdawhicipr ovi de
Mr Godeseth said he was fully aware, about the use of the tool was as follows:

"Each document is associated wihsingle SQL statement which made a database
correction. There are two different types of correction shown in the-files SQL
statements for each are of the form:

"1. Update OPS$BRDB.brdb_rx_recovery_transactionsSET _ settlement_complete
_time stamp =.." And then the "INSERT INTO" command.

343. The explanation of Type 1 was "Type 1 reflects the action taken to reset the recovery
flag on a transaction. This will have no
expressly that "Type 2 reflects thetian taken to insert a Balancing Transaction where
it changes transaction data in the main transactional tables. This will affect branch
accounts."

344. Mr Godesetrexpresslyaccepted, however, that this showed that the command used for
what was being calletlype 1 wasiotan insert command, it was an update command.
Mr Godeseth described himself as not expert on Oracle, but he had a working
knowledge of it, and he is plainly more experienced wsihgOracle than most people.
| find his experience in Oraclmore than sufficient for him to be able to answer
guestions on this subject. Mr Godeset hods
something which the low level design document expressly said the tool would not be
used for. The design document did nmtin the necessary database object fields table
for performing t he unl ocking functi on,
represented all of the occasions, save one, when the tool had been used. This was all
put carefully and clearly to Mr Godeseathhis crossexamination, and he agreed with
all the points put.
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This was further confirmed the mandatory use of insert, and the fact that an update
command was not included in the design intent of theit@$ewhere in the design
documentwhereitsat ed under met hod AThe modul e wi
transaction file, which will be in the form of an SQL insert statement. Only a single
insert statement is allowed and (after an optional introductory comment) it must start

with the 'inserinto’ clause." The insert would be in the SQL script, and Mr Godeseth
expressly confirmed this. This is another example of Fujitsu failing to observe its own
design intent for the use of a tool that can have an impact upon branch accounts, and in
my judgment is a factor that goes to the robustness of Hoazonell as the accuracy

ofdataAs was put to Mr Godeset h, the use of
intent in thedesignd o c u me nt and he agreed. He said
based ort h ii bydwhich he meant based on the transaction correction foevh i ¢ h

has two aspects to it, certltésiagidedthattter® | t h

was only one occasion when what was called Type 2 was used. This evidence goes to
the wider point that | have explained, namely Fujitsu failing to observe its own design
intent.

Mr Godeseth was taken, very carefully, through a specific use of the transaction
correction tool in 2010. In PEAK 0195561, a problem was reported to theo83C
March 2010vhere a SPM had triedn 2 March 201Qyp transfer out £4,000 (referred

to in the PEAK as 4,000 pde/hich means either pounds (plural) or pounds stérling
from an individual stock unit into the shared main stock unit when the system crashed.
The SPMwas then issued with 2 x £4,000 receipts. These two receipts had the same
session number. The PEAK, as one would expect, records various matters in note form
and also uses informal shorthand. However, the main thrust iwhleat the SPM did

the cash declaration, although the main stock unit (into which the £4,000 was being
transferred) Awas fineo, the unit from w
pounds (a | o 3hssisodry sdndadt® whpatdsLatd saidakd happened

to him, although the transfer in July 2015 to which he referred was £200REAK

related to Horizon Online and was the admitted occasion when the Balancing
Transaction tool had been used.

Mr Godeseth had obtained the information in higness statement dealing with this

from Mr Parker. He also said he thought it was puzzling, and he was not sure that the
PEAK #Awould be a totally accurate refle
interpretation put together by a developer who is investigati t he pr obl e ms
suggested the original log files would be beftsr which he meant better sources of
information)and still exist, but they were not before the court. These log files would be

held by Fujitsu, so any failure to have them before thetagas no fault of the parties

in this litigation and that can only be laid at the door of Fujit$ia senior Fujitsu

witness thought they would be better records, they should have been accessed and
evidence about them could have been given direCdytainly Fujitsu witnesses could

have given evidence that relied upon them, had they so wished.

The PEAK records the following
nAfter di scussi on wi t h Gar et h Jenkins, t

duplicate transfer out by writing 2 lines the BRDB_RX_REP_SESSION and
BRDB_RX_EPOSS TRANSACTIONS tables, with:



1) Product 1, Quantity 1, Amount 4000.00, Counter mode id 7 (TI)

2) Product 6276, Quantitl, Amount-4000.00, Counter mode id 7 (TI)
This should be done using the Transac@amrection tool. An OCP approved by POL
will be needed

349. This concerns Horizon Online, due to the references to OCP and OSR, and shows
extensive efforts being made at Fujitsu to try to understand why this has occurred, and
general doubt that the efforts teproduce the fault in testing has worked. Same
Fujitsuwantedthe priority to be downgraded; other entries resitis, shown by some
of the entriesuch as

AWhat i s mi s &isamgexptamatomof thdevents iR terms of the requests
how they were ordered and when any was committed. Only then can we qualify the
priority. The assumption is that we have a fix. The fact§ are

1: A settlement request to timed.

2: A retry of request timeout occurred.

3: According to the DB entridsoth later succeeded.

Now unlike other reconciliatione s t hi s st ands out é.
We candét r ed uleseweturderstapdwhai is goingon.u n

350. The PEAK is lengthy and demonstrateslegree of frustratiowithin Fujitsu at their
own failureto ge to the root cause. One entoy 24 March 2010 states inter alia
Aé. . this shoul dOnémighhohseree thatdhfs s statiegdh& obvious.
A later one on 25 March 200t at es fAdadvi sed on the | atest
she was going to check if it was the same thing that happened before. [The Post Office]
are want to know why this has happenedthy does it keep happeningZan you
advise on this.o
(emphasisdded)

351. One of the reasons or concerns expressed in the PEAK is that JSN ientheh
should be unigue and in respect of which no duplicates should be permitted in the
journal table- appear to have occurred. Mr Godeseth confirmed that this should not
have happenedDuplicate entries should not be permitted in the datab@ike.
documents showed that thdgd occur.Mr Godesetts ai d t hat the fAJSN
primary key into the message table, | cannot see how an Oracle database would allow
thattohppenod and At hat would have to be a bu
bug that | was lookingi t was not the bug that H¢ was |
alsosaidin | f this in fact happened as written
have had to have been a bug in Oracle and

352. The PEAK also shows computer script being used, imo#m attempt to correct, and
understand and analyse, what occurred. On 23 April 2010 an entry states



Al t hhanke wkone as much as we can on this o
been able to totally explain the behaviour, the risk of this type of PEAK occurring again

has been minimised in live due to a change of behaviour in thevidthLrespect to

transadt onsé. . This may now be marked as a dup

Rather concerningly b u t entirely consistently with
general approach to closure codtte following entry appears that same day in another
entrystating thathei De f e ca Augshatedst®@40 General Us er O .

353. However, later the same day the following entry is made:
Al am sending this call back with Respons

Closing a call as 'Duplicate Call' results in a black mark against me. It basicallg mea
that | should not have sent the call over since the same problem has already been sent
over in a previous call.

PC0195561 (duplicate transfer of 4000.00 cash) may have been caused by the same
underlying fault as PC0194893 (banking reconciliation),dxmw | could not have been
reasonably expected to link the 2 calls and take the decision that it was not necessary
to send PC0195561 over for further investigation.

Please close this call with category 'Advice After Investigation’

[End of Response]

Response code to call type L as Category-32ending-- Response Rejected
Response was delivered to Consumer . 0

354. Eventually KEL cardc262s was updated with the information in the PEAK on 4 May
2010 and the call was closed. One of the final entries statastt day f@ACat egor
Finali SIWFixRel eased toinE/aAaWIlf ilro@ gme alhescallsso f t war
closed the same day. This is 2 months after the incident. The PEAK also referred to
other PEAKs. Mr Godeseth was asked about thoséAaK 0195962ecords that the
transaction tool has 0 @eemtionauGhange Processlor v e 0 .
OCP25882 and stated:

fiDue to a system faulthe branch did a Transfer Out of £4000 and a corresponding
Transfer In of £8000

Justification:Correcta loss of £4000 at the branch due to a system fault

When: Planned for 10/03/2010 16:00 with a duration of 30 minutes

Extra detail: The Transfer In details were incorrectly doubled up when they were
written to the BRDB. This needs to be correctedusiilge Tr ansacti on Cor |
(emphasis added)

355. The actual printed address of the OCP document is as follows:



http://deathstar/SSC2/SSC_OCP/viewocp.jsp?OCPRef=25882&SID=f630192836137

356. This may show that the folder in which the document was kept arasah by someone
with an interest in a particular serieswéll-knownfilms, or it may not and this does
not matter It does however show that it was plainly generatedkeptby the SSC.

357. Mr Godeseth agreed that the OCP showed at least one userah8aetion correction
tool for one balancing transactioR.a r t of Mr Godesethds expl
occurred, even though there had been two duplicate JSN entriess fedsws

filn this situation the symptoms, as I'm reading them, are that betb@usevas a bug

in Horizon and this is the new system, it was pretty early days of the Horizon Online,
because there was a probleme, had something coming through which got through the
journal filter but then failed at the branch database and sddheras far as the branch
database is concerned, it has not happened

MR JUSTICE FRASER: | understand that. | think what Mr Green is putting to you is
that this shouldn't have got past the journal filter.

A. It's a bug so certainly the way that the system should have worked, a-188&
same JSN coming up would be just a simple repeat of the messagedcausehere
was some sort of glitch

(emphasis added)

358. His final evidence in crossxamination on this was ttellowing:

fAA. Somebody may have been trying to look for a duplid&fd entry. | can't really
comment on what the guy was doing at the time who was trying to investigate. | am
simply asserting that barring an Oracle bug, which would have been lnugearynot

have two entries with the same JBN.

359. In my judgment, the Horizon Issues are sufficiently wide and costly to resolve
concerning the Horizon System, both Legacy and Online, without widening them to
include some attempt at including specific bugghin Oracle too. The Oracle
Corporation is not even a party, and has had no opportunity to provide evidence or

submissios. | simply recount Mr Godesethdés evi
PEAK. He did, as can be seen, refer to potential bugsacl®©as an explanation for

somet hing that he believed to be puzzling
Il n any event, other than Mrexa@Goatoa thaheh 6s e

was involved in 2010 when establishing himself in Fuj{esuwdin this he referred tan

Oracle bug, which involved nodes in the database going down) there is no evidence
before me that there were any bugs in Oracle in respect of this doubling up, and I reject

the suggestiorthat this can be laid at the door afa@le What this PEAK shows, in my
judgment, is that Fujitsu itself, with a great deal of time to prepare for the Horizon
Issues trial, simply could not explain then, and cannot explain now, what caused this
event to occur. That is relevant to my consitleraof the Horizon Issugegnd in my

judgment shows that there was in that respect a bug, error or defect within Htirizon

also shows that there were those in Fujitsu who wished to close the call with the error

put down to the user, as shown byih®e €t causeo0 bei Gaperai updat



TUsero. There is nothing in any of the ma
way caused by theser.

360. Hewastaken to another PEAK, PC0175821 which was dated 19 FebruaryTi69.
is duringthe peria of Legacy Horizon.

361. PEAK 0132275was in relation to an incideon 21 December 2008hich showed a
SPM, at a five counter site with seven stock uhisirolled over a particular stock unit
called BB. He roll ed eftf eocvteirv @lny wehnaptt yw asst
declared the correct amount of caghdalsoadjusting the stock levels to the correct

vol umes, his branch account showweadanfia gai
obvious impact upon his branch account, an@as investigated. One entry in the
PEAK stated

fWe are unable to correct the system figures sa¥#ky can however provide accurate
figures for what should have been in the Final Balance for BB, to enabldi® ®ie
Post OfficeJto make the correction pexps by using a Transaction Correction.

POL need to make a decision on whether they are able to correct the problem in this
way, however we do not see any other alternatVerrective action should be taken
before 11th January when the branch is dueltonto TP10.

The cause of the problem is unknoamd is under investigatian.
(emphasis added)

362. This acceptsn terms thathere is a problem, and accepts that its cause is unknown. The
suggestion by Fujitsu later in the PEAIK 3 January 2006 was to generate a negative
figure effectively by changing the relevant data in the messagestore to try and cancel
out the £18,000 which the SPM had showing as a poSigiwes in his branch accounts
It is obvious to me that this wouldhly remedy the effect of the problem, rather than
identify what had caused thaliscrepancy in the branch accouiristhe first place.
However, the entry is illuminating in any event

filf we get to the problem before the office is rollee are able to change objects in the
messagestore to reset the stockbaitk to the CAP (TP) rollover trailer. The PM can
then rollover PM should get a large shortage which cancels out the large gain.

We don't want to be having to do this as making uahohanges to the messagestore
is open to error and each time we have to seek authorisation from POL to make the
changes.

If we get to the problem after the office is rolled (as in this call) then we are unable to
correct the system figures safely. st been decided how we get the PM sorted out.

All'in all, we want this fixed asap.
(emphasis added)

363. Mr Godeseth accepted that generating the artificial negative figure in the message store
could be done, but said hlomwiazomdmoat inve |
wasnot at the operational level shown in the PEAK. He was not involved in obtaining



authority from the Post Office for such mattdrsmy judgment, the way that Fujitsu

anticipated resolving this, by artificially seekingto emgmr fia | ar ge shor
cancels out the |l arge gaino is not exact]l
disguising why the large gain had occurred in the first place, in other words a bug, error

or defect.

364. Another PEAK 0152014 dated 10 &mmber 2007 showed a problem that was
described in the PEAK as APOLFS Incompl et
foreign currency transactioAt this time, £484 sterling could buy $1,000 (the PEAK
did not specify US or Canadiahut theassociateddCP identified US$ specifical)y
andthe PEAK recorded that

fiThis is due to a single SC line written for $1000 (£484) with no settlement in the
middle of two RISP transactions.

On call PC0151718 the harvester exception was corrected and now the ivarfsact
the day don't zero, hence this issue with the incomplete summaries report.

Am currently retrieving the messagestore for this branch, we will then be inserting a
new message on the counter to remove the effects of this. OCP 17510 has beén raised.

365. Again, this was being done to correct the effect of what had occurred, rather than
discovering what had led to the issue in the first plhcavo places in the PEAK, the
following entry appeared:

fi**Again, this may also have caused a receipts and payments error, can EDSC please
confirm whether this is a gain or loss at the counter and the amaunt.**

366. Mr Godeseth had been asked to look at this PEAK in adyaigevidence went over
two days and tlsiwas agreed by the partieaind thereforéehad been given a chance
to familiarise himself with its contents, and those of an associated KEL. The PEAK
stated "Worth noting that the branch did not have any issues with the mismatched
transactions because this was fixed before they did thelitod.branch is not aware of
this and it's best that the branch is not advis@nphasis added)

367. When it was puto Mr Godesetlthat this showed that on not all occasions were SPMs
advised of impacts on their branch accounts of particular problems, he saickttsaat fi a
fair inferenceo. A sense cohctusioa,nandel agreg with Mic 0 mmo
Godeseth that it is indeed fair tthnkdr aw t
| would say that Post Office were well aware of this and | would argue thatfost
Office decision whether or not to tell a subpostmasterThi s shows that N
was not immune from arguing the case or making suggestions not supported by the

evidence. Nothing was produced by either side to show that the SPM in this sase wa

tol d. Certainly the person at Fujitsu wh
advisedo cannot have s harM@Godéddetididhowkecs et hd s
al so say, in my judgment ag atothmsthermwaar t ant |

di al ogue with [the] Post Officeo and he
NnPost Of fice would have been aware of wh a



368. The associated OCP however, whose subject
FAD 1 8 Blu2adudneaning foreign currencygave a great amount more detail.
It stated:

AA singl e SC -7M204d hvwpse write® B 2reoi7 on 26th November at
12:43:17, selling 1000 US dollars, with no corresponding settlement line. To remove
the effects otthis message at both the branch and on POLFS, we will insert a new
message to negate the effects of the original message.

Justification: If the change is not made in the counter messagestore (before the stock
unit is balanced on Wednesday), the branghhave an unexpected gain of £484 (or
thereabouts depends on exchange rate), and a receipts and payments mismatch. This
gain would have to be resolved at the branch. There would also be an inconsistency
between the branch and POLFS to be resolBgdtorrecting the problem locally, the
branch may not be aware of the probjeand there will be no inconsistency between
the branch and POLFS. 0

And:

AThe message wil/l include a comment to s
problem(this will not be vsible to the branch).

This change will first be applied to a copy of the messagestore within the SSC
environment, and the stock unit then rolled over to make sure there are no unexpected
consequences.

Neither the new nor the old message will be inetlth data sent to POLFS.

Gary Blackburn (POL) is already aware of
(emphasis added)

369. This shows that the Post Office did know, as Mr Goddsathsaid. It also shows that
the branch would not be able to see what was done. It also showed that the intention
was to reverse, by means of a specific insert into the messagestore by &ujéstry
or data in ordeto correct a discrepancy in the bca accounts caused by an error or
problem within Horizon Legacylhis was approved by the Post Office as shown by a
| ater entry. The OCP had been raiised by
effectively what the message needed to contain or achiesas:

AExtra detail: The original message had
PQty:1000. The new message will have €tySaleValue484, PQty:1000, with other
attributes (including exchange rate) as b

370. The specific messagbat was insertethto POL FS as shown in the OCR, was as
follows:

AExtra detail: This OCR is being raised
details for branch 183227 and insert these into tps_pol_fs_summaries_incomp table on
the host.



Comments
Andy Keil (POASSC Support) wrote at 12/12/2007 15:07: Updated POLFS feed for
branch 183227 product 5129 mode SC with S

Mr Godeseth agreed $4H0a0beingmseded i theoRus Afficé ] u s t
systemo.

371. However, the PEAKIlearlydemonstrated that the fix or corrective action that had been
applied had simply made matters worse. This is becestseed for 14 December 2007,
two days after thenessage had been inserted by Andy Keil of Fujitsu, the following:

AThe c oblemwhich caused the first issue has been corrected by inserting a
message into the messagestore, for equal but opposite values/quantities, as agreed with
POL (OCP 17510).

As a result of this corrective action, the net effect on POLFS is zero, and RGeS
are in line with the branch. POLMIS received both the original message and the
corrective message.

Once the problem was corrected, there should have been no impact on the branch.
However it has been noted that the stock unit BDC had a loss06D$Wvhich was
generated after the correction was made. We have already notified Gary Blackburn at
POL (email attached)This appears to be a genuine loss at the branch, not a
consequence of the problem or correctian

(emphasis added)

372. On 17 December Ann@hambers also stated in the PEAK:
ASummary for development:

A single SC line was written for $1000 (£484), with no settlement, in the middle of two
RISP transactions.

The line was missing some AdditionalData so it wasn't harvested properly, bwithe m
problem was the lack of settlement. POL authorised us to insert an equal but opposite
message, to prevent a discrepancy (in theory anyway) and to avoid problems on POLFS.
Please note that this is exceptional and must not be seen as a convenientawoidan
place of a fix.

Subsequent investigations showed that a second packed pouch barcode had been
scanned, before the receipt for the first had finished processing. See the audit log /
messages on counter 7 26th Nov at 12:43 / 12:44.

PC0147357 is alesly with developmeribr what | think is a similar problemMode
reverts to what it was prior to RISP.

Please also see update on that call.

Rouing to EPOS®ev via QFP.



[End of Response]

Response code to call type L as Category -40Pending -- Incident Under
Investigation 0

(emphasis added)
373. The PEAK was finally c¢closed on 17 April y
was Aupdated tobCadddeo.Devel opment

374. There are two important points to make in relation to the entry in this PEAK which
have quoted aB[/ 1] above. Firstly, the discrepancy in the branch accounts, wash
after the fgiodefioit,avasi bvoadly an ¢he anwound of the difference
between the two corrections that were made, namely the one by the OCP and the OCR.
Thesecorrectionshould, in my judgment, have been in the same amount, as one relates
t o nf r(ordhe brancimessagestore)nd t he ot her fAback end:«
far as Horizon is concerne.h e st at ement ihis appehre to PeEBA K t h
genuine | oss at the branch, notissaAmply onseqt
insupportableThat is a stament made by Anne Chambevghich in my judgment
flies in the face of the documentsam supported in my conclusion by two things.

Firstyy, Mr Godesethods evidence, when it was
wh e n h kavig aeaddhisiPER in more detail overnight then yes, clearly that is
what appears to have been the case. o | a

documents and by the text of the two different correcti®asondly, plain and obvious
common sense.

375. The second impoant point is that the PEAK makes it clear ttos something very
simlar,has happened BGOI406367es alrelady with tdevelopraent fior
what | think is a similar problem Mode reverts to what it was prior to RISP. T h e
reference téi d e v eelna pghe department within Fujitsirthere software is written
to correct issues with the system. This is supported by the closure of the PEAK and
defect cause sti@odeg. fiDevel opment

376. There is an associated issue that arises oPEW, the numbeof which | will again
recite for clarity, PEAK PC015201#will deal with this here, rather than in the section
dealing with Mr Coyneb6s evidence or with
latter placecould bea more suitable home for it). This isdause it goes to the weight
to be given to Mr Godesethds evidence.

377. A detailed explanation was put to Mr Coyne on this very matter, which occurred on the
third day of his evidence on 6 June 2@™@l went from page 103 of the transgrijpn
until pagel15 when the OCP was then put (whigant to page 120) and then the OCR
which was put between page 120 a28. Leadingcounsel for the Post Office stated

Al can tell yotuhath fingdtrecmea&amswwhafiSo on
thanthesed val ue of A1,0114.73 and the quanti
|l 6m telling you this on instructions bec
suggestion was going to be mlawhemadeckar | It

that there was hat wasbeing put to Mr Coyne a& detailed explanation of what had
occurredwa s fon i anditwasunowhereimtbe, evidence.



378.

379.

380.

381.

Mr Godeseth was crosxamined or20 and 21 March 201%hen Mr Coyne was

cross examined, about 2 %2 months latey,;rae at deal was putf to h
as | have identifiedlt was a detailed factual explanation that was not included in any
evidence atallFi r st | vy, the OCR that went with it
raised so that EDSC is authorised to achthe txn details for branch 183227 and insert

t hese into tps_pol _fs_summaries_incomp t

precisely because Mr Godeseth was corrieciny judgment, in his understanding of
what had occurred. | accept his evidence on 8ggondly, the explanation ptat Mr
Coynefi o n i n swas (broadly) that there were typooblems A careful attempt
was made to explaito Mr Coynehow (basically) Mr Godeseth had misunderstood
and to downplay the effect of what had occurred

| do not accept that this subject was capable of being corréatedn if that is what

the documents showed, which in my judgment they plainly did mothe way adopted

by the Post Officéy attempting to givevidence by way of submissiofiem counsel

fion instructiond. This deprived the cl ai ma
if explanation it was, by crossxaminationFurther and irany event, there was ample

time for the Post Office to have provided a short witness statement fromtsuFuji
witness, such as Mr Parker (who was not called until 11 April 2019) dealing with this

if that was the evidential explanatioif that had been done, permission for that
statement would have been required, but given the matter arose from something Mr
Godeseth was asked about, that application could have been dealt with at the time and
if this genuinely was evidence that the Post Office could not have known in advance
would be required, it would have been allowedBren supplementary questions in
chief could have been used as a method of obtaining actual evidence on thid point.
simply is not procedurally acceptapte fair,for evidence of this nature to be given by
way of submi s s i ldowevér and inany cade rl have congice diak
Post Of f i c endtwithstaading thee points, land $find that the documents

do not substantiate the explanation given on Dato2r Coynewhen hewas being
crossexamined.

The explanation did not make sense on the face of the documentbesrid not
support the points that were being put #«
out, thePEAK identified that a message was to be inserted into the messagestore. None

of the documents put to Mr Comessagefwasn | nst
This point was made by Mr Coyne during the cresamination:

A Q. Yes. So what they are talking abou
being made by using the TIP repair tool into the TPS, correct?

A. Right, so this doesn't ik to the creation of the message then.

Q. It doesn't relate to the branch accounts, Mr Coyne, does it? This is an OCR which
involves an exercise well, the use of the TIP repair tool to change data that is in the

TPS system, yes?

A . Yes, but the PEAK refers to the inser

The critical point, that the explanation skipped over, was what the message that was
inserted in fact wasn actual termsHad that message been produced, it could have
bea looked at, and deciphered. Understanding such a message is not an insuperable
task beyond mortal§.he second poins that the PEAK refers to a KEhamelyKEL
obeng3120K. At the beginning of thigial, | asked for hard copies of all PEAKs and



KELs put to witnesses to lpgepared in hard copy too, so that | had a working file that

| could use during the trial for PEAKs and KELs already referred to (in addition to the
three OPUS trial bundle screahsit | had to work from). This was done. That KEL is

at tab 21 ofolume 2 ofthefileent i t 1 ed APEAKs and -&&Bds ref
120. The KEL st aanhdel will repnoducef thee ltekt anviuil, mguding the

relevant table references.

AKEL obengc3120K
Title:

Not harvested: Could not update database: Updating table TMS RX BDC _
TRANSACTIONS, ORA02290: check constraint
(OPS$TPS.BT23B_BUREAU_REGION_CHK) violated.

Summary:

Harvesterd did not harvest message: Could not update databaseingpdhte
TMS_RX _BDC_ TRANSACTIONS, ORAD2290: check constraint
(OPS$TPS.BT23B_BUREAU_REGION_CHK) violated

Symptoms

The Harvester tried to insert into the BdC table TMS_RX_BDC_TRANSACTIONS a
message with missing 0Bl ac k-B2@%]Go detecttaa . Thi
check constraint (OPS$TPS.BT23B_BUREAU_REGION_CHK) violation, hence the
appearance in the TPSC254.<br><br>Harvester exceptions do not normally cause
entries on TPSC250, but this one seems to. <br><br>TPSC257 displays the contents of

the TPSIncomplete Summary table where the summarisation program detects that the

tot al harvested transactions for the day
Problem

Due to some data in the O6Blackbox6é or Adi
populated, the bureau product was missing key data

including<br>BUREAU_REGION<br>MARGIN<br>MARGIN_PRODUCT<br>EF
FECTIVE_EXCHANGE_RATE<br>and so when the Harvester attempted to insert the
message into the BdC table TMS_RX BDC_TRANSACTIONS, however Oracle
[ORA-02290] detected a check ctnasnt
(OPS$TPS.BT23B_BUREAU_REGION_CHK) being violated.

Solutioni ATOS

Warning: Check the AMOUNT (or sum of AMOUNTS) for the branch on the TPSC254
report.<br><br>If the total AMOUNT is NOT ZERO, and the branch is NOT on
TPSC257 (same day), <br>or thealoAMOUNT IS zero and the branch IS on
TPSC257 (same dathen there is probably a problem with the messages written on the
counteri a bureau SC message with no corresponding settlenutss. KEL
<ahref=kel._view_kel.jsp?KELRef=acha3159Q>acha3159Q</a>ddmeCheck the

messages anyway, just to be on the safe side. If the session was settled
properlyé. <br><br>MSU must raise an OCR s
to populate the missing columns, using values from another transaction for the same




382.

383.

384.

385.

currency, same branch, same day if possible.<br><br>NOTE: By repairing the txn, the
TPS POL_FS _SUMMARIES INCOMP will be corrected automatically after that txn
has been successfully harvested. <br><br3ttthe past, we have just repaired these,

on the assumpin that they are genuine SC transactions which have been corrupted
However | think it may not be a genuine sale, but is related to an attempted pouch
reversal (this is certainly the case for the more extreme instances where the settlement
is missing). lthe SaleValue and the PQty have opposite signs, and there is no reversal
(mode ER) for the transactiotiis may have caused a loss or gain at the branch which
they candt r deténnekmowtftherensamdthereccurrence like this.

(emphasisdded)

This KEL shows that there wagpatentialimpact on branch accourits t st at es i
may have caused a | oss or gain at the ©br
which is very clear. 't shows t hiaadn,& hies e X
in my judgmentcompletelywrongl t al so shows that it has F

past we have jluwsudalsoeptafor coendletendsstiraetits. KEL is
not dealt with at all by Mr Parker in the table accompanying Hisithess statement.
Two KELs from Ms Obengre namely CObengl1123 at number 24 in the table at
E2/11/40; and obengc5933K at number 31 in the table at E2/Hd¢&:ver, this one

is not.

I accept Mr Godes et hwhish isswhollyd consistentito the t hi s
documents, in particular the PEAK and the KHbe text of those documents shows

that a message was intended to be written into the messagéstoaetual message

used is nowhere available; the effects of all this clearly being an impact on branch
accounts.

A further PEAK wasP(0175821, which wadated22 February 2009. This also related
to foreign currency transactions. This PEAK relatetvo problems, or a problem with
two elements to itlt is at F/485/1 in the trial bundle, and it clearly and expressly refers
to the same KEL, obengc3120K.

The two aspects were explained by Mr Godeseth as a change using the transaction
repair ttdoel fteedigett o POLFS correcto and a
to get the branch aligned. 0 The repair #fh
POLFS had to be aligned. If they were not, there would be a discrepancy in branch
accountsThis shavedthetwo problems, or two sides to the same probléemas stated

as follows in the PEAK

AThe first is where all five SC transactions missing core data as described in the above
mentioned KEL."This means obengc3120K, referred to at the beginnititedPEAK.

And the nASecond is absence of equal but
PC0152014 for a similar problem and how problem was resolved."

AThere are two sides to the problem rel at
txns missiig core data as described in the above mentioned KEL. Second is absence of
equal but opposite [i.e. settlement] lines. See PC0152014 for a similar problem and how
problem was resolved.



For the first problem, | have used the TRT [the transaction repdjrttomsert the
mi ssing data i.e. Regi on, Mar gi n, Mar gin

The reference t o 0RPCOISGR0LS isnthe aanyPEAKredenresiéoc t i or
in [37€ above.

386. Mr Godeseth agreed with both of those point$he PEAKas they were put to him by
the claimants. Basically, half the data was missing. The transaction repair tool or TRT
was used for the first problem

387. Numerous other PEAKand sone KELs were put to him with very specific details.
Both Gareth Jenkins and Anne Chambers were involveaising, or investigatip a
greatmany of then and they are referred to in the text of both classes of do¢sirtren
all ofthemMr  Go d arswers to Questions were, in my judgment, consistent with
the entries within the documents, and also consistenttwithe c | a i onathret s 6 cC 8
Horizon Issuesin particulay those in the PEAKdealing with foreign currency which
| have explained above watear, and settlement lines were missing, which Fujitsu
sought to correct by injecting lines into both the messagestoriatarfdOLFS.

388. Finally, a series of questions were put to him destrating what are called APPSUP
permissionsThis is a very powerfypermission (which really means level of access)
and PEAKP(Q0208119, which runs from February 2011 onwards into 20itibeyond
(the final entry being in 2015jnade the following relevant comment:

AAs per the pr ev ihe wle AFPEUPKiextcemetynpewerfusand
should only be used under extreme circumstances and under MSC supefdsiooh

the Branch Database design was that 3rd line support users should be given the 'SSC'
role, which is effectively read access, ie. 'select_any_talsielect catalogue'. SSC

team members should only have[agcessBRSS for normal support investigations,
unless the information has not replicated in time. SSC should only given the optional
role '"APPSUP' temporarily (by Security Ops authorisation/emeygd&c) if required

to make emergency data amendments in BRDB Live.

It is a security breach if any user write access is not audited on Branch Database, hence
the emergency MSC for any APPSUP role activity must have session logs attached
under the MSC. HodDev previously provided scripts, such as the Transaction
CorrectionTool, are written to run under the SSC role and also write to the audit logs.

SSC users created on BRDB should only have the SSC role, and the user creation script
should be amended by Hd3ev to reflect this. Aseparate script giving/revoking
emergeng MSC access via APPSUP can divered, logging this to the hostaudit
directory. In parallel HosDev should investigate any Heldev delivered script to
ensure they are all executable by the SSC role. SSC should investigate any of their own
scripts to asure they have sufficient permissions under the SSC role, taking into
account they should primarily perform their work on BRSS.

Any day to day scripts should not access BRDB diredlyy scripts needing more
than the SSC role should be questioned, gxtleose that would run under MSC




389.

390.

391.

APPSUP. Once the investigation is complete, all BRDB SSC users with APPSUP
should have the role removed by ISD (via MSC) and ensure they do have the SSC role.

If anyone is in disagreement with the above course of ac¢hien,!'ll set up a meeting
with yourselves and Security when I'm down in BRAO1 next week.

(emphasis added)

This entry was frorAndy Beardmore, Senior Software and Solution Design Architect
Application ServicesThe experts are agreed that the APPStdle would, effectively,

permit anyone who had that permission to do almost anyiinglorizon It was

available to 3'line support aBSC, the level at which Mr Rollas employed by Fujitsu.

This PEAK further substantiatéke evidenceof Mr Roll and isconsistent with it.
APPSUPWas descri bed by Mr Parker as At he mo
of privileged access to the BRDBO. It i s

A later entryin the same PEAKtates
fiThe Business Impact has been updated:

1. Cost: There is currently no "cost" to this issue. The users affected have more access
than is required.

2. Perceived Impacthe customer is not aware of this problem or change.

3. Scope: No actual impact/incideras problems relating to this issusve been
experienced yet (and not expected)

(emphasis added)

The customer was the Post Of fSCuosershadinge i s
had far greater access, namely the powerful APPSUP permissions, on more than the
intended basis, whiclwas supposed to be in extreme circumstances only and
temporarily.This is shown in an entry for 1 February 2011 by Mark Wright who stated

ife. SSC users have the APPSUP roleo and AW
etcwe used fapps up®hawe alwayshhestnd what they megrated@s

on Horizon databases. o0 (emphasis added)

It is clear thatall the member§SChadalways APPSUP, but were not supposed to

have this powerful role all the time.

Anne Chambers said, in an entry on 1 Februaiyl20

AUnfortunately development write their sc
stuck with it unless they deliver new scripts (which would not be a popular or quick
option).

When we go off piste we use appsup Can we have both??0
(emphasis atkd)




392.

393.

394.

395.

396.

Mr Godeseth said that by #fAoff fhasng®o he v
fix a problem that was not catered for b
which he meant SS@.was dear that SSC were using APPShBIfd wished to attinue

to do solt was equally clear that all the members of SSC were not supposed to have it.

The Post Of ficebs auditors for the year
(AE&YO) aknowa glopal finme. In khe Management Letter for that y&&Y
had identified the following:

AThe main area we would encourage manage
improving the IT governance and control environment.

Within the IT environment our audit wortkas again identified weaknesses mainly
relatingt o t he control environment operated by

Our key recommendations can be summarised into the following four areas:
1 Improve governance of outsourcing application management

1 Improve segregation of duties within the manage change process

[1 Strengthen the change management process

[] Strengthen the review of privileged acaess

(emphasis added)

The fithird party IT supplierd referred towere Fujitsu. Whether it was theork

performed by E&Y that had led to the d&on at Fujitsu that the APPSUiermissions

were not being sufficiently restrictext controlled or something else, does not much

matter. A company such as E&Y would not lighttgfer to fiagain identiied
weaknesse8 i n the Management ublessthatonclusiomhada par
been reached after a high degre@mifessional and in depth investigation, of a type

that even a lengthy adversarial trial such as this one cannot hope to replicate.

Inded , the Post Officeds @dhsiltgationdatesl 11conf i r
February 2019 that Fujitsu SSC users who were ident#eBERSONPOA UNIX

(also sometimes referred to as POA Unix users) had a range of privileges and were
granted the UNXA®M role. This may be a descriptor for Unix (hence UNX)
Administrator (hence ADM) but this does not matter. The UNXADM role contains, to
guote from the | etter of 1whickiestateditabey 2019

AThi s 1 s an Crfa gsk ey databgse ddimieistrators {DBASYS of
privileges are granted to this role so users have the ability to update/delete/insert into
any of the Branch database tables

(emphasis added)

POA Unix users also are:

AGrant ed t he tlelollowingteyecutalole fienctiens:ut e



397.

398.

399.

400.

401.

(a) OPS$SUPPORTTOOLUSER.PKG BRDB TXN_ CORRECTI®Nramework to
allow the user to insert fully audited balancing records into a BRDB transaction table
(made against node I D 99).0

Both of these are powerful roles. \Bodeseth was asll specifically about the DBA
role explained in 895 above His specific answers merit quotatierrbatim

AQ. You woul d a g haseethetrole avhich allows them ppivéleggs toe
update, delete, or insert into branch database tables whether they are using the
correction tool or not?

A. Those people could log on to the database and do an awful lot of damage.

Q. And the only audit of #t that we have prior to 2015 was log on and log off; that's
correct, isn't it?

A. Correcto

(emphasisdded

Mr Coyne had given evidence that he had identified 2,175 occasions when it had been
used. Mr Parker in hisBwitness statement had said thgufe was wrong, but also

said:

A | have not examined the privileged use.]
expectation is that these uses of APPSUP, or at least the vast majority, are for support
work that does not involve changes to transaction datanmot recall any cases in

which it has been used to change transaction data, but | cannot state unequivocally that
there are no circumstances in which it ha

Mr Godeseth said in his written ewidence
inject, edit or delete transaction data in Horizon Online. As far as | am aware, this has
never happened. 0 His evidence above about
not work out the number of times this may have happened in any event. Ta¢nefo

fact that he was not aware it had ever happened is neither here nor there, and does not
assist the Post Office.

In his reexaminatiorMr Godesettwas asked about amtry in an OCP in relation to a

fix that stated UNIX user brdb. He said he did krmdw the detail, it meant logging on

to the dat abas e referaed tdfi wohuel di LbNel Xo nues eorfo t he ¢
These were not members of the SSC. Wh e n
|l relandd exactly?0 he tleahardward sch@NIXpseanp | e
operating system so they work at a prett
he meant Athey have pretty powerful use
process as to how t hey uspetetardat@ccontroHom al s
the process they go through before they did any of this type of activity, which in that

re-examination example wadkogon to BRDB Node 1 as UNIX user 'brdb'.

v
y
r
0

He was also crossxamined about some of the bugs, which appeareirBtiy Table
considered and partly agreed by the exp@&tie. main admitted bug by the Post Office

(in distinction to other bugs admitted by its expert, Dr Worden) is called the Callendar
Square bugMr Godeseth gave evidenae his witness statemeaboutthis, partly in
response to a statemeinat had been givdsy Mr McLachlan, who was nan the event



called bythe claimants. HoweveMr G o d ewdernicehabaut Callendar Square on
this was still called by the Post Office. It is a Legacy Horizon idguésodesetthad
no first hand knowledge of this but had reviewed documents and spoken to Mr Jenkins.

402. One of the KELs to which he was taken, with the reference JSimpkinsBdagd to
problems with Riposte and what was sometimes called the Riposte@idaakiock
problem.This was when an unexpected error occurred in Riposte while attempting to
insert a messagé&he KEL shows it ran from 2002, with other evemtsurringin 2003,

2004 and 2005. The entry for September 280pressly states h a t prdbterh is s

occurring every week, i n one caseAkt t he
was sent to development. Under fAsolutiono
ASMC: I f t he e v eoubter offce duren@ the warking aourithe t |

PO, or up to 18:00 on a weekday (in case they are balanchud-batrs), RING THE
OFFICE AND GET THEM TO REBOOT the eventing counter. If they are in the
process of balancing, it is strongly advised that they reboot before continuing with
balancingasthey are at risk of producing an incorrect balantarn the PM that if
transactions appear to be missing, they should not-katezed- they will become
visible after the counter has been rebooted.

If a reboot/Cleardeskioes not resolve this problem, send the call over for further
investigatonSSC can rebuild the messagestore on

(Block capitals in original; emphasis by underlining added)

403. Therisk of a branch producing an incorrect balance essalt of this problem with
Riposte is clearly recorded. An incorrect balance is another way of referring to
discrepancies in branch accounts, a central issue in this litigation.

404. The Callendar Squarssue or consequences (now admitigdhe Post Officdéo be a
bug) werediscovered in 2005 at the Callendar Square branch (hence the. itame)
also sometimes called the Falkirk bug, but I shall refer to it as Callendar Shuare.
undoubtedly caused discrepanciegha accounts. The SPM in question hagdpsut
from their Area Manager and the documents demonstrate the following, from the Area
Intervention Manager Visit Log:

AThis office had severe problems bal anci
£6,414.46. After checking various reports | am saisthat the error is made up of:

£3,489.69 Transfers
£2,870i Giro Deposits

£54.52i unidentified (however due to all the coming and going wittkeging entries,
then this could come back as an exror

The Spmr claims that there was a Horizoftvgare problem on 14.09.05 from 15.30
onwards. This was picked up when a member of staff noticed that a transabiidn,

had been taken by another member of staff, had not been entered onto the system, so
therefore she put the transaction through. Stezled at the time with her colleague




who said that she thought she had put it through already however she accepted that she
could have made a mistake. Following on from that, it was picked up that other giro
business deposits that had been entered hacbnuw up on the system, so they were
re-keyed.

There was also a problem with transfers from one stock to another, in that they had
doubled upThe Spmr made several telephone calls to the NBSC, telling them about
his problems and he was advised to camywith balancing and produce his Cash
Account. Whilst doing this a warning came up, however the NBSC told the staff to
continue to roll overThe result was that the office balanced £6,414.46 short.

The Spmr spoke to the Horizon Support Centre (ref E050123) who investigated

and agreed that there had been a navigation problem that had now been rébsgffed.

told the Spmr that they would report to NBSC that they had identified and rectified the
problem and that the amount could be held in the suspmt®untHowever, as part

of the shortage relates to transfers, and no error notice will be issued, then the Suspense
Account Team are not prepared to authorise the entry.

| telephoned The Suspense Account Team (Ann Wilde), who told me that cheaks coul
be made with Girobank after next Wednesday, and if that shows that duplications have
been made, then they will authorise the amount to be moved to the suspense account,
until the office receives an error noti¢¢owever, Ann stands by what she said about

the transfer problems, and that they would not move this amount to The Suspense
Account.

| went back to the Horizon Support Centre and spoke to a supervisor (Ken). He said
that the call had now been closed as the problem had been rectified. | askedhsvhat

to happen about the resulting shortage and he referred me back to NBSC, who they said
would do various checks. | then contacted NBSC, spoke to Rob Hughes and told him
the storyi he said he would put a call through to Service Support. No follow up was
received from Service Support regarding this call.

(emphasis added)

405. The important points from this are as follows. This problem turned out to be an admitted
bug. At the time, the SPM noticed the problemn d coul d only i dentif
withHon zono and reported it. The branch acc
amount, over £6,400. Horizon Support Centre, after investigation, agreed that there was
a fAnavi gatiithsis agproldem|wehniee Horizosystem, and was caused
by abug. The Suspense Account Team would not authorise the shortfall in the branch
accounts being moved to the Suspense Account; in other words, they were not prepared
not to hold the SPM responsiblelr Godeset h al so accepted
appearsd go back to February 2003 and similar lock agent problems back in November
20000, a point that he accepted as fAthaté
somewhat longer than something that just occurred in 2005 for the firstDumeag
thatfive year period, branch accounts were usually being produced every four weeks.

406. Mr Godeseth admitted that it was fdHe horri
said nAnService Supporto wasTheswryatf0dpndt s u, [
[405 read like a minsummary of many of the factual issues in the lit@yagenerally,
with the exception that this is an admitted bug by the Post Office.



407.

408.

4009.

The subsequent documents in this respect show that the matter went on for some
considerable time. In November 2005 the following is stated:

Al/ Thi s pr o ldeefrhe iecnciliation ermorccloged it RC0126042
2/ Presumably the root cause is deemed to be software not hardware

3/ The Postmaster has a workaround in place which is not to duplicate transactions (e.g.
Transfer In) just because the original ag¢snwere successful but not showing on all
nodes

4/ POA CS MSU have a workaround in place which is that if 3/ above is not followed
& PC0126042 reoccurs, a BIMS will be issued advising POL to issue a Transaction
Correction

5/ There is no SLT for softwa fixes as they are delivered based upon the priority or
severity of the issue and could remain opamil both businesses decide a fix is
necessarg r t he work around is adequate. o

This shows that the entry in the PEAd#entifiesthis as a softwargrodem; that is
effectively now accepted, but this entry from 2005 did not lead to any public acceptance
of a bug in Legacy Horizon either then, shortly afterwards, or for some years after that.

The acronym SLT means Service Level Target. What this entansnis that this

problem had occurred before, and was known to have occurred bfere;was
something called fAa workaroundo in pl ace
deciding not to duplicate transactions if the original transaction did not shas up
successful on all the nodes; if that were not done, TCs would be required; both Fujitsu

and the Post Office had to decide a software fix was required in order for this to be
corrected by fixing the software. No such decision had been taken at this poin

At Callendar Square itself, in January 2006 the SPM phoned one of his superiors. The
record of that call in the log states the following:

Al ssue Rai sed: PM WANTS TO SPEAK TO SAN
REGARDING SERIOUS PROBLEMS WITH HORIZON IT IS REPEAT
PERFORMANCE AS TO WHAT WAS HAPPENING BEFORE AND HSH FAILING

TO PICK IT UP

Response by SPM: Telephoned the office and Allan said that he was having problems
again with transfers. He has contacted the Horizon helpstbskhave subsequently
come back to hinto say that there is no system problem and that he should contact
NBSC. He did this and from what | can understand the NBSC have told him that he is
trying to balance on two different terminals. Allan disputes #imd is adamant that
there is a system errr . O

(Block capitals in original; emphasis by underlining added)




410. The st atement that #Athere i s no edderdlf em pr
conflicts with what the PEAK adD71had r ecor ded, that Apresu
was the software.

411. Emalils in February 2006 to and from Anne Chambers stated expressly the fallowing
fi é Lnotice that in the early guise dii$ problem in the call it states the PM as Female:

Wed 12 October 2005 17:39 by UK956078 / HSH1 Saved: Wed 12 October 2005 17:39
Pm was trying to transfer £2490 from node 7 onto node 2. She states that she has
accepted the transfer on node 2 but theesyss not showing this. On node 7 it is
showing pending transfer but it is not showing on node 2. It appears on her transfer
sheet as completed.

At the bottom of this email re a magical £43k appearing and disappearing the PM is
Male He reports:

You mg recall that in September the above office had major problems with their
Horizon system relating to transfers between stock units.

The Spmr has reported that he is again experiencing problems with transfers, (05.01.06)
which resulted in a loss of aroufd3k which has subsequently rectified itself. | know
that the Spmr has reported this to Horizon Support, who have come back to him stating
that they cannot find any problem.

Clearly the Spmr is concerned as we have just spent a number of months tsgrg to
out the first instance and he doesn't want a repeat perforntd@dés.convinced that
there is something wrong with his Horizon .kitwould be grateful if you could
investigate this and give him any support that you can. I'm due to visit the office
tomorrow to have a look at his paperwork and discuss the situation with him.

So apologies for the long windedness but | have been given this by Liz as a problem
So:

1.1s there a problem at this branch? is it Horizon kit or is there an issue witthete®f

2. If there is an issue is this S90 release the cure? how confident are you/we it will fix
the problem?

3. S90 counter release due week 4th March. Getting Sarah to check if this site is in the
pilot 24th or just part of the general release 4trdi.

Appreciate your comments please. 0

(emphasis added)

412. In the answer to this question posed in February 2006, Anne Chambers stated the
following:
AHaven''t | ooked at the recent evidence,

Riposte lock prolem 2 or 3 times within a few weeKBhis problem has been around




for years and affects a number of sites most weshka finally Escher say they have
done something about it. | am interested in whether they really have fixed it which it
why | left the cdlopen- to remind me to check over the whole estate once S90 is live
- call me cynical but | do not just accept a 3rd party's word that they have fixed
something!

What | never got to the bottom of, having usually had more pressing things to do, was
why this outlet was particularly prone to the problem. Possibly because they follow
some patrticular procedure/sequence which makes it more likely to rappesncould

still be worth investigating, especially if they have continuing problems, but | don't
think it is worthwhile until we know the S90 position.

Please note that KELs tell SMC that they must contact sites and warn them of balancing
problems if they notice the event storms caused by the held lock, and advise them to
reboot the affected counter befocontinuing with the balancéJnfortunately in
practice it seems to take SMC several hours to notice these storms by which time the
damage may have been done

(emphasis added)

413. This shows the followingmportant points. At least Anne Chambergarly2006, and
all those with whom she was corresponding, knew that this prdblew admitted to
be a software bugyhad been around Afor yearso. Hor
SPM, whose branch accounts were affected by discrepahcles t At hey <cann
any pr obl e mthe parTvitiein F8jiCresponsible for providing corrective
action f or tihweuldnetalwaystnotisetthesadacaurred time and
by then fAthe damaglk fmiayd hédamaageb ketehnidsty o ne o .
meanimpact upon branch accounts.

414. Mr Godeseth gave evidence about S90, the software release intended to remedy this,
which was distributed in March 2006. This was 6 years atfgacyHorizon became
in use. His evidence was that this release wase Yy e ar bef ore what
rel evant periodo for Ms Misrads branch,
offences which he was asked abotte also gave evidence that the Callendar Square
bug affected 30 branches, and had caused mismatches mathch accounts 4®©
(corrected in supplementary evidence in chief f&inof them. He saiéh his witness
statement hat this i nformation had come from
Account Document Manager aistbrthelpuaposedioF uj i t
this statement wusi ng tHeacceptectmtthshrioghs de s c
witnessstatement was not correct. The figures that he had providatbhaoime from
an exercise specifically for the purposes of his evidesrdey the Horizon Issues trial.
't had actually come from fithe spreadshee
time, as | understand it by Anne Chambers, to actually investigate what had happened
when we had had these | ocks. 0

I
S
r

415. This was an importar@orrection by Mr Godeseth, for reasons that | will now explain.

416. Itis a matter of public record that Anne Chambers gave evidence before the High Court
in the case oPost Office Ltd v Castletof2007] EWHC 5 (QB) before HHJ Havery
QC. Her evidence in that case is summarised at [23] of that judgBedl@ndar Square
is referred tpbut as a single branch affectdthe reason that | have referred to this case



is becauset wasspecifically referred tdoy Mr Jenkins in an email & March 2010
which was referred to by Mr Godeseth in paragraph 14 of his witness statement. Mr
Godeseth said that he agreed with that email, which stated:

Al 6ve been asked about the issue at Call e
the spellingthat came up at the Castleton Trial.

| thought |1 6d better keep you in the | oop
|l 6ve now dug back into the archives to pr

1. The problem occurred when transferring Cash or Stock between Stock Units. Note
that WesByfleet does operate multiple Stock Units so the issue could have occurred.

2 . I't manifests itself by the Receiving ¢
made by the fisendingo Stock Unit and is ¢
transfe. Note that such transactions usually reappear the next day.

3. It is clearly visible to the User as
that one of the Stock Units is Balanced. This usually results in the Branch raising a call.
Therearensuch calls in Andy Dunksé Witness St

raised by West Byfleet. Also this can be checked on any Balance Reports or Branch
Trading Statements that are available from the Branch which should show that Receipts
and Payments doaich and that the Trading Position is zero.

4. The problem is also visible when looking at system events associated with the
Branch. The System events from 30/06/2005 to 31/12/2009 for West Byfleet have been
checked and no such events have been found.

5. The problem was fixed in the S90 Release which went live in March 2006 and so
would not have been relevant at the time of the detailed Transaction Logs obtained for
West Byfleet between December 2006 and December 2007.

Thereforel can conclude that the problems identified in Calendar Square, Falkirk are
not relevant to West Byfl eet. o

417. This email does not providenywhere neathe same degree of information about the
Callendar Square bug as was available at the time of the Hdssaes trialor as
recorded in the PEAKs abavEhere has obviously been further investigation at Fujitsu
into this specific Iissue since then, as n
information coming from Mr Lentoand Ms Anne Chamber§heemail does nouse
the term fsoft waefeeto thaufgcdthat it is accepbed by Fujitsd,
following an investigation, that the admitted khayl affectect leasB0 branches. Nor
does it refer to the fact that the Callendar Square bugaasenatches &t9 of those
30 branches.

418. The spreadsheet to whitlir Godesetr e f er red as having been i
by Anne Chambers was also put to him. It included textual notes and a list of call
references and branches affected by approxihatie, which were all in 2004 and 2005.

The notes were:



4109.

420.

421.

i N Biany other branches had multiple events, preventing replication, but these are the
majority of those which came to Pedidaving either reported a problem or it caused a
reconciliation reporéentry.

From Sept 2005, cash accounts were replaced by branch trading statements and the
TPSC256 report was no longer populatecin't remember how we then knew about
receipts and payments mismatchkes d i f we woul d have picked

(emphasis added)

These notes make clear that there were other branches potentially affected, and the list
of 30 branches compiledn t he spreadsheet were At he ma
is an exhaustive list and the notes suggest it is notsdimenary for each branch listed
gives a variety of consequences or effects. They include:

1. Receipts and Paymemismatch.

2. Receipts and Payments Error.

3. Host Generated Cash Account Line.

4. Unable to roll Stock Units.

5. Reconciliation Report.

6. Slow running counter.

7. Pension and Allowance Report printouts.

8. Screen freezes.

9. Problems with declarations.

10. Unable to create AA.

11. Loss due to double transfer.

12. Transfers not showing on nodes.

13. CAC Lines not matching.

The spreadsheet was disclosed to the claimants on 27 February 2019, or very shortly
before the Horizon Issues trial, and the properties shown on the electronic document
identify Anne Chambers as the author, with a date of 22 December 2015.

Mr Godeseth a&o, entirely accurately in my judgment, accepted that the Callendar
Square bug had beg@nesent for a considerable amount of time prior to 26{&5said

Al would agree that the underlying bug had been there for a considerablerobadly
sincetheHor i zon went i no. This is made <cl ear



ChamberentryinFe br uary 2006 stating that the pr
In anotherof the manyPEAKSsthat dealt with this issue, the entry for 22 September
2005 dNotex & fevsof thiese errors seem to occur every week at differentsites.

422. Mr Godesethwas taken tahe contents ofwo lettesf r om t he Post Of fi c
to the cl ai.Mefirttwadlateddd | Tultyyrzs016. Thi s was
soi ci sabsbantive response to the cl ai mant s
the letter of claim itself) and ran to 99 pagéke secondetterwas dated 11 January
2019. He agreed that certain important elementshef paragraphgé those letrs
explainingCallendar Square were incorrect. They were:

1. That the bug wasnly discovered in 2005.

2. That the bug had only affected one braridie second letter statea very clear
termsthai The Fal ki rk/ Call endar BageuaHfected thats s ue
one branch. 0o

423. Not only were both those statements inkhe st  Osfdliicceidtsor s6 corr e
completely wrong, buthe numerous documents[&80§ to [421] above demonstrate
that there were a great number of references, including in both KELs and PEAKs
(documents of a type that had been at one stageeaiiaio be wholly irrelevant to the
issues in this litigation) to the direct contrary.

424, Mr Godeset hodés witness hsdrasdeameation, praserdedt t hi
a very different picture to the one that eventually emerged. Indeed, | wotldiyer,
and | find that his witness statements omitted some very important headline points in
respect of the Callendar Square bug, presented a chronology very different to the real
oneg and had the effect (whether intended or accidental) of giving a adiste
impression of the Callendar Square bug and its impact

425. |1find thatthe headline pointsmitted by Mr Godesetare as follows:
1. The Callendar Square bug had exisfiedr obabl yo ( Mr Godeset ht
examination)sincethe inception of Horian in 2000. There were numerous incidents

of it occurring prior to 2005.

2. By February 2006, Anne Chambers and others at Fujitsu #tregtv hi s bug A he
been around for yearso.

3. 't had an i Prgparioga sdftwenedit wasvnotesdes g@siarity.
4. The bug had directly impacted the branch accounts of at least 19 branches, and
possibly mor e, as the Anne Chambersd spre

the majorityo.

5. There were numerous effects of this bug, and at leadifféBent ones identified in
the spreadsheet.
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6. Even in 2006, Horizon Support was tell.i
any probl emowhwint it hHo rbiuzgobns | mpand thiswaswer e r
recorded in documents linked by Fsiitdirectly with the Callendar Square bug.

7. Fujitsu hadhot established the total number of branches affectecbhguling the

events logsfor the purposes opreparingMr Godeset hds witness
otherwise.To represent the spreadsheet preparg Anne Chambers as being the

totality of branches affected by the bug is to ignore the text of the notes.

Finally on this 9oliinti,t drhed Ploestt facidlly i werde

i naccur at e. Nor can t he ePkoosvh abaut thei Are6s o w
Chambersdé spreadsheet until very early 20
document would surely not have been given only on 27 February 2019sevdy

working days before the Horizon Issues trial bedado not know viny the Anne
Chambersdé spreadsheet of 22 December 201
mere 7 working days before the start of the Horizon Issues trial, and it is not necessary

to speculate.

Although the Callendar Square bug Legacy Horizoncould, amongst other effects,
cause a receipts and payments mismatch, there is abotpén Horizon Online that
also had the same effegthis was called the Receipts and Payments Mismatchrig
is the first entry in th&ug Table Bug 1

Mr Godesetlgave evidence about the Receipts and Payments Mismatchisigvas

a problem at the cachelis information cameboth from Mr Jenkins and his own
investigations. He did not know about it at the time in 2010, and he did not in his witness
statement refeto what is in my judgment a very important document concerning this
bug, namely th&eceipts/Payments Mismatch issue notes dated in the trial bundle index
17 October 2012although it is likely to be a 2010 document as an associated document
from Mr Jenkirs (trial bundle reference F/100Ghd F/1001/Lis dated 29 September
2010 | will reproduce certain parts ofd@lissue notesas | consider them to be highly
relevant to the Horizon Issues. There were 10 attendees, including Mr Jenkins. The
document wasnarked Commercial in Confidence aisdaccording to the trial bundle
index, a memo of a meeting. Another document with the same ddieated
ACorrecting Account sanfdors tfd toesst ofi abnys clr regpraa
the problem will have corruptd a ¢ cTheissuesalesdocumenstated:

i What is the issue?

Discrepancies showing at the Horizon counter disappear when the branch follows
certain process steps, buill still show within the back end branch account. This is
currently impacting circa 40 Branches since migration onto Horizon Online, with an
overall cash value of circa £20k loss. This issue will only occur if a branch cancels the
completion of the tradg period, but within the same session continues to roll into a
new balance period.

At this time we have not communicated with branches affemtedve do not believe
they are exploiting this bug intentionalfgmphasis added)




The problem occurs as paf the process when moving discrepancies on the Horizon
System into Local Suspense.

When Discrepancies are found during Stock Unit rollover into a new Transaction
Period, then the User is asked if the discrepancy should be moved to Local Suspense.
If the branch presses cancel at this point the Discrepancy is zeroed on the Horizon
System.

Note at this point nothing into feeds POLSAP and Credence, so in effect the
POLSAP and Credence shows the discrepancy whereas the Horizon system in the
branch doesn't So the branch will then believe they have balanced.

If at the next screen the rollover is completely cancelled, then no harm is done. However
if the Rollover is reattempted at this point, the rollover will continue without any
discrepancy meaning Haon doesn'tmatch POLSAP or Credence

This has the following consequences:

A There wildl be a Receipts and Payment
Discrepancies that were "lost"

Note the Branch will not get a prompt from the system to say thers Receipts and
Payment mismatch, therefore the branch will believe they have balanced
correctly.

A  When the Branch begins the new Branch T
at Zero, however the Receipts and Payment mismatch will carry ovethmtoext

period.

Impact

A - The branch has appeared to have bal ance
a gain.

A Our accounting systems wil!l be out of s
A I'f widely known c ou thdHodzaruSysteemay btarcses of ¢
A Potenti al i mpact upon ongoing | egal cas
of Horizon Data

A It could provide branches ammunition to

Identifying the issue and forwardsolution

The Receipts and Payment mismatch will result in an error code being generated which
will allow Fuijitsu to isolate branches affected this by this problem, although this is not
seen by the branches. We have asked Fujitsu why it has taken 4o leagt to and
escalate an issue which began in May. They will provide feedback in due course.

Fujitsu are writing a code fix which stop the discrepancy disappearing from Horizon in
the future. They are aiming to deliver this into test week commen€i@gtbber. With

live proving at the model office week commencind' Tctober. With full rollout to

the network completed by the 2af October. We have explored moving this forward
and this is the earliest it can be released into live.



429.

The code fix wll on stop the issue occurring in the future, but it will not fix any current
mismatch at branch.

Proposal for affected Branches

There are three potential solutions to apply to the impacted branches, the groups
recommendation is that solution two shob&lprogressed.

SOLUTION ONE - Alter the Horizon Branch figure at the counter to show the
discrepancy. Fujitsu would have to manually write an entry value to the local branch
account.

IMPACT - When the branch comes to complete next Trading Periodibeld have

a discrepancy, which they would have to bring to account.

RISK- This has significant data integrity concerns and could lead to questions of
"tampering" with the branch system and could generate questions around how the
discrepancy was causedhid solution could have moral implications of Post Office
changing branch data without informing the branch.

SOLUTION TWO- P&BA will journal values from the discrepancy account into the
Customer Account and recover/refund via normal processes. Thineetl to be
supported by an approved POL communication. Unlike the branch "POLSAP" remains
in balance albeit with an account (discrepancies) that should be cleared.

IMPACT - Post Office will be required to explain the reason for a debt recovery/ refund
even though there is no discrepancy at the branch.

RISK - Could potentially highlight to branches that Horizon can lose data.

SOLUTION THREE- It is decided not to correct the data in the branches (ie Post Office

would prefer to write off the "lost"

IMPACT - Post office must absorb circa £20K loss

RISK - Huge moral implications to the integrity of the business, as there are agents that
were potentially due a cash gain on their
(bold present in original)

| find this to be a most disturbing document in the context of this group litigédttisn.

a 20D document and issues between the Post Office and many SPMs concerning the
accuracy of Horizon had, for Legacy Horizon, gone on for a decade (2000 to 2010) and
these continued undetorizon Online iptroduced i 0 1 0 ) . Under Al mpa
the bullet points incorporate a summary of these issues.

MA The branch has appeared to have bal anc:é
a gain.

AOur accountingystemg i e Hor i zon o wil e butof ®rcsvithwitxf f i c e 6
is recorded at the branch

A I'f widely known could cause a | oss of ¢
APotential impact upon ongoing legal cases where branches are djghetintegrity

of Horizon Data

A 1t could provide branches ammundtion to
(emphasis added)
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The attendees at this meeting included at least one member of Post Office (rather than
Fujitsu) personnel, Andrew Winn &OL Finance. There were obviously legal cases

going on at the time, hence the reference in the underlined bulletpointiongoi ng |
c a s. #the®e were criminal cases, the Post Office would be the prosecuting authority,

with certainimportantduties. If these were civil cases, the Post Office would be a party

with disclosure obligationsAn affected branch would believe it had balanced its
accounts correctly; it would not have done Fbere is an evidérconcernamongst

those at the meeting wih is recorded in this document that this issue should not
become fAwidely knowno in order to avoid c
Syst emo. Fujitsu do not seem to have been
problem or reacting ti.

Of the three solutions considered, the one that was adopted was issuing a debt
recovery/refund even though theveuld beno discrepancy at the brandbiven one

of the Common Issues was the status of a Branch Trading Statement, which the Post
Office argued should legally have the status of a settled account with the SPM as agent,

| note the suggestion adopted with more than passing interest. The solution explains
Afeven though there is no discrepancy at |
Statenent would be correct, or in balance. The discrepavayld notbein the Branch

Trading Statement, it ould bein POLSAP or Credencé&hat this is correct is shown

in an associated document from Mr Jenkins (trial bundle reference F/777/2) where he
statelthatit he data wused for the BTS wil/l al so
the end of the period. 0 BMASMmieredmisintBe anc h
document at F/1000/1 which states at [ 2 i
Discrepancy would have been transferred to Local Suspense and that would have been
Cleared, s¢ here are a number of (empghasis gdsledjwr ong v
other words, the Post Office itself was not considering the BTS as having the status of

a sétled account, based on these entries.

Further, an associated documententiiietde c ei pt s and Payments Mi

i 1The purpose of this note is to document a request that we have had from Post Office
in terms of presenting details of what hapgpe as a result of a bug in HNGIn
September 2010 which caused a Receipts and Payments mismatch and also resulted in
Discrepancies being lost.

The background to this is the fact that there was a BBC documentary broadcast on
Monday " February 2011 repting on postmasters being unhappy about being
pursued for losses by Postmasters on Horizon.

It should be noted that the issues described here relates texXHNGrizon Online)

and that the implementation of the accounting mechanisms in the two systetafiy
different (but they do produce the same reports and support the same business
process) . o0

(emphasis added)

The two referencesone t o Aongoing | egal caseso, th
T show thathere was a distinct sensitivity within bdtte Post Office and Fujitsu about

keeping this informatiorio themselves n or der t o avoid a fil o
Horizon and the integrity of its datA less complimentargthough accuratejay of
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putting it would be to enable the Post Office to continue to assert the integrity of
Horizon, and avoid publicly acknowledgingthe presence o& software bugThe
solution adopted was the issuing of TCs to the relevant branches. There was nty publici
given to the SPMat the timeabout the presence of this software bug in HoriZon.
entry at F/1000/3 states

Al't should be noted that as Discrepancies
would normally work in the Branches favour and so there is no incentive for the branch

to report the problem. Also if we do amend the data{atreduce the Discrepaggc

this will need to be carefully communicated to the Branches to avoid questions about

the system integrity 0

(emphasis added)

Mr Godeseth was asked abouwt thck of communication of i

A Q. Are you surprised t hateoplewouls judileed not
warned about it?

A. There was obviously a fear that subpostmasters may be looking to exploit this
because it gave there was a fear that people could see this as a way of defrauding the
Post Office.

Q. So concealing it from SPMs wheere honest was justified because of the
expectation of dishonesty of subpostmasters in the network, in a nutshell?

A. In my view, this was a decision made by Post Office on how to manage this
particular bug. You could interpret it the way that you hawtet.

Q. Do you agree with the way that | have put it to you?

A. 1think I'm agnostic. | can see thel can see a rationale for not broadcasting this,

but equally, if the objective is to be totally open and honest and take the risk of causing
morec haos in the network then yes, | would

Indeed, thepproach of the Post Office to notification of the existence of bugs to SPMs

is an illuminating one. The Post Office communicates with SPMs generally in a number

of ways. Methodghat have been referred to in both of the Common Issues trial and

al so the Horizon Issues trial include fABr
and al s¥i @éMemoa pop up mess aagmnak Duang app e a
the preparation ohis judgment, in view of the fact that judgments are required to be
factually accuratehecause datesansometimes become lost in the midshafe trial

bundles andrery detailed submissionand also because the simplest way to arrive at

a date when soething has been done is (sometimes) simply to ask the parties for a date

or a reference, on 7 October 2019 the parties were jointly asked the following:

fiFor each of the Dalmellington and Callendar Square bugs, could the parties please
indicate (by means f an agreed fact but only i f th
contendedor answer) their answers to the following two questions:

1. The date when the existenceeaich of thesevas communicated by the Post Office
to SPMs;

2. A trial bundle referace to a contemporaneous document, email or communication
from the Post Office demonstrating questiom 1
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The parties could not agree on a date when the existence of these twolaligndar

Square being an acknowledged bug in Bug Table dealt withbelow (from the 2

Joint Statement of the two experts) and Dalmellingtamich isnow accepted to be a

bugi was communicated to SPMs. The claiméatsweto the two questionswasthe

same for each bug, nameélyh at t her e was finoeouddotuemment n any
from the Post Office in the trial bundle showing that such communication in fact took

place and identifying the actual content of any such communicaton The Post Of
answer was as follows:

For Cal | e nitdhas neved loppend a3 f | it e 0 sonce iaveasdistoveeed,

the existence of the Callendar Square bug was communicated by Post Office to all
SPMs or communicated to SPMs who had been affected. Post Qffisels that it

was unnecessary and would have been inapptegdaloso 06 A number of r
and further explanation t hewasdffectedbythe d, s
bug this was detected and corrected in the ordinary coursea n d alh some t hat
cases, SPMs who were affected by the Callendaar@goug may have been made

aware that there was a problem in Horizdrich had caused an error in their accounts

which required correctioa.

€
t

For Dal meltl ihnagst onne:veir been Post Officeds
the existence of thBalmellington bug was communicated by Post Office to all SPMs

or communicated to the SPMs who had been affe€test Office's position is that it

was unnecessary and would have been inappropriate to. déhsoPost Officealso

st at e dhert an 8RM wiaaffected by the bug this was detected and corrected in

the ordinary course and t hat t h e Awdsaptevertéd] by effpdcticen b u g
countermeasures, from causieggv en a singl e i mp.act on bran

The Post Office also stated that thereeweral disadvantagés notifying SPMs of this.

The Post Office relied upon passages in
why users of an IT system should not be given information about parts of that system
which they did not encounter in their jawork; that therevas fino poi nt i n

educate all the users in details and terminology of the system which will never concern
themo; that the best thing to do is try e
new error mes;$d@qeée tMNautt lmenau ea@r snessages fro
Il i mi t ed h ahdpthepantsunssimitaisveinThe Post Office also provided
documentary references to instances wher e
although these documents were deployed in the evidence.

| will reproduce two entries from one of these documents, a PEAK with reference
PC0103864. This shows that on 3 June 2004
with some transfers yesterday, he was transferring stock andetaséeh the aa main

stock unit and the bb shared stock unit and although only one transaction shows for the
transfer out the transactions were transferred into the bb stock unit twice giving the pm

a discrepancy. o

The discrepancy in the cash account waZ20 in total (shown in the entry for 8 June
2004) although the reconciliation error reported by the Host was £44,580. This was
finally resolved on 5 August 2004 with the issue of an error notice. There is nothing to
suggest that the SPM was told thasthad been caused by a software bug.
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The Post Of fi c e, drmyauggmeny entirélynidesthetpdint.la my
judgment, the above passages are simply extraordinary. Two of the documents above
are dated 2010, some 9 years ago. The PEAK is from 2004, 15 yearb@goontents
support the <cl ai mant s ¢ujitsukrew, todake Qallerdar Hor i z
Square as an example, that this bug existed in Horizon. They knew that it had affected
branch account s. It was not, as the Post
to notify SPMs of this. | have listed the points on this bugtaf[above omitted by

Mr Godeseth from his written evidence. Those same pointtead to the same
conclusion in my judgment, namely that the Post Office ought to have notifiteh a

very least, all those SPMs whose branch accounts had been impacted by this bug that
this had occurred, and that it had occurred as a result of a softwarEheufact that

the integrity of Horizon data was a live issue at this simeuld not havenfluenced the

decision to notify SPMs of a softwarebbgur t her , t he Post Of f i ce
submissions t hat Sdorkstedlinahg ordinary coutseaicsc orumtt sa
suitable phrase, unl ess by hansedrireasanfor cour

the correctionsecret and thereforhidden from the other party in the accounting
transaction, namely the SPMlIso, one is not educating users in the details and
terminology of the system (as suggested by Dr Worden) if one informsthiag¢there

is a software bug in the system atglsymptoms are as followdhis is relevant to

Horizon Issue2, namely whethethe Horizon IT system itself aled SPMsof such

bugs, errors or defects as describetbguel above and if so hgwand alsdHorizon

Issue 9, which concerns transaction data and reporting functions available to SPMs. It

is also relevant to Dr Wordends consider a
includes vigilance by users (which means SPMs).

Mr Godeseth gave expressi@gance in his witness statement thag fReceipts and
Payments mismatchug occurred in September 2010. That date too faatually
incorrect. The issue notes refer to Fujitsu knowing about it far earlier, and Mr Godeseth
accepted he had seen this docunberibre his crosgexamination. That document even
records Fujitsu being taken to task the Post Officabout how long it hditaken to

react, as in AWe have asked Fujitsu why i
issue which began in May. Thaeyi | | provi de f eeNbbjascihe i n d
i mpression, but the express text in Mr Gog

that the bug was discovered in September 2010 and almost immediately dealt with. That
was far from the casand thatvritten evidence was simply wrong

Mr Godeseth gave evidence about another bug, called the Local Suspense Bug, also in
Horizon Online. His witness statement quoted almost word for word from a
contemporaneous document prepared by Mr Jenkins. Almoss alifbrmation on this
bughadcome from Mr Jenkins. The bug caused entries from local suspense accounts
in 2010 to be reproduced Horizonin two successive yeatd/hat was supposed to be

only temporary data was retained, not deleted as it ought to bawe dndhe system
thenusedit again. It affected certain tables in the branch database and the archiving
strategy of deleted Stock UnifBhis affected 15 brancheBhe effects of the bug were
brought to the attentionhofhehkaPgest OOf s
and Fujitsu became aware ointJanuary 2013However, the note by Mr Jenkins of

15 May 2013 summarising it statémt the problem was known abdat earlier than

that



fAln April 2011 a problem was founwlith the archivingstrategy related to Stock Units

that have been deleted in a Branch. A consequence of this is that some changes were
made to the archiving strategy off 3uly 2011. An unintended consequence of this
change was that any Branch that deleted a Stock Uthieagénd of 2010 which had

local suspense transaction in that Stock Unit before it was deleted were left in the table
used for constructing the BTS. This meant that as Trading Periods cycle around each
year, these BTS records became visible in 2011 whesame Trading Period was
reached.

The effect of these old records was that after the BTS was produced an incorrect figure
was generated for the Opening Balance of the Local Suspense Account for the
following period. This amount corresponded to the valuée historical record. These
orphaned records were created betwedhN@/ember 2010 and'®@ecember 2010.

When the next Trading Period was balanced, then this incorrect Opening Figure would
result in the total value for Local Suspe®ing calculted incorrectly and the SPMR
being asked to make good an incorrect amdtiig at this point that transactions would

be generated into the audit trail reflecting the fact that the SPMR had cleared the Local
Suspense account for an incorrect amount. Tidé &rail operated correctly in the sense
that it accurately recorded the transaction on the system.

This problem was not reported to Fujitsu in 2011/12 and only affected a small number
of Branches and only for a single Trading Periddwever the two tamches with the
largest discrepancies did report the issue to Post Office Ltd who could see the impact
of the problem in their back end system and wrote off the loss or gain for the branch
but did not ask Fujitsu to investigate further.

At the sameéTrading Period in 2012/13, the problemaecurred and this time one of

the affect Branches reported the problem to Fujitsu dhFRruary 2013 (PAK

223870) resulting in a detailed analysis of this issue and finding the orphaned BTS
records. The root cse was determined by®8ebruary 2013 and a preliminary report

was sent to Post Office Ltd. A further update was sent 8rivistch 2013 with a full

anal ysis of the issue and all the affecte
(emphasis added)

445. Another software bug which MGodeseth gave evidence abouaswcalled the
Dalmellington Bug.This is also known as the Branch Outreds$ue orBug, as it
affected what are called Outreach branches, which are those that da@ne=taanch
(such as aural or small brancpost office) ad an outreach branch, such asabile
post officevan, or village halsomewhere els@vhere post office services would be
provided, say, one day aweek) T hi s @lementisesed, padicularly in very
rural areas, to provide post office servitesemote communitie® SPM needs to scan
or record a pouch from one branch (the core) into the outreach branch (the van or village
hall) to record that the contents of the pouch are not icdhe branchbut are in the
outreach branchnstead This isa branch to branch cash remittance, if the pouch
contairs cash. Mr Godesethad no first hand knowledge tifis bug As the claimants
put it in openingsubmissionsthis is a usefulvay of examining certain features in
Horizon as the same person, the Sedhtrolsfiboth end of the transactions.
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The Dalmellington Bugelated to Horizon Online arattually included two potentially
separate issues, and the combination of these. One related to what is called Forced Log
Out, when the Post Log On script wag norrectly closed down andasleft on the

stack of incomplete processes. The other related to the way the Pouch Delivery script
operaté; because the Post Log On sciatd not correctly closed down meaning the
stack was not empty, the Pouch Delivery gdrthoughtit had not finished and
attempéed to repeat the last part of the scripthis hadthe effect of recording the
remittance transactions and printing of receiptsis would lead to duplicate pouch

IDs. Pouches have bar codes that are scannedaaidis supposed to have a unique

ID. The duplicate pouch ID would have a value attacheditthié sum in the original
pouch.lt would however be recorded twies a result of this

What happened at Dalmellington was the SPM scanned £8,000 from &dyranch

into her outreach branch. She was luakythis sensgin my judgment, in that she
Acontrolledo both ends of the transacti or
Horizon receipts in her outreach branch of £32,000 (4 times £8,000haredore a
discrepancy of £24,00@s she had only transferred £8,d00cashout of her core

branch into itThis was investigated by SSC and she was issued with a TC a few weeks

after it had occurredlhis was caused by a software bug, Hrebugis now admitted

by the Post Offce al t hough 1t describes it as hav
means it was corrected.

When investigating this Fujitsu found 112 occurreraféscting 88 different branches
in the previous 5 yearsThey were as followstaken from & internal Fujitsu
presentation dealing with this

Feb2010to Jan 2011 65 incidents
2011 6 incidents
2012 9 incidents
2013 7 incidents
2014 9 incidents
2015 16 incidents

The same document showed fixes applied in ApBIL0, January 2014and January
2016. It also showed only one call$&C atFujitsu in 2015, and none for any of the
years 2010 to 2014. The presentation also showed that some bithatvese affected
wereso-calledi me di at i o iiin btheawodhe SPdMs would have been in
the Second Sighimediation schemthat was brought to an eficbut that none of the
dates when those branches were affected n
the periods for which ARQ data was to be used in the memsaty analyse exactly
what had happened at each braridiere is nothing in the Fujitsu document used by
Mr Godeseth for his evidend® suggest that this analysis led to each branch being told
of these software bug occurrences outside the mediationagigje, and the items were
usually corrected by means of TCs.
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Mr Godeseth said that fAUnfortunately this
payments problems because it could-bi¢ could bethe user doing something twice,

it's -- the bug hd the effect of making it look as though a user was simply doing
something multiple times gemphasis addedde sai d t hat At he 1 s
with Fujitsu unti/l 20130, it was put t
regardless of which of tlse datesis right, the Fujitsu slides show only one call to
Fujitsu in 2015, none for the other years, although the reference to fixes in 2010 and
2011 suggesti$ was reportedo Fujitsuearlier. If those fixes were intended to correct

the bug they cannot have worked. Fujitsu maintained that they investigated and found
all occurrences, and the Post Office maintained that hlaegorrected any financial

impact of this bug. Whether thisasrrect or not in all cases, the evidence demonstrated
thatthe effectsof this bugwere experiencedf the period fom 2010 until 2016.

(

S
0]

In his reexamination, some of which | have already referred to in the context of UNIX
user and privileges abovdr Godesetlalso said that having seen the OCPs and OCRs

in crossexamination he accepted datead beerdeleted but did not consider it to be
transaction data. Initially he described
a term and:

A T h @assbly ought to be a different definition for it because equally data in the
database which is telling you which stock unit, you know, whahich TP[ie trading
period]you're in, whether a stock unit is in use, all of those are operational data which
do not go down and impact the transaction data, so for me, the definition of transaction
data-- | should be able to get from one openingne set of opening figures to the end
opening figures by going back to the transaction data in its absolutefy caw m. 0

He said it was whatnewe nt t hr ough to bring different
end position in a trading statement. o0 Reg
accepted was being deleted istiom dat amd,t
would feed into the end position in a branch trading statement. It would therefore, in

my judgment, have an impact upon branch accouatmardless of the term used to
categorise it.

By the end of Mr Godes e eWwaykeamrswdred guastoes, and
the reality of thedevelopment and operation of both Legaégrizon and Horizon

Online was far clearer than it had been before the Horizon Issued foahd Mr

Godeseth to be a truthful, credible and helpful witirebssoral evidenceHis evidence

wasof considerablassistangehe did not always answer questions the first time he was

asked, but the final answer would be reacl@&gen his role throughout the whole of

the life both of Legacy Horizon and Horizon Onlindpund his evidence in cross
examination to bef central relevance to the Horizon Issues. His evidém@goss
examinatonrwas al s o, in my judgment, broadly s
case.

There are however two aspectsof Mr Go d e s ercibthougk wat die
performance as a witneissthe witness boxthat were highly unsatisfactory and cannot
pass without commenthe first aspect relates to his written evidendee totality of

his evidence, after his cresgamination, bore very little semblance to the picture that
had been portrayed in hvgritten witness statements. On sometremelyimportant
factual matters, such as the dates when Fujitsu had become awagvaratular bug,



or the spreadsheet exercise by Anne Chamipgepared in 201%and disclosed in
2019) his written evidence was simply directly wrot@n others, such as the headline
points omitted on the Callendar SquBreythat have beeget out in #25 aboveyvery
important central elementetrimental to Fujitsuwvere simply omitted.

455. Legacy Horizon had, as has been explained, started life originally as swnetther
different to what it becamehaving initially been intended & tri-partite project
involving payment of benefits. It did not unfold in this way and became rather different.
Horizon Online also did not have a happy birth. The pilot for it bametstopped, and
Fujitsu put it on wMrat Govdhess ectahl | ceals ciirriebde de
seriouso. The biggest issue was with Orac
on and hence knew the most about, but he explained that there wergrotilems
going on at the same time. Some of these problems were put todmihit must be
remembered that this was a pilot schemi#h some problems to be expectednd
they included cash being short on one day by £1,000 because a transactiodOf@r £1,
did not showup on the online report facility; cash withdrawals being authorised on
screen yet the printed receipt being declined (the custeemgrhonestlybrought the
cash back next day having notidbe receipt wording a similar problem with aash
deposit; and remming in figures all being doubled These are all somewhatand
indeed markedly similar tosome ofthe@gr obl ems al l eged by the
witnesses in this litigationthese all occurred during the pilot scheme.

456. Not one of thesedifferent problems vasr ef erred t o i n Mr God
statementsof which there were thre®@/itness statements are supposed to be accurate,
and in a case such as this one with such centrally important issgasacy is clearly
important. Quoting only selectively fromor wholly ignoring, contemporaneous
documents prepared by (say) Mr Jenkimsp wasthe extensive sourad much of the
evidence, is not only unhelpful, it presents an entirely misleading evidential pitture.
is not necessy to consider further how marpersonneht Fujitsu may have assisted
Mr Godeseth in producing suctocuments. Their content was wholly misleading in
their original written formFortunately the crossxamination of Mr Godeseth led to a
far clearer pictur in so far as his evidence is concerned.

457. The second unsatisfactory aspedtich arose from his evidence is the approach of
Fujitsu as demonstrated in various documents, including the PEAKs and i ladso
in particular in the Receipts/Payments Misohatissue notes. To see a concern
expressed that if a software bugHorizonwere to become widely known about it
mi g ht have a potenti al i mpact upon MfAongoc
Horizon Data was a central issus a very concerning entryotread in a
contemporaneousocumentWhether these were legal cases concerning civil claims,
or criminal cases, there are obligations upon parties in terms of disclosure. So far as
criminal cases are concerned, these concern the liberty of the persalisdosure
duties are rightly higH.do not understand the motivationkeeping thigype of matter
recorded in these documerttgdden from viewregardless of the motivation, doing so
was wholly wrongThere can be no proper explanation for keepnegexistence of a
software bug in Horizon secret in these circumstances.

458. The degree to which eitheor both of Fujitsu and/or the Post Office, expressly or
constructively knew exactly whaand whenis for future trials in this litigation, and |
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makeno findings in that respeat this judgment They are not necessary in order to
resolve the Horizon Issues andd notspeculag.

In my judgment, however, there are sufficient entries in the contemporaneous
documents to demonstrat®t only that Fujitsu hasbeen less than forthcoming in
identifying the problems that have been experienced over the years, but rather the
opposite. The majority of problems and defects which counséb pit Godesethand

which wereeffectively admittedby him, simply would not have seen the light of day
without thisgrouplitigation.

| do not know if this is because of concerns about the future of Horizon going forwards;

or for Fujitsu to protect its corporate reputation; or for some other reasa. It
unnecessary to speculate, and | do not do An. internal Post Office IT risk
management document f r o-Kplazfdm i end df feaedd t h a't
i's running on unsupported Wi ndows teeoft war
"Branch courgr technology is aged and unreliable, with frequent hardware failures,
resulting in branch disruptions.” Mr Godeseth agreed with all of this. The unsupported
platform is Wi ndows NT4. As Mr Godeseth

t hat wa.dVindow®NT4 ik @h @perating system that was released in 1996, and
Microsoft ended mainstream support for it in 2002 and extended support in 2004.
Horizonnow runs not on NT4, bubn Windows 10 and is called HNGA rather than

HNG-X. This change to Widows 10occurred in February 2017 and the roll out was
administered by Computantre, with Fujitsu providing the software. The Horizon

system of 2019 itherefore a vergifferentsystemthan both Legacy Horizon and the

earlier version of Horizon Online,NHG-X.

The original Horizon Onlinesystem was introduced in 2010, and was even then
substantially based dhe existing system, Legacy Horizoitself by thenat least 10

years old. Thatad been introduced in 20Ghd thereforé should not be controvsial

to describe Horizon Online its HNG-X form as old technology. There have of course

been upgrades and other improvements since 2010, and other software additions and
addons, butHorizonwill by necessity require replacement at some point. | detected

degree of sensitivity in the litigation generally abauat plans for replacing Horizon

Online, as though the Post Office feared that any hint that it might be replaced would

be seized upon by the claimants (and/or assumed by the court) as acceptihg tha
criticisms of Horizon Online by the claimants woulddoeroboratedby anyPost Office

plansfor its replacementSuch fears, if there are any, are groundless, at least from the
courtds point of view. 't i s larlyncempliex ab | e
systems from as long ago (in technology terms) as 2010 will need replacing at some
point. Technology moves ahancreasinglyrapid pace. There is reference in some of

the documents in the trial bundle, but not in the evidence, to somethihggce d A T hi n
Cliento, about which Dr Wethodghtntwasaclaud he h a
based system. It is unnecessary to speculate abouditties. It is sufficient to state

that,in my judgment, any plarteere may béor replacement of Horizon Online in the
ordinary course of the Post a@®hotdomething wi st
that | need to consider in order to resdlve Horizonlssues.

The degreeto whichMr G o d esgidencdaffestsmy conclusios on the expert
evidence will be dealt with in Pdtt Overall Conclusions.



463. Very slghtly before the end of Mr Godee t h 6-sxanginato® about 30 minutes
or soi the Post Office sought to bring th®rizon Issuesrial to an end by issuing their
recwsal applicatiorseeking to remove me as the Managing Judgd to have the trial
re-started at somendeterminatepoint in the futurebefore another judg&here was
therefore asubstantialinterruption in the trigland a period of 22 days before the
Horizon Issues trial resumed and thext factual witness for the Post Offiddy, Parker
wascalled.

Mr Parker

464. Mr Stephen Parker is also a Fujitsu employee, and is now the Head of Post Office
Application SupportHe is therefore a very senior persbie first started work on what
was then called the Royal Maroup Account in 1997, which was before the
introduction of Horizon. He has continued to provide support to the Post Office
Account in the various roles he has occupied at Fujitsu throughouwtibke of
Horizondés | ife, by which he meant both Le

465. He was originally a support consultant within the S®@¢d stated that he was
effectively the deputy manager of the SSC, providifigiBe support. He wagead
designer ad part of development team for the internal website providing the support
knowledge database (which is also called KEL), technical documentation management
and operational change control. He assisted the SSC manager in the provision of the
support servicand operational managemehiie became the Manager of the SSC in
March 2010. The SSC later expanded and provided support services to other Fujitsu
customers, but the Post Office Horizon system is still the largest. He has between 25
and 40 staff in the SS®@hom he manages. Haid that he wadeputy manager of the
SSC when Mr Roll worked theralthough he did not have that tifimally, and that
people in the SSC would know this because he would stand in for the manager in his
absenceand make decisiorsn approving actions for him.

466. He had provided three different withess statements for the Horizon Issues trial, and his
24 and 37 statementsvere furtherto, and ultimately correctechis earlier evidence,
which arose in respect of what Mr Roll sai@dhbeen done whilst Head beerat the
SSC, including injecting transactiodsring the time ot.egacy Horizon. These were
done using Riposte, the language then in use. During the Horizon Issues trial and just
before the issuing of the recusal applicatioh e Post Officeds sol i
to the claimants which stated the followirithis letter was dated 20 March 2019, and
was sent the night before Mr Parker wagginally due to be crosexamined, his
evidence then lm®mingdelayed due to the casal application

fWe understand from Fujitsu that the SSC has been carrying out further work to identify
any FEAKSs that show transactions being injected at the counter in Legacy Horizon in
addition to those referred to in paragraphs 29 and 30 of Mr Parker's second statement.
On Mondayfie the " day of the Horizon Issues triadje learned that an SSC technician

has:

A searched for al/l KELs that mentioned "
"RiposteMessage’;

A collated the responsive KEL references

DSeddon822M, MYoung5043M, RColemanl250R, acha2340K, ballantj498J,



dsed344J, AHmes3343J, DSeddonl1753N, GMaxwell46141, PCarroll12541,
RKing5135L, 81111, pcar847S, wbra716s);

A -searched the Peak system for aBARs which contained those KEL references;

and

A identi fi eHAKs RGD106560, PCOMBIB5gPCR063599, PCBDE3
PC0065796, PC0066061 and PC0083998 (which cross refers to PC0076029).

We understand that th&eRKs referred to above relate to either:

A correcting configuration data after a P
A reference dat a.

We also learned that during this esiee the SSC technician has also identified three
examples of the marooned transaction scenario described in paragraph 38.2 of Mr
Parker's second statement: PC0068495, PC0099141 and PC0079196.

467. The search terms identifiad the letterwere different tdhe ones that Mr Parker had
used in his ?» witness statement. These were "RiposteMessageFile",
"RiposteMessage”, "LPO Delete", "Marooned" and "RiposteObject pu#.reason
this is important is the command fRi post ¢
during the week commencing 18 March 2019, bott used for the purposes of Mr
Par k 8winess atemerih January 2019is actually one of the commanttst
wasin fact usedo inject transactionsn other words, the exercise carried out for the
purposes of the witness statement was wholly deficient, in that it did not search for one
of the specific terms used tgewet transactions.

468. When asked to explain this his crossexaminationand the corrections that he made,
Mr Parkerstated thdollowing:

AA | notified the legal team that Mr Simpkins had done some more work and as a
result of that we changedwe -- this letter was actually generated.

Q And you didn't think it was important to correct paragraph 29 of your second witness
statement accurately to reflect the situation as it would have been on the day you were
due to give evidence, or indeed today?

A That wasn't a choice | made personallyas advised that we generated this |eiter.
(emphasis added)

He did not say who nuge the choice to which he referredimelynot to correct his
witness statement.

469. It certainly seems to mieighly curiousi at best that the exercise performed for Mr
P ar k & statesnen?, by personnel at SSC who are expert in such things, should have
omitted using the search term fAiRi postel mp
30 of Mr "witaessksmtendest was to identify hownydimes data had been
in fact injected, ssearchre x er ci se that did not wuse MARI poO
give the full pictureThat initial search exercise was plainly inadequate.also rather
curious that, having done that, #veercise that was described in tetter of 20 March
2019 from t he PoshtatOfcfoircreetest | syo las acgedictonirRsi p o
termshould have been done so very closely before Mr Parker was originally due to be
calledas a witnesgjamely 21 March 20190 re-examination, Mr Parker saidaht At h e
thought occurred to him that he could add some other search terms into the work that
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he had done previouslyo and fAhe came to r
havesuddenlyoccurred to the person it occurred to, who was not a witnessit éinel

time that it did, could not be pursuedr Parkerdenied that he was trying to conceal
anythingand said he was just trying Ato get
di fficult someti mes wh e n Thysexplanatioreoveganksn g b a
that the decision not to uWiswitndsBRatgmerst el mp o
His first witness statement was dated 16 November 2018; his second was dated 29
January 2019, and his third w2& February 2019. Noneofthee ar e fififeen ng b a
years.

Mr Parker had also given evidence in hisxitness s at ement i n respect
written evidence that Fujitsu could inject and affect branch transaction data without the
knowledge of the SPM. He hadiginally sad the following:

"As | explain below, those suggestions are incorrect and Mr Roll's account of Fujitsu's
actions and powers is inaccurate and misleading".

He explained this paragraph as follows in his cesamination.

i Aln that paragraph | am trygnto make the point that the suggestion that we
frequently changed branch transaction data without informing the branches that such
actions were being actually taken is not correct. "Frequeistly'subjective term but |
would not have described tihateat which we were changing branch transaction data
as 'frequently"o

One has only to read the original paragraphs as drafted to see that Mr Parker was not
originally taking issue witlrequency, ohow often such actions were takdé® was

stating in exprss terms thathis could not be donby Fujitsuat all. For someone who

has effectively spent the best part of 20 years in SSC, rising to a very senior post, such
evidence must have beénand | findthat it was - quite obviously incorrect. His
explanatiorof this was as follows:

AQ Now, given the change of your evidence in your later statements about the ability
remotely to access and inject transaction data, can you explain to the court what you
were saying you believed about that sentence? What siheutdurt now read for those
words in the light of the three statements that it has before it?

A If | take the last sentence in isolation, which is what | think you are asking me to
do, then I don't understand how | apply it, because J-drhave beersimply trying to

say there that the frequency was not high, and that we would always involve the
Sulpostmaster wherever possible if that sort of action was actually being taken. That's
what I'm trying to say by thait.

This was a very poor attempy Mr Parkerat explaining away quite directly incorrect

factual evidencen a witness statemean a very important area in the litigation, namely
Fujitsuds abil i temmotddlyo Mrn jReacrtk etrrdasn soancltyi ornesc ¢
he had not been sayinchat he plainly had been sayiimghis T witness statemerit

that Fujitsu did not have the power to do it, tmatMr Rol | 6 s evi dence t
was inaccurate and misleadinie power to do something cannot be equated with
frequency.
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Mr Parkeralso accepted thait the time he signed his! witness statemerite had

known that Fujitsu had the poweritsert transactions into individual branch counters

by using the correspondence server, a pr
through theg a t e vitavgsdut to him that he had been giving his evidence initially

from a position of not being very well informed about what could or could not be done.

He denied thathes ai d At hat woul d be wrongo and
confident of tke information he gave. The obvious conclusion that | draw from this is

that Mr Parker chose specifically to give the impression inshigithess statement that

Fujitsu did not have the power (the word Mr Parker expressly chose) to inject
transactions it the counter at branches, even though he khawt did. This paints

him in a very poor light as a credible witneEkere isalsono adequate explanation for

why Mr Parkero6s coll eague should have dec
ARiI plonsptoer t 0 search ter m; equall vy, t here i
searchtermwasotu sed f or the exercise for Mr Parl
of messages into the counter has been an extremely central issue in the long running
disputeb et ween t he Post Office and its SPMs f
inhisreexami nati on upon the passage of ti me
datao for the court i s, nraaliy, hehad phouctcedibiee nt |
expanation.

A series of propositions was put to him about the degree of expertise expected of all the
members of SSC'8line support. He did ricagree with all of the points put, and in
particular did not agree that all those in tftlie support rolevould be expected to

have detailed knowledge of the system, based on both documentation and the inspection
of source codeor that they would be trained in the coding languages used within the
application. He was, however, left rather exposed in terms of the accuralcig of
evidence wheiit was shown thathe points that he had been addressintis part of

the crossexamnationi some of which he would not acceptere taken from a Fujitsu
internal d o cEunnde ntto, Eenndt iAtplpeld cflat i on Suppor |
Restricted and Commercial in Confidengkich he had himself draftethdeed,it is

page 1 of thatlocumenthat specificallyidentifiesMr Parkerhimselfas the author of

the document, and it was approved by the Head of Application Services at Fujitsu,
obviously very senior roleThis refusalby Mr Parkerto accept his own previously
drafted pointsn what | consider to be an importasantemporaneoudocument also

paints him in a very poor light as a credible witness.

He accepted that Mr Roll was conscientious, skilled and experienced, and that he had
givenMr Roll a referencevhen he left Fujitsu

He, and others not identified in his statement (although he said who they were when he
was asked, Mr John Simpkins and Mr Mark Wright), had prepared a spreadsheet that
had been put to Mr Roll showing the total number of calls to SSC between 2001 and
2004. Mr Simpkins, for what it is worth, appears to have been the person behind the
exercise referred to in the letter 46f above, so he was obviously involvedth in

preparing evidence and doing searcisParkera gr eed t hat SSC duri
time needed taddress coding issues, even if they did not necessarily have an estate
wide impact, anche also agreed that the list BEAKs that had been identifieab

involving Mr Roll was only those kere he had been the person who put the final
response on the PEAK, rather than where he had worked on the PEAK at all.
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Healsoacceptedhat i n categorising Asoftware err
those thatwere categorised as Avoidance Action, Administrative Response and
Solicited Known Error.

He was taken to a PEAK in 1999 where an i
a known software erroro in the amosunt of
£1,082544,32 to be exacThe PEAKran to 14 pages. 10 people worked on it including

those in Development as well as the SSC. He accepted that this would have involved
people looking into code. It wakoweverc at egor i sed as AAdmMi ni s
That PEAK alone demonstrates to my satisfaction the lack of inaccuracy in the Fujitsu
closure codes, but there were many othHetser PEAKSs to which he was taken showed
reconciliationerrors and a note by the develoodper i de
unnecessary r econciadndthatthedEAKevasracagressienafc h  we
another PEAK; the investigation into it led to the conclusion that a subsequent software
release had not caught a fix. It statRisks (of releasing and of not releagioroposed

fix): Without this fix, there will be possibilities of system errors at counter and while

doing reversal transactionThis software fix wasreleased to live which meanshe

fix was actually writterand introduced into the system. Mr Parkad not included this

in his software categomither,because the final person working on it had categorised

this as Administrative Response.

InanotheP EAK, it wa s hersgster is stilepthying bpart thatithte screen

is hanging in the middl of transactions- PM did transaction ... but left office for 1

hour-- when he came back the monitor had 141-fitass stamps on screen totalling

£38.07". Mr Parker accepted that this was not how the system was supposed to work,

but the same PEAK alsecorded the SPM becoming upset because the SSC were
advising it was user error. The SPM wished to make a complaint about the person at
SSC and the PEAK records fAdwe both feel th

The same PEAK recorded that ROMEC engineers had been to tledhiad actually

seen the problem themselves, which were |
just t he P Mrdeed, thdPEAK isrpartwdarly concerningn terms of the

accuracy of PEAK closures by Fujitsit recordsin one of the Fujitsu entriethe

following:

Al now have pressing evidence to suggest
the likely source being the screen. This has been seen at Old Islewolndm. tive PM

has been asked to leave the screen on overnight | have observed system activity
corresponding to screen presses happening with no corresponding evidence of either
routine system activity or human interference. The way forward now is to cettakat

with Microtouch compied monitoring software and to this ends Wendy is arranging for
installation of the kit on Friday..."

However, notwithstanding this, the subsec
have not been proven in circumstancescwhi pr ecl ude wuser error”
where these have occurred a user error related cause can be attributed to the
phenomenon? .

The use of the phr asatribftinguseraetrdr wholly groed i n 1
that the ROMEC engineer is saml have seen the problem themselves, and it is not



simply the word of the SPMh this instancelt ignores the activity observed overnight

by the Fujitsu employee who made the entry in the PBAlen the branch was not
even openAlso, there is no reasogjven the lengthy entries and studying the text
throughout the PEAK in detail, why user error should be reached as a conclusion at all.
This appears to bleeenused simply as an excuse to avoid an adverse conclusion to
Fujitsu.

483. Notwithstanding th detailel entries in the PEAK itsethat in my judgment plainly
point to the contrarythe PEAK wasstill categorised as No Fault in Product.

484. In another, dealing with phantom transactions,lma@échwas descr i bed as ¥
of ficeo that wésnoac tTolred dMEHAK rbeedargded t ha
been incidents which showed a possible correlation between system activity and
phantom transactions. These pointed to a touch screen problem and as a result the
screen was replaced with a resistive modéks this produced no measurable
improvement it has to be assumed that the problems were user related". This was also
closed as No Fault in Product.

485. A KEL on phantom transactiorssated "There have been several calls over the last few
months where Postmastehave reported phantom sales. Items appear by themselves
for which the PM has not pressed an Icon. These may be individual items or several of
the same item. Sometimes when no one has been near the screen items may appear".
These are similar problemegibg reported by a number of different SPMs. That alone
should have suggested, not as a matter of computer expert evidence but simply basic
common sense, that something was aniiss.number of different and unconnected
people all report the same symptdimen that could well suggest a common problem
to them all However,the KEL, which ran from 2000 to 2004, suggested that the cable
between the screen and the base unit was the root cause. The dates on this KEL show
that, even on the face of the documém, problem was manifested for some years.

486. Anot her PEAK t hat s howe-zero&radipgposiionemofficke s c r i
roll overo was put to Mr Parker. This had
status he accepted meant it was notriaacount in the Service Level Agreement with
the Post Office in liquidated damages thresholds (a type of financial penalty), which
was afeature of those software PEAI§s/en higher priority status A and Btatus C
also was nostritical. The descriptiom f t he pr obl em was descr il
he has rolled over but the system is telling him that he ha$t states that he is in
balance period 7 and he states he is getting the message ‘'wrong trading period MSG
31318 office balancing error™ aritlon-zero trading position ... on rollover of branch
by user WMCO002 to trading period 8".

487. Mr Par ker described himself as fAhesitant
i ssue, and said it was an fnoffice balanci
personnel at SSC recorded ANBSC have rul
problemoccurred on 15/09/10 when stock unit 02 rolled over. This was originally
reported, as per KEL, BALLANTJL759Q, in call PC0204537 ... but for some reason
the call was closed without being investigated. There is a known problem with the use
of the Cancel biion during the stock unit rollover. This is fully described in KEL
WRIGHTM33145J".
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(emphasis added)

He said he had not recognised the KEL number as being the payments mismatch KEL.

He accepted that in another entry in the PEAK the matter was stated tdibSe ver i ty
Cr i t i vehizH meant it could not be status C, defined ascrdital 1 and also
included the entry fithe branch accounts
however, on 1 November 2010, closed as catejolyv oi dance AcMri on Su
Parkerodos spreadsheet did not include HAAV
software issue. He <c¢cl aimed that he had u
rather than that in the documento and th
done in that circumstance when | prepar e
guestion was put a third time, he accepted that it was a deliberate deagianpart

to depart from the definition in Fujitsubo

Another PEAK also identified as category C, raritical, related to pouches being

remmed in twice, the duplicate pouch beir
mi ght be a software issueod0 but alse APM i
faul t . NBSC have not confirmed if it was

stated "POL have been informed of the error. Hopefully they'll issue a TC to correct
loss at the branch. The underlying problem caused by using previous buttan aturi

just after scanning pouch barcodes, is still under investigation”. This was closed as a
Solicited Known Error.

One PEAK which | found most il luminating
when he was asked questions, is PEHAB0229446. This isated 17 November 2013,

hence is Horizon Online, not in the period of the pilot project and sufficiently after the
introduction of itin 201Q for it not to be put down as the sort of issue that might occur

in very early days of a system whilst minor issweere ironed out. The problem was
described in the PEAK d#M doing cash declarations every now and again has major

loss 6 Entries in the PEAK included "PM has
the year and is losing a lot every now and again";phtened up helpline told him can't
[have]declared properly. He states that he loses £2,000 then jumps suddenly to £4,000,
one point they lost £8,000 and is always losing money. PM stated that he has three post
offices, only happens on this site"; andrti®one a declaration this morning and had

a £6,000 also. It shows no error message when doing it. No report prints out only print

out of cash declarations". This passage of his ezgamination followed this:

AQ. Pausing t her eeportingthat, thea tha& Wbuld e veryserious c t | y
for the Postmistress or Postmaster, wouldn't it?

A. Ifitis being correctly reported, yes.

Q And it would not be the system working as it should.

A I f we attribute it as a system fault,

This agan was categorised by Fujitsu as Category C;crarcal. In a sense, those two
guestions and answers sum up a large part of the case. The reason that thisrplainly
myjudgmentd oes demonstrate a system fault 1is
AVoi c 8@qudted ref H18174172 to see what checks they have done themselves
before transferring call tblorizon.



They statedhey had trainers come into the office and ruled out user. etror

And

i NBSC thauget eerar checks were carried out by Audiibtle siteand not over
the phone. 0
(emphasis added)

492. This matter was assigned to Anne Chambet®se name appears very often in many
of the documentS he f i nal part of her conclusion v
known issues that would resutt the variance being incorrejt

Al can't tell why the declared cash doesn't match the expected cashthigubeanch

need to make sure that what they have recorded on the system is correct, and investigate
the anomalies

(emphasis added)

This is simply passing the buck back to a SPM in a branch. How an SPM could
Ai nvestigate the anomaliesd given they ap
is not explained, nor could it sensibly be.

493. She also closed the Fndinpordraa lwi tim tphe dauatt
t he <calll by defi &6t I aomsides this AEBK toebenaideal
illustration ofwhat | consider to béhe mat extraordinary situation at 8Sand one
which on the face of it is difficult to explainjvgn the function of SSC was to
investigate faults:

1. Fujitsu routinely assigned namitical Category C to matters that were really very
important in their own right in any event, but of extreme importance to SPMs whose
branch accounts were being ditg@ffected Mr Parker accepted that only Category A

or B attracted financial penalties. It is not possible, on the evidence before the court, to
conclude one way or the other whethiewas this thataffected the categorisation
adopted by Fujitsu persoeh

2. Fujitsu would ignore information directly from the Post Offiteelf that
demonstrated that a SPM was not at fault. ROMEC engineers observing specific matters

occurring, or i n tdwhauditarsarslieg otit lnser effoo, sveére Of f i
simply ignored.This effectively amounted to the Fujitsu SSC personnel positively over
ruling the Pos-8PM®eérdonnel,enwiha wer wiring thenm essential

information about failures in the Horizon system.

3. Fujitsu would also close PEAKSs invariety of ways that entirely mischaracterised

the 1 ssue. This particular one wasi Ano f
user o, I n, it was dawsed byle SPW.sThis had been specifically ruled out
by the Post Ofwhohackvisitedthevbrancla udi t or s

4. On the PEAKSs that were used in the Horizon Issues trial, Fujitsu would routinely
assign lower categories of importance to reported matters that were directly impacting
SPMsé branch account s. T h eey erraradaurepibrteca | s o |
matters, not because they had uncovered user error, but because they could not explain
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what had occurred. It seems to have been used as a default setting. Given my findings
in the Technical Appendix, this approach by Fujitsu simplynoarbe justified in
technical terms.

Fujitsu do not, on the face of these documents shown to Mr Pagkszar to méo

have properly and fully investigated these myriad problems,iddfujitsu categorise

such incidents correctly. They also seem to hmegedaway, in their investigations,

from concluding that there wesny issues with the software whereitevaspossible

for them to do so, regardless of evidence to the contearyaproach that has been
carried into the Fujitsu evidence for the Horizon Issues tinate-examination Mr
Parker was asked about the way he had done his exercise, and also the pointovas put
him that the PEAKSs to which he was taken were outwith the gevieen Mr Roll was
employed at SSCTheimplication of this wasthat Fujitsumay, orwould, have been

more accurate in the period in question rather than in later periods. Mr Parker said he
could not possibly read all the PEAKS, that he considered higalamaccurate, and
alt hough fy o uEAKawherd themedporese code doednot tally with the
document 0 given the number of PEAKs i nvo
errorso.

| reject that explanatigrsuch as it isl do not consider that MParker wasnterested in

accuracyin any of his evidential exerciseand | do not consider that he was objective

in the way he presented his evidence, although he sought to give the impression that he
was.| consider that Mr Parker, and the team whaséesg him, sought to portray the

Horizon systeni Legacy Horizon and Horizon Onliriein a light asfavourableas

possibleto Fujitsy regardless of its own internal evidence to the contrangd

regardless of the factMr Par ker 6s s pr et cachlaesdl tho | ai nl
categories that were used by Fujitsu for problems with the system, and sought to give

the impression that Mr Roll had been involved in far fewer incidents of this type than

were the case.

My conclusiomm b out Mr Par ke ri$ssppdortaddokthechangang stotyr ac y ,
of Fujitsu about remote injection of messages; the need for correcting supplementary
statements, including from Mr Parkeimself his admission that he knew Fujitsu had

the power to dthis, even though his'statemenéexpresslysaid otherwise; the attempt

to shift the blame for this on to Mr Rpthe assertions iis subsequent statement that

Mr Roll had been uncleaand also by his attempt to portray his original evidence as
dealing with frequency, not power or abilityy conclusionsare also supported by his

Adel i beratedeparct siomom Fwjitsuds definitio
which | have explained a#t88 above.l also consider that the fact that someone such

as Mr Parker had been on the Post Officeountfor such a very long time, in his case
throughout the whole life of Horizon, means he Wwasdly best placed tie objective

in this type of evidenceBut even making allowance for the natural reaction of an

empl oyee to wish to protect his emp-l oyer 6
consciously, 1 find that Mr Pw@wadgaificéns evi d
degree.

In my judgment, the exercise done by Mr Parker to demonstrate the number of PEAKs
that Mr Roll worked on involving software, included in the spreadsheet of
categorisation he and others prepared, is of no evidential value whatdbeskes

upon the categorisation of the PEAKs performed by the Fujitsu personnel themselves,
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which in the vast majority of documents used in the trial were simply waadgr

misleading and it also used a different definition to the one includedujicu 6 s o wn
documents such as the PE#&\Kbove. Heaccepted that hbad made adeliberate

decision touse a definition other than the one in fhgitsu documents, which he

justified by saying was based on his experierideat deliberate decision alone is
remarkablel find that he was, byneans of the exercise as involved in, trying to
downpl ay the extent of Mr Rol | Otg/ingitmv ol ve
downplaythe extent of software problems that were experienced on Legacy Horizon
during Mr Rol |l 6s @mpl oyment at SS

Although Mr Parkeragreed, as it was put to him more than once, that accuracy is
important, | do not consider his evidence in his witness statemerttav® been

remotely accurateeven though he stoutly maintained thatvds He continued to

maintain thisn his reexamination even though by then he can have been in no doubt
that he had depart ed ifwhichrhe Hadigaid hedaddosgoto wn
about | found him a very unsatisfactory witness, who presentedhis witness
statements a misleading and ei@ed sanitised version of actual problems and events

that Fujitsu lad experiencethroughouthis time at S&. Although he provided tabde

with one of his withess statements that provided a detailed commemtaaylarge
number of PEAKs and KELs, that commentary
Comments with two col umns, AResponse to Mr
branch &dctckbaunk aot er al molkeentriasintteosesoluinmso i mp
are almost entirely sefferving by Fujitsu and | find them to be of no evidential value.

The text of the actual PEAKs and KELs themselves are far os@#il, obviously

entered at a time when the Fujitsu/Post Office position in the litigation was tha at
forefront of the different authorso minds
have consi der edsofndbssisRrce. k er 6s tabl e

The degree to whictheevidenceof factaffectsmy conclusions on the expert evidence
will be dealt wth in PartL, OverallConclusions.

Mr Membury

500.

501.

Mr William Memburyis another Fujitsu employee, namely a Fujitsu Central Quality
Partner and he is specifically focused on the Post Office accountabléaken I
during the early part of the Horizon Issues trial, ahén @fterdismissal of the recusal
application) the trial resumed with outstanding factual evidence on 11 Apri| B819
was not well enough tbe calledin personHis witness statement waealtwith as
hearsay evidence and given the circumstances the claiagretstto extend time for
the relevant notice to be given under CPR Part 33.2.

Mr Membury ha worked for Fujitsu since 1998 and became the Quality Risk and
Compliance Manager for the Pd3ffice account in 2011. He has overseen multiple
audits of the Horizon system. Given the timing of this, these would have all been on
Horizon Online. In 2014 he became a Central Quality Partner specifically focusing on
the Post Office as well dse PaymenCard Industry (PCI) Security Standards Subject
Matter Expert (SME) for Fujitsu UK and Ireland. In 2015 he became the PCI SME for
the Europe, Middle East, India and Africa regions. He returned to the Fujitsu Post
Office Account as Head of Quality and Cdmpcein October 2018
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He described his statement as an overview of the auditing and development regimes in
place in relation to Horizon to the extent that those poiese not covered by the
disclosed technical documents.eEtatemenivas said to pnade a highlevel overview
of t he audits to which Hori zon had
methodology and his role in the audits; and to describe the development of changes to
Horizon and how that tied in with or into the audit process.

MrMemburyoés statement was Vv er \talboromitefl ;
somehighly material matters. For example, he stated that the Post Office and Fujitsu

agreed in 2010 that Horizon Online would be audited against the International Standard
on Assurance Engagements (ISAE) No. 3402 assurance standard (Horizon ISAE 3402
Audit), entitled "Assurance Reports on Controls at a Service Organization”, which was

issued in December 200%his was developetb provide an international assurance
standardor allowing public accountants to issue a report for use by user organisations

and their auditors (user auditors) on the controls at a service organisation that are likely
to impact or be a part of the user organisation's system of internal contrahawnerdl
reporting. It provides assurance that the solutions in place to manage financial
transactions are appropriate.

bee

it

However, he completely omitted any reference to the Ernst & Young Management
Letter for the year endg 27 March 2011 which has beerfaeed to in P64, [393

and [524], which included

concerns about privileges and other critical matters

relation to IT Indeed, he made only two references to Ernst & Young. One was to state

that

AErnst & Young have carried out théorizon ISAE 3402 Audit since the 2012/2013

financial vye

ar (preparations for the

The second was a referenceéntiw Ernst & Young performed the ISAE 3402 audit for
the period 1 April 2014 to 31 December 20His failure to mention the 2011

Management Lettds, in my

judgment, a serious omission.

audi

He could not be asked any questions about his evidence; although that was not his fault,
this goes to the weight which | attach to his evidence in any event.

lconsi der t hat

Mr Memburyds evidence i s

Horizon Issueslt does however continute very onesided picture presented by all
the Fujitsu witness statements, which was to omit any reference to important
contempoaneous documents that criticise or demonsteatg deficiencies with

Horizon.

The absence of Mr Gareth Jenkins

508.

of

It is entirely a decision of the parties which witnesses they choose to call in any
proceedings in respect of any evidenee position of on@erson, however, who did

not appeain the Horizon Issues trianust be considered in more detail than would be
usual as the claimants make considerable complaint about this. The person in question
is Gareth Jenkins, seniorFujitsu employee whoalthaugh he retired recently, was

obviously widely available
information bothtot h e

to the Post Offiead the sourceof a great amount of
P o s witng3ded of facg and also to Dr Worden (although



hewasnot separately identified in Dr Worder
in his 15! Report).The fact that he provided information to Dr Worden emerged during

t he | at-éexaminatonMe Jerkimsshad previously given expert evideforahe

PostOffice in some of the criminal prosecution$ SPMs in particular that of Ms

Misra, to whom | have referred above, who was conviaédriminal offencesn

Guildford Crown Court in 2010

509. Whenthe Post Office served its evidence of fact, there was treess statement from
Mr Jenkins, although many of their witnesses relied upon him as their source of
information,he was referred to very ofteand he obviously knew a great deal about
Horizon. The extent and way iwhich Mr Jenkins had been closely invetl was
explainedoy Mr Godeseth in his croexamination. Mr Godeseth had, in respect of the
receipts and payments mismatch, originally stated in paragraph 42 Jf igrss
statement that 60 branches were affected. He had corrected this & f&eual
correction that was specifically made by hilthe following passage of evidence is
relevant to Mr Jenkinsd involvement in th

fA. No, no, | didn't do a calculation to come up with @8el was quoting from other
people.

Mr Justice FraserSomeongust gave you the 60, did they?

A. | thought | was quoting from other people:- [Gareth even said to me that in my
statement | had saithpproximately 60", so | was net clearly | didn't because the
statement here doesn't contain that word. | hdeeranoped it had when this was first
brought to my attention, but no, I certainly did not do any specific calculation to come
up with the 60 that | put into my original statement.

Mr Green Did Gareth explain the change to you from 60 to 627

A. No.

Q. But how did he come to tell you what was in your original statement? What was
that conversation?

A. | picked up the number to be-- my objective in this was to explain to the court
the symptoms of the bug and hewthe technical aspect of it. | ditbt pay particular
attention to getting the detail on how many branches were affected, correct.

Q. Okay. So you have spoken to Gareth since your statement?

A. I don't think | have spoken to him about this in particular. |was | say, when
Garethhad said had originally said "approximately 60" | was thinking that was quite
neat, but that's not the case.

Q. Well, you said "Gareth even said to me that in my statement | had said
‘approximately 60", so he must have said that to you after youmstatédhad been
filed?

A. It was a comment in a document that we were exchanging.

Q. But you hadn't spoken to him about remote access since your first statement?

A. No.

Q. Why have you stayed off that topic with him?

A. Oh, sorry, this was just@amment. We have beemrchanging documents, we have
been commenting on documents, so it was not a particular conversaimmelely a

case of Gareth had commented on this when it was pushed back to us that | had
originally said 60 and actually the swer was differend.

510. There is nothing wrong witMr Godeseth correcting the number of affected branches
from 60 to 62. There is also nothing wrong with him reproducing a number given to
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him by someone else, as long as it was properly identified thatfireniation came

from someone else, who ought to be identiffesvh i ch it wasnot i n h
was in at least outline termsn his crossexamination). The reason for reproducing

these passages is simply to identify the extent to which Mr Jenlasssw closely

involved in the litigation, a point relied upon by the claimankere were a great many
references throughor G o d ewdertce) Writen and oral, about information he

had obtained from Mr Jenkins.

When the Post Office served theiridance of fact,lie claimant$adasked the Post
Office whythere was no statement from Jenkiwbether Mr Jenkins was available to
give evidence, and also whether he was involved as anteafn of what the claimants
referredtoas h e s h a d ohis descrigtienwasshallenged by the Post Office,
and the question of shadow experts is addressed furff&Gibelow. No explanation

was given for Mr Jenkir@absence in response to these requests, or in evidence in the
trial, althoughit was confirmed that Mr Jenkins was not one of the team-chked
Ashadow. expertso

There the matter might have restétlio we v e r i n t he dsigt Oof f i
submisfons, an explanatioof sortswasfor the first timeprovided.This was in the

context of two matters: firstly, by way o
potentially to downplay its i mpact; secort

about the second hand nat ur edemébecausenmre of t
large part this had emanated from Mr Jenkifikis explanatiorby the Post Office
included the following passag#sits written submissions

il44. mantsjendesstamdably complain that Mr Jenkins and the other source of
Mr Godeet h 6 s i nformation could have given
However:

144.1Taking into accountthair Mc Lac hl andés evidence specif
said or done by Mr Jenkins in relation to the Misra trial, Post Office was
concerned thabe Horizon Issues trial could become an investigation of his role
in this and other criminal cases.

144.2 Moreover, Post Office was conscious that if it only adduced first hand evidence
in the trial, it would end up having to call more witnesses thaundcbe
accommodated within the trial timetable.

144.3 Furthermore, so far as Post Office was aware, the relevant parts of Godeseth 2
were most unlikely to be controversial. For example, the Misra trial was a matter
of public record, the four bugs were vewmed by contemporaneous
documentation and Post Office had no r
documents it held.

In a footnote to paragraph 144.2 of ttlesing submissios, the Post Office added
A é As. noted above, had its witnesses only gitiest hand evidence, Post Office
estimates that some 34 additional witness

Thefollowing are relevant in my judgment:



1. Of primary importance is the principle that it is for each party to decide whom to call
as a witnessard what evidence theyayseek to obtain from any particular witness.

2. Mr Jenkins is an important and central person so far as the operation, efficacy and
robustness of Horizon is concernadd also in respect of tmeimber of incidents over

the yearghat have led to PEAKKELS, problems and fixed'hat is reinforced by the
Post COodwinhdosirg ubmissions that stated, at paragraph 138, that there were
two possible candidates for the witness giving the overview of HorizamelyMr
Godeseth andVr Jenkins. It al so stated that
involvement in cases before the CCRC (including the Misra case) the decision was
taken to use Mr Godeseth. For that decision to have been taken, it is impliditr that
Godeseth must knoenoudp about the system to give the evidence that he did.

3. The point in the footnote about a potential further 34 witnesses is not relevant to
whetherMr Jenkinswas or was notgalled by the Post Officd.he Post Office did not

at any stage apply to thewrt and explain that further time was required foriémgth

of theHorizon Issues trial for #hspecific reasothat relevant evidence of fact from the
Post Office would require a particular minimum number of witnes$asever, given

the primacy of pait (1) above, it was entirely for the Post Office to decide whether to
call Mr Jenkinsor not how many witnesses to calVhom those witnesses were to be
and what the content of their evidence should include

4. The Post Office chose to proffer a reafon Mr J e ralisénoesintlosing
submissions. They were not obliged to expl&élowever, hereason in paragraph 144.1
guoted abovés nota valid reason for his absence. The claimants would have been
entitled, in crosexamination, to put to Mr Jenkinany previous inconsistent
statemerghe had made on the same subject, but obviously only if there were any. These
could, potentially, havéncluded previousstatements he may have made in earlier
proceedingsbut in order to be allowed to do thatich shitementsvould have had to

be inconsistentwith his evidence in the Horizon Issues triButting a previously
inconsistent statement on a particular fagiermitted as part of cregxaminationf a

wi t newidenscéon that facis in issueHowever, the Horizomssuedrial would not
have become fian investigati on iéhéHonhzors r ol
trial was about the Horizon IssueSso, thistype of crossexaminationwould only

have arisen ifiny statement(s) in #hHorizon Issues trial & or vere not consistent

with those he had made jmevious cases which he had been involved.

5. Regardless of thealidity of the explanation giverby the Post OfficeMr Jenkins

was not calledchs a witnessandit merits retition thatit is entirely a matter for the

Post Office which witnesses it called, and which it did Ne@tspeculation is permitted

as to what evidence he might have giwerthe Horizon Issues trialt ought to be
recorded however that no limit on thember of witnesses was imposed by the court
on any party, and the Post Office could (had it wished) have called both Mr Godeseth
and Mr JenkinsNobody forced the Post Office to choose one or the other.

6. There isestablishedauthority that in certaincircumstances the court can draw
adverse inferences from the absence of a witness. Theacits do not invite me to
drawanyadverse inferensdrom the absencef Mr Jenkins and | do not do so.

e

1
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7. The fact that the Post Office chose to advance cegtadence in the Horizon trial,

that emanated from Mr Jenkins, by means
me thaté.. o0 means that the clai mants were
that evidenceéby asking Mr Jenkins about it also energed in crosgxamination,

although not in his written report, that Dr Worden has also obtained certain information
directly from Mr JenkinsBy dealing with the material in this way, anaving deprived

the claimants of the opportunity to cressamine Mr Jenkins, the weight to be given to
evidence emanating froMr Jenkinsis less than it would be otherwise.

There are two consequences of the Post Office choosing to adduce such ewmidence
this way. The first is that Mr Jenkiuléd not have to undergany crossexamination on

such evidence; the second is that such evidence would not be given the same weight by
the court as though Mr Jenkins had given it himself. The Post Office wougdkhawn

this in advance, as this is wholly conventional. How these different factors were
weighed by the Post Office and its legal advigsedeciding whether or not to call him,

is solely a matter for the Post Office. The end result is that Mr Jenkinsotiappear

and was not crossxamined.

However, | reject the suggestion that Mr Godeseth was insufficiently knowledgeable of

the matters upon which he was cressimined for his evidence to be of significant
evidential wei ght . Subimmissior® sosight toQlilufe the effécsof Cl o s
Mr  Go d e s edxdminationdy, atshe same timeplicitly suggestinghat Mr

Jenking(or someone else, but not Mr Godesetbluld have been a far better person to

have answered those questions; yet expiginvhy Mr Jenkinshad not been called.
These submissions, t hough wunderstandabl e
forensic term®nly, have little forceA clear choice was made by the Post Office not

to call Mr Jenkins as a witness; that was thigintr A clear choice was also made to

call Mr GodesethThe Post Office wasare entitled to call such evidence as dedm
necessarpy both the Post Office and its adviséreey canngthowever have matters

both ways, and try t aendedhecaupelhawas ddiedle@lo d e s et
with certain mattersand Mr Jenkins was not. THeost Office hado abide by the
consequences of their choice of witnesses, in terms of the evidence now before the court

to resolve the Horizon Issues tribhave alred y e x pl ai ned my vi ew o0
evidence in Part E above, and it need not be repeated.

Inaccurate Statements by the Post Office

517.

518.

Litigation in this jurisdiction is adversarial. What that mearesaish side advances their

own case, and challenges or rebuts the case of the other side, and the court assesses the
evidence beforé adducedy the partiesmakes necessary findings on the facts and
applies the law. Parties in civil litigation will usually advance their own evidence of

fact, and although mechanisms are available for compelling other witnesses to attend
and answer questions, thezan be somgitfalls in doing so andssuing awitness
summons (what used to be caleedubpoengis a relatively rare step. The court can

only therefore resolve the case on the evidence before it, although it can draw
inferences, that is to say common sense coiaeigson the evidendgedoes have

The Post Officdhasno obligation to assist the claimants in advancing their case against
it. The Post Office hashowever maintained publicly that it was seeking to be
Atransparent 0 ab ou ttigaton it madexcertain pulilicstaggments r  t o
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in relation to the increasing disquiet on the part both of SPMs, and others who became
involved either on theibehalf (such assome Members of Parliament) or in an
investigative way (such as the BBC Panoramanarogneand other journalisjsThese
statementdy the Post Officeoutinelyand stronglyinsisted that there was nothing in

the criticisms being levelled at the accuracy of Horizon, and that litegegereshown

i n SPMsO branch acrhypacamrléssnesy @ dishonesty orstreegparte i t h
of the different SPMsvho experienced what they considerid be unexplained
discrepancies and lossés 2015 a Parliamentary Select Committee held hearings into
the mediation scheme that had been set up tmptt® address the claims by SPMs in
respect of Horizon. | have not considered any evidence submitted to the Select
Committee or any details of the mediation scheme (which was being conducted by
Second Sightand refer tahemhere simply as a matter dironological record.

The claimants rely upon a public statement released by the Posti@f#ieE5after the
BCC Panorama programme.ar t of the statement was hea
and stated:

fiThe Horizon Computer System

Hori zon is robust and e ective in dealing
the system every day by our postmasters a
It is independently audited and meets or exceeds industry accreditations. There have
been 500,000 users of the system since it was introduced.

Nevertheless, rigorous -ivestigations were undertaken into claims made by 136
mainly former postmasters that the system caused losses in their branches.

There is overwhelming evidence thhetlosses complained of were caused by user

actions including in some cases deliberate dishonest conduct. The investigations have
not identiyed any transaction caused by &
a postmaster wrongly being held resgibie for a loss of money.

There is also no evidence of transactions recorded by branches being altered through
Oremote accessbdb to the system. Transactio
editedand the Panorama programme did not show anythetgcontradicts thie.

(emphasis added)

Another document from 2015 upon which the claimants rely is an internal email chain,
which originated from Paula Vennelthen theChief Executiveof the Post Officepn

30 January 2015 his wagrior to herappearance before the House of Commons Select
Committee in February 2015. She posed the following questicen email sent
internallyto Mark Daviesand Lesley Sewell, both of the Post Office:

fiDear both, your help please in answers and in phrasing amsseers, in prep for the
SC:

1) "is it possible to access the system remotely? We are told it is."”
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What is the true answethope it is that we know this is not possibled that we are
able to explain why that isneed to say no it is not possilaled that we are sure of this
because of xxx and that we know this because we have had the systemassured.

(emphasis added)

Ms Vennells obviously needed to know whether the answer matched her understanding,
whichwas assheputih ot h #fAl |h orpe that davasihot Possible access

the system remotelyrhis query was passed on through various people, including at
one stage from James Davidson who has both a Fujitsu and Post Office email address,
who answeredo Mark Underwood

fAs discused, can you hook up with Kevin to review what answers have already been
provided to second sight as this should form the Post Office response.

Theanswer was provided by Mark Underwood on 30 January 2046 email which
is part of the same email chainstring

fiCan Post Office or Fujitsu edit transaction data without the knowledge of a
Subpost master ?0

Post Office confirms that neither it nor Fujitsu can edit transaction data without
the knowledge of a Subpostmaster.

There is no functionality in Horizon for either a branch, Post Office or Fujitsu to edit,
manipulate or remove a transaction once it has been recorded in a branch's accounts.

The following safeguards are in place to prevent such occurrénces:

(variousmatters are then listed the remainder of thenaail)
(bold present in original)

This then was subiject, in thenail chain, to a degree of refinemeKievin Lenihan
forwarded the mail onwards to Mark Underwood and othensd stated:

fiMark / Mel,

Jamse has had a | ook at your answer to Q1.
T this was written for a different type of audienele has captured the same points but

in a more appropriate format

He states:

Having looked again at the requesinfr Paula, it appears that the fundamentals around
this question (remote access) are not understosupgest that Paula is briefed along

the lines of the following.

1) No transaction data is held locally in any branch. Transactions are completed and
storal in a central database and copies of all data is sent to a secure audit database.

2) Subpostmasters directly manage user access and password setting locally so system
access (to create transactions) are limited to approved local personnel only who are
responsible for setting their own passwords. Users are only created following an
approval process which requires authorisation by thepsstmaster. All subsequent
transactions are recorded against the id used to log on to the system.
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3) Once a transactiohas been completed, there is no functionality (by design) for
transactions to be edited or amended. Each transaction is given a uniqgue number and
owrapped6é in a digital encryption seal t
posted to a secerand segregated audit server.

4) On approval, there is the functionality to add additional transactions which will be

visible and have a unique identifier in the audit trail. This is extremely rare and only

been used once since go live of the systen®idZMarch 2010)

5) Support staff have the ability to review event logs and monitor, in real time, the
availability of the system infrastructure as part of standard service management
processes.

6) Overall system access is tightly controlled via industtyandar d oO0r ol e ba:
protocols and assured independently in annual audits for ISO 27001, Ernst and Young

for IAS 3402 and as part of PCI audits.

(emphasis added)

ldonotsee howthst at ement that Al do not know ho

guestion (remote access) are not understo
t

the expression Athe fundamentals around
The question from Ms Vennells was very straightforward. It was as follows, lusing
words,and separating out each clause of the enquiry:

1 . sitfpdbssible to access the system remotely? We are toldl it is.
2. AWhat is the true answer ?0

Both of these areeally very simple questions. Question 1. means can it be done,
because Ms Ventigis beingtoldicanb e done . Chatésshetrueanswady? A w
means she is seeking the true answer to question 1. This is not compkdatsdn

linguistic, computingor even businegerms, nois it difficult to understand She then
expresseher aspirations in termslhogeitisthat t he
we know this is not possibknd that we are able to explain why that iseed to say

no it is not possible emphasis added)

This trial has shown that the true amsvio the enquiryshe maden early 2015 was

Ayes, it i s possi blaadnmanylens ohnall®ns bfpéurds ins o me
costsito reach thatansweKevi n Leni han, who wrote that
fundamentals around this question (cetne a cseeens ® mé {o have avoided
providing a simple answer to a simple question. It is not necessary to consider why that
was, whether from a lack of understanding on his part, or otherwise.

| am unaware oivhether there is any oth&nal answerto Ms Vennellsinternally to

her very straightforward question, or of what shmefact told the Select Committee.
None of the people through whom this email chain passed were called as witmesses
the Horizon Issues triaHowever, the point in bold ifné email quoted abpZ above
isnowknown as a result of this litigatiosjmplyto be ircorrect. Such editingantake
place without the knowledge of the SPML and any previous statements by the Post
Office stating that this cannot be done are sinfatuallywrong. The more detailke
points at (1) to (6) of theneail quoted at§23 provide only selected information gnd

in my judgmentareentirelyoff the point.They have the effect of obscuring what ought
to be a simple answer, with a level of detail which makes the actual answer highly
unclear.The answer at (1) apes only to Horizon Online. For Legacy Horizon,
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transaction data was held locally in the first instance, on what was taledunter.

This was explained very clearly by the Post Office in its opening, incluiitg oral
opening submission$he fird sentence of (3 the list in the emaik not correct. The
statement in (4) which mayrefer to the Transaction Correction téak correct(or at

least, not incorrecthut only so far as it goes, and in my judgment cruciafhytsthe

ability to edt transactions without visibility to the SPM.also fails to consider the
existence oAPPSUPpermissions at glivhich every member of SSC hadhe exerts

are agreed that the APPSUfermission was very powerful and enabled S5C
employeetodoprettpuch what ever they wanted, to pa
expert.It can also be seen, particularly by teeidence that emerged in tloeoss
examination of Mr Godeseth, that in a great many cases the PEAKs show that user error
was attributed to probims that were not user error at all, and that others within the Post
Office (for example its own auditors and ROMEC engineers) had either witnessed for
themselves and/or satisfied themselves that user error was not theotapeseific

issues, but Fujitsu decided they were user error in any.event

Theextent ofpermissiongnjoyed by SS@asthe subject of somexpressoncern by

Ernstand Young t he Post Of f iinc2e1ld,sand althoughahe dasition r s )
may have been regularised by 2015, certainly prior to 28hich covers the Legacy
Horizonyearsy he si tuation was very different. ]
the same pointso vy e twhithtaeanswersstgiven, orertaitflya nt p
the answer given in bold in the answer57 above, is not corrected, even though it

is plainly wrong.The overall tenor ofvhat Ms Vennells received, if it reflected the full

content of this email chain, would have been that the Post Office and Fujitsu could not

edit transaction data without the knowledge of the SPM. The evidence in this trial is
directly to the contrary, anBujitsu could do so It is important to bear in mind the

distinction betweetthe waylLegacy Horizon, and Horizon Onlineork. Referring to
keepingdataonth@c ount er s 0 i s exprestiomTthiarefgrs téthe wayz o n

the data was heldt the branie; these were discs (including mirror discs) at the branch

which contained the datdhe discs were contained in terminals on the couier.

Horizon Online, the data was held at a central database or server (the phrase used by
the Post Office in its orapening).

Thistenor of theepublic statementsiade by the Post Officgas maintained into, and

as part of, thegroup litigation. For example, certain statements were made in the
Generic Defence in these proceedings A par t y Othe fobmalfpleadioge i1 s
documentwwhi ch set s out an tipedtigdtign&isce thergf@rhsinp o s i t |
civil litigation adopted after what are called the Woolf Reforms, which led to the
introduction of theCivil Procedure Rules in 189which govern all civil ltigation in

the jurisdiction,such pleadingsustbe accompanied by a Statement of Truth. These

are, forlargercompanies, usually signed by directors or very senior persomhieh

occurred in this case. Thatatement attests to the truth of the matstased in the

pleading.

This issue was dealt with in the pleadings in the following \Bgythis point the Post
Office had accepted that there was some limited ability to do that which it had
previously stated was not possildiethe Generic Statemeat Case, the claimants set
out the followingpart of their case



531.

fi25. Further, the Defendant was, by itself and/or via its agent Fujitsu, able to alter
branch transaction data directly and carry out changes to Horizon and/or transaction
data which couldféect branch accounts.

26. However, the Defendant has made public statements in the following terms:

26.1. "Horizon does not have functionality that allows Post Office or Fujitsu to edit or
delete the transactions as recorded by branches" (Deferuisiished reply to Second
Sight's Briefing Report Part Two, concerning a review of the Horizon system); and

26.2. "Transactions as they are recorded by branches cannot be edited" (Defendant's
published reply to the BBC Panorama documentary in relatiblotizon).

27. These statements were untrue, as the Defendant now admits.

These paragraphs were pleaded to by the Post Office in its Generic Defence in the
following terms:

f57. Paragraph 25 appears to be concerned with the editing or deletiorsatti@m

data input by or on behalf of a Subpostmaster without his or her consent. Accordingly,
Post Office assumes that it is not concerned with transactions such as Transaction
Corrections which are sent to branches but must be accepted by or on bé¢healf of
Subpostmaster before forming part of his or her branch account. As to the
circumstances in which such transaction data can be editddleted without the
consent of the Subpostmaster:

(1) Neither Post Office nor Fujitsu has the ability to log emetely to a Horizon
terminal in a branch so as to conduct transactions.

(2) A Post Office employee with "global user" authorisation can, when physically
present at a branch, use a terminal within the branch to add a transaction into the
branch's accounts. The purpose of "Global User" authorization is to allow access to the
sydems for during training and/ or audisny transactions effected by a Global User

are recorded against a Global User ID and are readily identifiable as such.

(3) Fujitsu (and not Post Office) has the ability itgect transactions into branch
accounts (since the introduction of Horizon Online in 2010, transactions of this sort
have been called "Balancing Transactions"). These transactions do not involve any
removal or amendment of the transactions entered btdheh.Their intended purpose

is to allow Fujitsu to correct errors or bugs in Horizon by cancelling the effect of an
error or bug on a branch's data. They may be conducted only by a small number of
specialists at Fujitsu and only in accordance with ifipeauthorisation requirements.
They are rarely used.o the best of Post Office's information and belief, only one
Balancing Transaction has ever been made so as to affect a branch's transaction data,
and this was not in a branch operated by a ClairdaBalancing Transaction is readily
identifiable as such.

(4) There are a small number of Fujitsu specialists who have certain privileged user
access rights which they could in theory use to amend or delete the transaction data for
a branch. The intendedugpose of privileged user rights is system support, not the



alteration of branch transaction data. To have abused those rights so as to alter branch
transaction data and conceal that this has happened would be an extraordinarily difficult
thing to do, inveving complex steps (including the writing of sophisticated computer
programmes and circumvention of sophisticated control measures) which would
require months of planning and an exceptional level of technical expertise. Post Office
has never consentedttee use of privileged user rights to alter branch data and, to the
best of its information and belief, these rights have never been used for this purpose.

(5) Post Office cannot conceive of a reason why any Fujitsu personnel would have
sought to add, ing, amend or delete any transactions in any branch accounts so as to
create a false shortfall. It would for all practical purposes be impossible for any of them
to generate significant shortfalls without detection and, even if they were able to do so,
theywould be unable to take the benefit of such shortfalls for themselves.

(emphasis added)

532. This stance was maintained by the Post Officthe evidence servedn its behalfor
the Horizon Issuesial, until service of Mr Rolls 2" witness statement.o be fair to
the Post Office, its origin was the witness statements served by Fujitsu employees
rather than Post Office employed$e positionwithin the Fujitsu witness evidence,
prior to its correction by the later statements fromRarker, was that vett Mr Roll
said was possible on Legacy Horizon, and what he had himself done, was simply not
possible. Indeed, Dr Worden considered it sufficiently clearahain IT expettefelt
able confidently to assart his F'Expert Reporthat he, DrWordethad fAest abl i sh
t hat Meviddaee loflfadisthis respecivas wrong. Af er s er vi c2¢ of Mr
witness statement, Fujitsu finally came clean and confirmied\v Parker) that what
Mr Roll said was correct. Datauldbe alteredby Fujitsuon Horizon as if at the branch;
under Legacy Horizon, transactiacauldbe inserted at the counter in thaywMr Roll
describedThis could be done without the SPM knowing about tHisGodeseth also
confirmed that it would appear as though the SPM tlkeéras hadperformed the
transactionThis is directly contrary to what the Post Office had been saying publicly
for many years.

533. Therefore sme of tte earlier public statementsnade by the Post Officeandthe
important oneontained n t he Rplesatd D@ferfcdo avlach | have referred
above were factually untrue in at least one highly important respect. This concerns the
ability of Fujitsu to insert transacti ons
SPM being aware of this, and withothe transaction being identifiable in the

transaction data as having been insergadotelyin this way.The ter m fir emot
means from a location elsewhere than within the branch itself.

534. Al t hough the phrase Aremot e asoes trialéted was
partiesdid not always use the expression in the same way as one another. The Post
Of ficebs definition was explained in oral

AWhen | talk about remote access I'm talking alamtion taken remotely to either
inject new transactions to edit existing transactions or to delete existing
transactions in a way that could change the accounting position of the relevant
branch 0



535.

536.

For the purposes of this judgmehtpouse he t er m fir emot dheaccess

true picture is now that, following the Horizon Issues trial, there is evidence of
transactions recoedl by branches being altered through remote adog$aijitsy and
transactions as they are recorded by brancheg edited thatthis can be done witut

a SPM6s knowl e;dandevithout beipgadentifialslesas laving been done
remotely Dr Worden was asked about th@15 Post Officestatement in response to
Panorama, which he said he had not readhaeaplained that it was the audit recerd

in the audit store that could not be editdd.was not prepared to say the 2015 statement
was factually wrongThe BRDB records could be edited, and he also referred to the
joint statement in which the two experts had agreed that they could not saytinatg
could not be donéde was very hesitant, if not reluctant, to state that the 2015 statement
was wrong.

In my judgment the 2015 Post Office statement plainly is wrbfigd that the 2015
statement was not true. Again, to be fair to the Rdfte, this was accepted in the
litigation and at the hearing before Senior Master Fontdihe quotation from the
transcript of that hearing when this was addressed by the Posti@fiiet submissions
is as follows:

fiMaster, first of all, could just deal with the remote access pohThe letteto which

my learned friend took you was, as you migtpext, written by people who thought i

was correct. The Horizon system is a very complicated systemvdives lotsof
departments in ... botin Fujtsu and inthe Post Office. And the pple who are
responsible for the correspondence didn't know thdiad, there were thedao other
routes.Very few people at Post Office knew that there were these two other routes.
They were ... they were routdsat are under ... essentially under the control of Fujitsu
who's the expert independent contractor thatuslvedin the operation of the system
And it is a matter of emmmous regret that the people who wrote that correspondence
and made those submisss weren't aware of thatthyou know, we are where we are;

the point is that, the point havingésediscovered, the Post Office wasted no time in ...

in bringing the truth ... the accurate ... and accurate set of facts to the knowledge of the
claimantso

(emphasis added)

The claimants rely uponéhway thissequencenfolded and the admission by the Post
Office that its previously public statements were untrue, as making it particularly
important that the true and accurate position thas providedby the Post Office
Indeed, the submissions | have quotedb&f] above make it clear that the court and

the claimants were being told that the Post Office had wasted no time in bringing the
truth, théiaccurate set of fadtgo the knowledge of the claimes. As the analysis of

the Defence and thevolution of the Fujitsu evidenad facton remote accedsr the
Horizon Issues triatlemonstrates, ghaccurate set of facts did not emerge at that time
either. The truth, the accurate set of facts, has amgrgedas a result othe final
supplementary statements for therizon Issues trighatwere servegdand only finally

(so far as Fujitsu is concerneaftertheir withesses haighitially staedclearlyin their
witness statementbat Mr Roll was wrong Eventually these witnesses accepieat

he was rightThe supplementary withess statements that accepted this were dated 29
January 2019. Prior to that date, the opposite position had been maintained by the Post
Office.



537. The Post Office in its openirgubmissions stated the following:

fiTaking remote access as an example, the need for remote intervention affecting branch
accounts will obviously be rare. On any view, the occasions on which privileged users

at Fujitsu have exercised their ability to rentptéenject, edit or delete branch
transactions or accounting entriedll represent a tiny percentage of the relevant
transactions/accounting entries. And the occasions on which they have done so
negligently or dishonestly will, in turn, represent a veryarpercentage of those
occasionsSo, compared with the volume of business recorded in branch accounts, the
number of cases in which false data will have been remotely introduced will be
extremely small (multiplying a small chance by a small chance)iThis a fisecond «

effecto (a small proportion of a smal.l p
unlikely to have any significant impact on the robustness of Horizon.
(emphasis added)

538. That submission misses the point, in my judgménelides two matters, namely
whether something is technically possible, &mel number of times that it has fact
been doneThe former, whether it was possibled been expresstienied, and that
denial is now shown to be wrong. The latter, the nurobémes it was done and with
what effect, is a different mattéfhere is also very little, if any, evidence that is relied
uponby the Post Officé o j usti fy the assertion that i
That is a subjective assertion of véirgited weight.

539. | considerthe significance of # previously factually untrue statemetto be
considerable. The statement waade publicly by the Post Officaurned out not to be
factually correct, and the Post Office gave an explanation and sdidltket of facts
was now available. The situation was pleaded to by the Post Offite @Generic
Defence with a statement of trutfihat tooturned out not to beorrect, and the true
positionhas only emerged in¢tHorizon Issues stage of thitegation as a rsult of the
evidence of Mr Rollwhich | have dealt with above. It was only following his written
evidence that Mr Parker, and Mr Gaséthi both senior Fujitsu employeégprepared
their supplementary witness statements correcting their Stesements. Theds@st
statements, as | have explained above, were simply untrue in that important respect.
These witnesseladpreviouslystated that this wasot possible Mr Parker said Fujitsu
did not have the power to do this.

540. Ifind as a fact that Fujitsu do have the ability to insert transactions into branch accounts
on a remote basis (in other words, remote acefise Post Office defined it in opening
submissiongxistd and this ould be donewithout thesebeing visibleto the SPM in
that branch in question, either at the time or subsequérdlgo follows thathis could
be done withoutan SPM in this positiomaving knowledge of thisand therefore
without consenting to .itSomeone who does not know something is Bap cannot
give permissiorfor it to happenMr Godeseth also gave important evidence about how
such transactions would appedtr.is not possible to say, in blanket terms, that
permission was not sought and/or given in some césdsed, Dr Worden acpeed
that the AAPSUPpermissions meant thatas he put it Fujitsu personnel could do
Apretty muOmDanld hetsaid imcgogxamination the following:



fiQ. Dr Worden, you knew that a central issue, not antgntral issue legally but a
very highprofile issue in the case, was the extent to which Post Office had remote
access to the counters, didn't you? You knew that?

A. Yes, and what I'm talking about, what | was talkatgput was the extent to which
this could happen withotlhe knowledge of the subpostmaster.

Q. And that's the

A. And we agreed in the joint statement that more orRefitssu or Post Office could

do anythingd

541. He was asked about this answer two days later.

fiQ. Itis Day 18, page 67. |think itis lines 5 andogually. It says'Answer: And

we agreed in the joint statement that more or less Fujitsu or Post Office could do
anything."

A. Yes. We can see precisely what we agreed in a mioloN&usly.

Q. In relation to the

A. We agreed the experts couldn't demonstrate thatdbelgn't do everything. |
mean, that's sloppy wording by me there. | think the joint expert statement says it
bettero

542. The exact wording irthe joint statement imespect ofrepairingtransactions is as
follows at 10.2 of the'®Joint Statement:

fiCertain facilities and procedures used by Fujitsu to repair the more common issues
which arose in Horizon were standardised, and evidence of them persists. However, to
repair lesgcommon issues which arose from time to time, standard tools and procedures
might not have been sufficient, and evidence might not persist of what was done at the
time. Even when evidence does persist, it may be extremely difficult for the experts to

interpret it today, because of the scale and complexity of Horizon.

Therefore, it is usually difficult for the experts to make categorical negative statements
of the form: O6Xodor Y never happenedd.

543. This litigation is between the claimants and the Post Offiagitsu is not a party.
Although one of the contracts between the Post Office and Fujitsu was uploaded to the
electronic trial bundl e on the penul ti me
solicitors) the litigation is not concerned with the detailthaf contractualelationship
other than(tangentially only)the cost to the Post Office of making ARQ requests, as
the ARQ data is maintained by Fujitand charges are raised to the Post Office in this
respect However, Fuj i t s udsemethimgvob asiwvadom.g mat does
contract has been addressed in terms of whether certain documents were, or were not,
in the control of the Post Office.Have alredy dealt with the issue of PEAKand
KELs, andhowthePost Office maintained initially it wasohobliged to disclose these.
Fujitsu personnel who were not witnesses were involved in providing information to
the Post Officebds expert, Dr Wor den. It v
in my judgment unequivocally and directly,tflacontradcted what Mr Rolkaid could
be done on th subject of remote accesbdave also identified that in my judgment, the
majority of the Fujitsu witnesses were more interested in following some sort of Fujitsu
party line than they were in answering questionsrossexamination wholly frankly,
although | exempt Mr Godeseth from that criticigfnom what was said by the Post



Of f ileading®unsel to Master Fontairad the very first case management hearing
those within the Post Offideadrelied upon Fujsu inobtainingrelevant information

for its earlier public statements, and it plainly relied upon Fujitsu in terms of evidence
of fact in the Horizon Issues trial, because it called a number of Fujitsu witnemsses.
unaware of the degree to which thesP Office has depended upon Fujitsu in the
background to the Horizon Issues trial, and there is no resisph should be and |
make it clear that | do not speculate on.tfitss information must have originated from
Fujitsu at some point, but the Pd3ffice mustbear someresponsibility forsuch
incorrect statements having been made bebw#publicly and in its pleadings.

544. Nor could it be said,ih he Post OFGj ict 80 a ndhétdbaeaesse, t h
was a side issue. It has been a very important central element of the whole dispute
between SPMs and the Post Offaeer the Horizon systefior many years. Mr Green
for the claimantadoptedanoc o mput i ng anal ogy, namely th
origin of this was a phrasd# Mr Roll, who referred to the back dawrthe systemThe
branch accounts can be likened to a locked room, to which the SPM has the key. This
development in the case is comparable, after many years of the Post Office and Fujitsu
maintaining that only the SPM has the key, that only the SPM could perform anything
within the locked room, and if the Post Office and/or Fujitsu needed aodigsroom
the SPM would knovbecause they would have borrow the key, taow beingan
admisson by the Post Office (and Fujits{@nd a finding of fact by the coutt)at there
is a back door which they could, and did, us#hout the SPMevenknowingsuch a
door existed This analogy is not entirely apt, because software and remote &mcess
edit transactions not completely the same as physical access through a door, but it is
an attempt to capture the general ideky terms

545. Thetruth concerning remote accelasnow emergedn 2019 in grouplitigation that
started in 2017.find it notable that the truth digbtemerge in théirst Fujitsu witness
statements that were originally servied the Horizon Issues triaBuch statements
stand aghe evidence in chiebf withessef fact. They are supposed to be accurate
Minor correctionsare not unusual and indeed are almost expected, as a trial approaches,
as witnesses either research further or remember (when preparing for triathioiber
details. Thigopic, howeverdid not undergahat type of correction, and &subject far
morecentraland importanthan thatThe truth only finally emerged in later statements,
which wererequired to correct what | find were directly inaccurate statements in the
first witness statements of Mr Geskth and Mr Parkeflhere has been no adequate
explanation for the contents ofase first statements, which not only omitted this
important fact, but contained evidence directly to the contrBEingse first witness
statemergwere misleadinglhe statement in the Defence was misleadinglt@ught
also to be noted that the truth did not emargernally within the Post Officen the
email answergprovidedto internal inquiries in 2015 by senior Post Office persgnnel
such as the Chief Executivevho posed the specific questiam preparation for
providing evidence to a Select Committaed askedii Wat is the true answeay?

546. She also saith the same emaill hope it is that we know this is not possible and that
we are able to explain why thabisThe true answer is that, contrary to her aspiration,
it waspossible.



547. She al slomeedtosay ed is Aot possible and that we are sure of this because
of xxx and that we know this because we have had the system as3teetiue answer
to that was also Ayes, it is possibleo.

548. Itis alsodifficult to believe thathe signatory of theStatement offruthin the Generic
Defencewould have signed that stateménshe did not believe thcontentsof that
pleadingto be true.There is anotherelevantfeature in this case, which is that the
Gereric Defence also includes a counterclaim seeking damages against the SPM
claimants, including damages for fraud. Fraud is the most serious allegation that can be
brought in civil litigation and there are special rules in relation to pleadinghith
means that a pleadingontaining a fraud allegation should be subject to particular
scrutiny before it is served

549. It may therefore be thahe Post Gfice itself fell into error as a result of information
provided to itby Fujitsu on this important mattdt.may be thasome withinthe Post
Office were themselvesurprised by these revelatiomsor to, andduring the Horizon
Issues trialThere is no need for me to speculate on #msl | do not do scCertainly
Mr Godeseth did not appear to have knowou this for very long. \Watever the origin
of this, and whether it came froRujitsy, internally, being less than frank witihe Post
Office or not, the effect is that the Post Office helespecificand factually incorrect
statementsbout whatould be done withor to, branch accounts terms of remote
accessvithout the knowledge of the SPNIhe evidence in this trial has made it clear
that sich remote accede branch accountdoesexist such remote access possible
by employees withirfFujitsu; it does exist specifically by desigand it has been used
in the past

550. It follows that the previously stated public position of the Post Ofticde contrary
in the statements to which | have referadve s specificallywrong in fact.

551. Further,andas part othe Post Officeservingsupplementary witness statements from
both Mr Godseth andMr Parker in respect of Mr R@ evidence, th&ujitsu witnesses
adopted a position in the litigation, the rationale of which is somewhat difficult to
understandResponsibility for théncorrectand potentially misleadingvidence of Mr
Godeseth and Mr Parker (in their first statements) was effectively laid at thetlislor
Roll for giving what was said to be vague evidence, or evidenceittheds saidhad
not beerfully understoodoy Fujitsu Infalli bility is arare commodityand everyone is
capable of making mistakes. However, it is how one reacts to mistakes tbliing.
In this instance, thenitial reaction of the Fujitsu witnesses was to seek to shift the
blame for th& own misleadingwritten evidence upon someone el$e this case, that
Asomeone ¢htrsfermder Rujigss colleague whosevery eviderce was
responsible for exposing the full pictufghis is not something that could have been
arrived at lightly To be fair to Mrde Garr Robinson, it was not a point he adopted on
the Post Officeds behalnimyjddgmentrbgvastertiely Hor i z
sensible in not doing so. That it was done andlhe written Fujitsu statemergpeaks
vol umes, in my judgment, about Fujitsubds

552. Mr Par kerds supplementary statement bl ami

filn paragraph 20 of Roll 2, Mr Roll describes a process by which transactions could be
inserted via individual branch counters by using the correspondence server to piggy



back through the gateway. He has not previously made this point clear. Now that he
has, bllowing a discussion with colleagues who performed such actions | can confirm
that this was possible. | did not mention it in my first witness statement because, when
faced with a less clear account in Mr Roll's first statement, my recollection wak that i

it was necessary for the SSC to inject a transaction data into a branch's accounts, it
would have been injected into the correspondence server (injecting via the server was
the default option which was followed in the vast majority of cases).

553. The recual applicatiorwas issuedhe day after Mr Gogs e t h 6-exancimatmhad
made it clegrmot only that this remote access existed, but after he wasita&areful
crossexaminatiorthrough specific examples of Fujitpersonnemanipulating branch
accaunts and leading taliscrepancies in branch accourntam aware that criticism of
the Post Office and Fujitsu in this respect may prove to be controyexsialarlier
criticism of certain aspects of tHeost Officéd s  m duslgment (No.3) was not well
receivedby it. However, if criticism is justified, | consider it would detrimenal to
proper resolution of thergup litigation if that criticism werdo be withheld simply
becausat might lead to a further negative reaction thye Post Officelt is also an
inherent part of the judicial function in any litigation to make findingkich may
includecriticismswherejustified, t hat may be cownviewafthy t o a
merits of th& case. Some litigants are so convinced of the righteousness abwmeir
position that thegonsistentlyefuse to accept any possible view of the litigation other
than their own.Such a blinkered view is rarely helpfudndwould be particularly
unhelpfulfrom a publicly owned institutian

554. | consider thatriticismi s j usti fi ed of the Post 1Office
which included public and high profile statements such as the responseBBGhe
Panorama programmevhatevermay have beersad on the subject téhe Select
Committeeas well as in its own pleadingaboutremote accessithout the knowledge
of SPMs The Post Office should have done its best to discern whether such remote
access was possiblenen this subject first arosand vhether it had occurredbefore
these statements were madeujitsu should have been frardnd unequivocal
internally, with the Post Office, so that there coblelno possibility of incorrect
statements on this important point being made publicly by tse@®fice. The Fujitsu
witnesses should not, in thefirst witness statements, have made the incorrect
statements that they ditHad those initial statements been factually accurate, there
would have been no need for the supplementary statefnemtshemthat eventually
led to the true position being accepbadFujitsu, and therefore by the Post Offittas
highly regrettable that suchs#tuation as this should have develogeain not making
any findings on any future issues, whether of fact or Yewio be tried.

555. There is howeverconsiderablymore to resolving the Horizon Issues than simply
making findings about remote accésdranch accounts.

Socal Iseadddiw expertso instructed by the Post C
556. lreturntotheissueofsmal | e d efixsphedlobegavti€s in this case agreed that
costs management would appind the Post Office in its costs budget for the Horizon
Issues trial included, for the costs management hearing on 5 June 2018, an item for
incurred expert costs its costs budegt in the sizeable amount of approximately
£800,000 This wasn addition to the amoumcurredby that poinin terms of the fees
of Dr Worden. His costs at that stage were only £58,000. The sum of £800,000 broke



557.

558.

559.

560.

down to about £300,000 paid to Fujitsade&E500,000 paid to other experts, who were
not being instructed to give expert evidence. Dr Wordentisasxpert who would be
giving evidence to the courivhich meant he would owe the relevant duties of
independence to the court under the CPR. The igéiser of these other experts was
given in a skeleton argument for the Post Office in the following terms:

fiThe Defendant has spent around £500,000 on investigations by internally appointed
experts for the purposes of determining its litigation strategg.résulting material

which is privileged has not been provided to the Defendant's expert for the purposes
of this litigationo

Thec| ai mants adopted t he tatermwuithivdibhdahe Bost e x p e
Office did not agreeAt the cost masgement hearings, the claimants pointed out that
by Ainternally | nsse expaitavere ribtoinsttudted oy the dPash t t h

Of ficeds solicitors. It was al so pointed
budget for any conference withyan of t heir counsel , and thi
entirely ringf enced oper at i on g howeVenreseraletrightQd f i c e

recover their costas costs in the litigatiomnd therefore this item was included in its
costs budget. All of the nerial producedby these other experiwas said to be
privileged.

It is a highly unusual situation that entirely separate experts, instructed directly by a
party, withoutthei nv ol vement ei t her thdircoursedallthepar t y o
more so when those experts are not even identifiadg instructed on such a task
whatever that task migltdactually be. | recored an adverse comment in the costs
management order of 23 July 2018 stating thatRte s t Oificiried omsissfor

experts werextraordinarily high, unreasonable and disproportigmated t hat Fuj i
costs of assisting with the litigatioand the costs of these internally appointed experts

did not, on the face of it, appear to be properly recoverable sums in the litigation. |
should clarify that this adverse commesitould not be taken as applying to Dr
Wordenods costs that had been i ntasunotr ed at
necessary to deal with this matter any further to resolve the Horizon Issues.

Documents and Available Information

There are certain categories or descriptionslagses oflocumentshat have featured

heavily in the evidence at the Horizon Issues trial. The path to disclosing them has not
always been smootffhe majority, if not all, othetechnical documents that relate to

how Horizon was actually operating in fact in IT terms are in the possession of either

the Post Officeor (more usually Fujitsu. The two most important categories, in my
judgment , are Known Erroj) dBmEsThdfistios o kno
theserecords ollogs known errors, which means errors with @izon system. The

latter is a browsebased software incident and problem management system used by
Fujitsu for the Post Office account, in other wordsrierdents and problems associated

with Horizonthat occur

Disclosurehad previously been a troublesome topic between these pariad.ir
Judgmen{No.3) on theCommon Issuefieensomewhat critical o€ertainaspects of
t he P o s @appr@ach tdhe disdlasureof some documents hese observations
werenot well receivedy the Post Officeand some had been categorisedorrectly,
by Mr Parsons in his f4witness statemergupporting the recusal applicatias
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563.

Acritical i nveaootentsofdunlgmeib. 3 dandowagedtthe claimants

to mount, or continue to advance, critic
Horizon Issuegrial (in the sense that theyay havd el t t hey had a Af ol
is not clear. The Post Officeji t he Hori zon |1 ssues trial (
correspondence, but al so i n S 0me Submi s

disclosureFor the sake of clarity, | wish to make it clear that the claimants had no such
following wind.

The Horizon Issuesare decidedn this judgment based on all the evidence and the
submissions. | deal with disclosure in the subsequent paragraphs of this judgment in
order to assist and guide the parties concerning the future conduct of the group
litigation. Some issues, such as whether certain Fujitsu documents were within the Post
Of f i c e 6 are likebyriocropaup again in respect of other types of documents in
the future. The courtos interest in discl
and also to ensure cost effective progress of the litigation. The answers to the
substantiveHorizon lssues are no different because, for example, the experts were not
given particular documents relating to the specific bugs in goodfonehe most part,

large numbers of KELs and PEAKegere provided to themandthe expertshad an
abundance of materiabome 5,000 KELs emerged from Fujitsu well after the trial
ended, in October 2019. The experts did not consider these as they were not given them.
Mr Parker lad given evidencef paragraph 61.9 of hi§'tvitness statement) tha1491

KELs had been deleted at the time of writing that statement, but there was no reference
to the existence of ik far greater number that emerged after the trial was over.

The Post Of fi cebs wralsotincladed acseparate segtioms u b mi s
disclosureas follows, which | will quote verbatim:

il 6 . The Courtédés interventions on discl os

1145. Post Office is concerned that the Court may have lost sight cétilme of the
Orders made and of the approach which the Court ordered. It is striking that Cs have
not themselves made any applications for specific disclosure nor have they advanced
any complaint that particular disclosure orders have not been complied wit

1146. The recent judgment of the Court of Appe&enafin v Malkiewicz & org§2019]
EWCA Civ 852 @ para 118 is relevant:

AWe are also highly troubled by the repe
regarding t he CIl aiicumatanted wherd ptaalcdisaosurerhad, i n
been completed by both sides at a time when both the Claimant and Defendants had
been represented by solicitors and counsel, and no application for further disclosure had
been made by dohe Defendant sé

Thesessubmi ssions identified what were said
di s c | inotheuHor&an Issues trialheauthorityidentified by the Post Office, and

stated to be relevatd that submissigrconcerned a defamation case in whichjtdge

had demanded disclosure of a litigant in person, and made criticisms bbtirduring

thetrial oft h at | libd dlagngandtindtise judgmerntself. In some instances the

courtin that casénad, of its own volition, demanded production oftagr documents

from the litigant in personand within a very short timescal€his had been part of



findings made by the Court of Appeal in respecipuodcedural irregularity anthe
successful appeal againséfbdgment.

564. Ther e wer e n ondisdlosurée rbvye ntt Hueng the orizon Issues
trial, nor were there A d0banaskedsduriagnadal ctosingt i ¢ i S
submissions about this passage inRhe s t  Gifritten sulEMissionsiting Serafin,
Mr de Garr Robinson did not demonstrate a great deal, if any, enthusiadraning
any claims of procedural irregularibaving occurrediuring the Horizon Issues trial.
He submitted t hati whithhdoes raiseghe question bftwhytthec a s e
passage$rom Serafinwere includedinthPost Of f i ce 6 s firstpldteni s si or

565. There werg however the following matters that arosethis litigation during the
Hori zon I ssues trial, which givedodmar agr a
submissions, should be recorded

1. Redactionsln Judgmen{No.3) | had identified the issue ainjustifiedredactions
madeby the Post Office ofomecontemporaneous documetitsit were used in the
Common Issues triaDuring the early part of thedtlizon Issues trial some documents
werereferred towhich againhad redactionswvhich due to their neredacted parts did

not seem to me to be of a type that wonkatessarilyattract privilege In view of the
previoushistory ofthis subject| askedeadng counsel for the Post Office to perform

his own review of the redactionsthat had at that point beemade of documents
deployed in the Horizon Issues tridlhis reviewresulted insome ofthe redactions

some of the documentzing removedand unredacted versions of those documents
becoming available to the claimants, some of which wben used in cross
examination.Redactions of 2 documents were maintained on the grounds of legal
professional privilege, which is entirely conventionag &lso provided a helpful two

page note explaining the approach that had been adéstddg counsel to da review

of this naturein these circumstances @ntirely conventionalThere was no short
timescale imposed for this to be dohasked for a sumary of the position on 4 June
2019, which was after the interval which occurred as a result of the recusal application,
and about 2 ¥2 months after | had asked him to perform the review. It was an outstanding
matter, of a type sometimes referredtoinaarl as fAhousekeepingo,
entirely forgotten, but which had been overtaken in the latter weeks of March when the
trial was temporarily halted.

2. A witness statemenwas orderedfrom the Post Officdo explainthe express, and
factuallyincorrect submissions mad® the courby the Post Officabout the Royal

Mail 6s refusat t be pP o dsaudt@tumentsihéRoyatMaitj ue st |,
had, contrary to what the court hadpresslybeen toldby the Post Officenot even
beenaskedby the Post Officéor theseT h e P o s tleadihfcdunsel actepted that

he had, entirely unwittinglyagndon instructionprovided misleading information to the
courtand explained and apologised as soon as he discovered thithess statemen

from the Post Officewhich was provided by Mr Parsons, was entirely justifieitiese
circumstances

3. A witness statementvas alsoorderedfrom the Post Officein respect of the
production of ove®,000documents in disclosure by the Post Ofiiceéhe interval in
the trial period betweeml April 2019 ¢completion ofthe factual evidenggeand the
experts commencing thesral evidence on 4 June 2018iven the timing and quantity
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568.

of these in the circumstances a witness statement (admgimg provided by Mr
Parsons) was justified’.he first explanation given to the court, again on instruction,
again proved to be wrong. These documents were originally said to have all been of
some age (ten years or so) and discovered at Fujitsiilongforgotteno server. One
deployed the dagfter this explanatiom crossexamination turned out to lolated 21
August 2018A witness statement was again called

None of the abovan my judgment, fall into the category of the court losing sight of
the natureof the orders that had been made concerning disclosure,denwnds or
criticisms by the couytunjustified or otherwise~urther the claimantsnade numerous
complaints of the Post Office about disclosure Indeed the factually incorrect
submissions nae to the court about treudit documents and th&oyal Mail came at

the end of a court day when the claimants, by teanling counsel, expressly attempted

to make aspecificdisclosure application. | was not prepared to hear that application at
that pont. Royal Mail wasthe correct respondent to such an applicatir the Post
Office. Royal Mailwasnot represented, nor even present in court, nor had any notice
been given by the claimants to the Royal Maikao€h anapplication Each of these
featureds a far from promising start. | did however make directions for the making of
a third party disclosure application against the Royal Mail, but this did not ultimately
prove to be requiredOncethose at the Royal Mawvere actually asked for thes
documents, the Royal Mail readily produced them. The claimants also made regular
complaints about disclosurand would often point out that documents had been
produced during the hearing. This is because documartsoften produced during

the hearingThis is something that had also occurred during the Common Issues trial.

The Post Office ishowever correct to point out that there have been no specific
disclosure applications mounted by the claimants, with the exception of the one to
which | refer in p66 abovein respect of the Royal MaiGeneral complaints about
disclosure only take a party so far, and that is not faryf deficiencies are known
about in advance of a trial, and no applications are made.

The parties had alseoluntarily adoptedviodel C d the Disclosure Pilgtwhich |

approved This was done prior to the coming into force of the Pilog, full title of

which is Disclosure Pilot for thBusiness and Property Cougtsi BP C0) whi ch be
mandatory in all BPC cases where the first CM®@e#d after 1 January 2019 his

group litigation is not a BPC case and the first CMC was held before that date in any
event.The Pilotis designed to run for a two year periddhe Pilot is found at Practice

Direction 51U, which is made under CPR Part 5Tl2efeatures othe Pilot that are

particularly relevant here are the Principles included in paragraph 2 BiloheThese

state:

2. Principles, fndocumento, fAadverseo and

27Di scl osure extends tomémtivesséaddgecsmen
i nformation it cont ai ns contradicts or
contention or version of events on an issue in dispute, or supports the contention or
version of events of an opposing party on an issue igisp



28 Known adverse documentso are document s
a party is actually aware (without undertaking any further search for documents than it
has already undertaken or caused to be undertaken) both

(@ areorwereprevios | y within its control and (b)

3.1A person who knows that it is or may become a party to proceedings that have been
commenced or who knows that it may become a party to proceedings that may be
commenced is under ©DhecfoblLbowi Dgddesbdgest

(1) to take reasonable steps to preserve documents in its control that may be relevant to
any issue in the proceedings;

(2) once proceedings have commenced against it or by it and in accordance with the
provisions ofthis pilot scheme, to disclose, regardless of any order for disclosure made,
known adverse documentsless they are privileged;

(emphasis added)

569. Thefact that the parties choséodel Cdoes not go tanswerthe complaints that the
cl ai mants have made abouThe Rokteffice madtan Of f i «
obligation to disclose known adverse documedsio the claimansswell A Adver seo
as defined plainly includes any documents that refer to bugss eralefects, or the
operation of the Horizon system that led to potential impact upon branch accounts. This
obligation is Aregardless of any order f
whether any specific classes of documents are, or ar@reztdythe subject of any
order. The rational for this is obviouReliance upon the adoption of Model C is not
therefore the answer to t heHoweverahefmethats 6 co
the claimants did not make applications for disclosirelevant tahe criticismsnade
at the Horizon Issues trial.

570. ThePost Office has, essentially, submitted that the breadth of disclosure requests has

been too wide. Particular criticism is ¢t
controoMrCoyneds r e upeestadedhat it is tha correct@pproach to
matters of i ndependent expert evidence t

independent expert wishes to see. The claimants did not issue any opposed applications
for disclosureof documents which their expert wished to see, so a filter of some sort
was applied in that sentethe documents Mr Coymweshed to seeand was not given

571. Finally,disclosure is a particular feature of litigation in this jurisdictidowever, there
was a clear perceptiom commercial litigation generallyhat the thercurrent
disclosure regime had become inadequate and also that standard disclosure was often
excessive in scale, cost and complexity. This is why the Disclosure W@&kang was
created in May 2016 at the initiative of Sir Terence Etherton, then the Chancellor of the
High Court and now the Master of the Rolls. This led to the Disclosure Pilot.

572. It would be highly regrettable if disclosune this case were to beconyet another
battleground between the parti@fiere are more than enough points in issue between
the parties without adding endless disagreements about disclosiadigt.thhere are
the following areas, howevesf disclosurevhich should be recordeth my judgment,



the background to the evolution of the following categories does throw light on the
partie®different approactsto the litigation.

The Known Error Log or KELs

573. KELsare sometimes referred to in the singiiléor example, in some placesference
is made tahe Known Error Logas though it were a single Ldg practice, the Log as
a whole includes multiple KELs, as they were referred to during the traad.ihcident
or problem occurs, a PEAK is raised, and if the problem or incidésisrto an existing
issue which is known to have occurred before, reference will be made to that KEL entry,
or more usually, it is said that the PEAK will refer to the KBbth PEAKsand KELs
have reference numbers; the former are usually all numbergradtprefix PC, whereas
KELs have letters (taken from the identity of the employee who raised the KEL
followed by four digits and a letterJherefore, when a problem (which | shall refer to
generallyas an examplas problem x) occurs for the first tigne KEL will be raised
which will be given a reference. Subsequent PEAWsch identifythe sameproblem
X again,over time aftewardswill all refer to the same KEL. Sometimes a PEAK will
be identified as including a problem which is similaptoblemsidentified in more
than one KEL, in which case both the KELs will be referred to within that PBAIL.
creation of a new KEL, or updating of an existing KEL, must be authorised by SSC
before it can be seen by all users.

574. The experts agreed the following in th&92oint Statement about both PEAKs and
KELs: fiKELs and FEEAKSs together form a useful source of information about bugs in
Horizon but are a limited window on what happened. It is sometimes necessary to use
evidence fromboth to try to understand, but even so they are not a comprehensive
picture. It is to be expected that both KELs ar€ARs are incomplete in various
r e s p dtis also agree that KELs will often givenformation about the impact of a
bug or user erraand they may also provide information about cauBeae are other
documents referred to as ®€and O®Rs. They ar®©perational Change Proposals and
Operational Change Requests.

575. The subject matter of this litigation spans many years, starting fronfirgte
implementation of the Horizon system (whah@w being called Legacy Horizon) in
2000.In the Letter of Claim from the claimants dated 28 April 2016, the Known Error
Log was sought from the Post Offjdbat letter stating:
fWe understand that Fugil maintained a 'Known Error Log' for Horizon and that such
reports will have been provided to Post Office. Please see the list of the categories of
documents relating to Fujitsu referred to
inthelistofdoa me nt s s dhedgkhown ewa g’ kept by Fujitsu and provided
to Post Office as referred to above, and

576. The answer in a | etter fr thespdcifiieem P2avast Of f i
Al n cstances where you have not particularised any factual basis on which
Horizon is defective, disclosure of these documents (if they exist) is not relevant,

reasonabl e or proportionate. 0

577. The suggestion in that letténat the Known Error Log was not relevarg simply
wrong and in my judgment, entirely without any rational babige further suggestion



578.

579.

580.

581.

582.

viewed with the hindsight now available t hat t he Aknown error
disturbingThe cl ai mant s& r e qiufeksnto wns eeirantddhnie |por gecc
clearly did exist. To suggest in an answe
ltem 23 in the same |ist of documents so
and POLreferred to by Second Sight as identifying a "Horizon bug'imvittorizon

Onl ine. o

The answer against that item was:

fWe do not recognise the document to which you refer. Please provide furtheraetails.

In my judgment, the documents sought in thatyemntust clearly include any PEAK

that identified a bug within tizon OnlineA | nt er n a l memorandaodo i s
yet it was interpreted by the Post Office
request was for a single documemtade u ment wi th the title di

This is, in my judgment, obstructive.

The claimants were not to be dissuaded, sought the Known Error Log or KELs

again. Areplyf r om t he Post orOif3 Dctober B046 issraliédiumon byo r s
the clamants ashowing that the Post Office wdenying the relevance of the Known

Error Log. This reply stated

AThe c¢cl aims which you have particul ari se:
Following a review of the Known Error Log, Fujitsu have confirmieak there have

been no logs in respect of Core Audit L&be remainder of the Known Error Log does

not relate to the claim which you have particularised and as such disclosure of this
document is not relevanto

(emphasis added)

Existence of the Known Esr Log was at that stage accepted, but its relevemtiee
proceedingszvasnowc hal | enged. T h e Rtatedthat i@fcdnterdse 6 s S «
Adid not rel at e ftdo stcHe salr i md arhd st hetc un
Disclosure of it waplainly resisted The claimants did ndhereforehave it when the

Generic Particulars of Claim was pleaded on 6 July 2017. In the Generic Defence,
which is dated 18 July 201fhe Post Officeehanged its position, and ngkeaded that

the Known Error Logvas not in its control. At paragraph 50(4) of the Generic Defence,

the Post Office stated:

filt is admitted that Fujitsu maintain a "Known Error Lo@his is not used by Post
Office andnor is it in Post Office's control o the best of Post Office's imfoation and
belief, the Known Error Log is a knowledge base document used by Fujitsu which
explains how to deal with, or work around, minor issilied can sometimes arise in
Horizon for which ¢ften because of their trivialfysysterawide fixes have nobeen
developed and implemented. It is not a record of software coding errors or bugs for
which systemwide fixes have been developed and implemented. To the best of Post
Office's knowledge and beliefihere is no issue in the Known Error Log that could
affect the accuracy of a branch's accownmtshe secure transmission and storage of
transaction data. o

(emphasis added)
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This was expressly challenged in paragraphs 3 and 4 of the Generic Reply.

The two main pointso consider within thapassagen the Ddenceare that the Post

Office stated that it dishot have control of the Known Error Log, and that entries within
itrelatedt o0 mi nor / trivial matters and coul d n
accountsThis position was maintainedotwithstandingh e t er ms of t he Po
skeleton argument for the firshse management hearing on 19 October.Z¥athad

stated

ACs6 response to the criticism of their c
the access to information and documents wWauld allow them to plead any properly
articulated case as to tlieb u ghatothey wish to blame for the shortfalls in their
branches. Without prejudice to its position that the case is not properly pleadable, even

at a generic leveRost Office is pregred to take steps to help Cs investigate Horizon,

take an informed view as to whether they really wish to maintain their claims and, if

so, decide how to proceed with théPost Office wishes to put an end to the speculative

attacks on Horizon and the agtd allegations as to its own conddtputs forward its

proposals in paragraphs 2 to 8 of the Draft Order as a pragmatic compromise between
the partiesd competing interests and conc
(italics present in original, emphasis by underlining added)

At the fird case managemehearingitself, upon specific enquiry by the court, this
position wadurthermaintained.

Disclosureof the Known Error Logvas resistetdy the Post Officen the groundboth

of control, and conten§o far as control is concerned, Mr Parsbadprovided his #

witness statement for that hearirige first before me as the managing judgkich
expressl y st atDeshite®Post Qffiaeregpipiniregphk irrédevandg of the
Known Error Log and h a 't it was not within Post Oof
paragraph 37 ADue to the | arge amount of
Known Error Log is not in Post Office's contol @ his position was confirmeby

the Post Office through iteadingcounselin the following exchange with thaourt at

that hearingthe transcript of that showing the following exchange.

fiMr Justice FraseiDo you still maintain it is not in your control?

A: My Lord, yes. |l tds a Fujitsu document.
Mr JusticeFraser No . Just because itds a Fujitsu
your control.

A: Thatodés right. At no point has Post Off
as | 6m aware in fany of the | etters that I

Mr Justice FraseOkay.

A: (Redingfrom pleading

"To the best of Post Office's information and belief the known error log is a knowledge
based document used by Fujitsu which explains how to deal with or workaround minor
issues that can sometimes arise in Horizon for which often becdukeir triviality
systemwide fixes have not been developed and implemented. It is not a record of
software coding errors or bugs for which systeide fixes have been developed and
implemented. To the best of Post Office's knowledge and belief theceissue in the
known error log that could affect the accuracy of branch accounts or the secure
transmission and storage of transaction data."



587. This was the relevant passage in the Generic Defence that was read out and Post
Of f ileadinig®unsel thertontinued

—

t will be c¢clear f
i

rom what | "' ve jJjust r ec¢
S is a complete red

I
h herring. o
588. Theposition was then, again, expressly confirmed as follows.

A Mr Ju s t:lthink it'sFgoirg 8 &ea useful for en certainly, for you to define all

the different grounds upon which you currently resist disclosure of the known error log.
Number () is you say it's not in your control.

A: Control.

Mr Justice FraseNumber (2) you say the subject matter is not relevant. Is that right?
A: My Lord, yes.An order that Post Office disclose documents relating to bugs and
errors causing the branch account errors, if Post Office had control of the document and
it dutifully complied with that order it would not be disclosing #m®wn error log
because, as far as it is aware, the known error log is not that kilndwihent

589. So far aghe content of the Known Error Log is concerned, when askethe court
Adoes iatnyc oenrtracirns at al |l ?0 tbhlye tfhel IPowitn @Of
leadingcounsel:

filt contains things like there's a problem with printers. There's a printer. You have to
kick it on the lefthand side to make the printer work. | mean there'ssaraage of
hardware problems of that sort and maybe some software probleng not the kind

of bugs, errors and defects that the claimants are wishing to pursue in their particulars
of claim so far as Post Office is awaré

590. This exchange with the cduthen continued.

A Mr J u s t: Wellethatfs tha reder which slightly might concemn
A: Well, my Lord, unfortunately, that's all that Post Office can say because it's not Post
Office's documentt's Fujitsu's document. Fujitsu are the experts.

591. Given there was no witness statement from anyone at Fujitsu available on the subject
at that hearingthat was as far as the matter could be taken on that ocaasgoms of
making any specific order relating to the Known Error L'bige Post Office hathade
clear tha any order fordisclosurethat did not specify the Known Error Lolgut was
more generatequiring disclosure of documeritsrelation to bugs and errors causing
branch account errgrsvould not lead to disclosure of the Known Error Logany
event. A practical way forward, without requiring a fully argued separate application
which would have included Fujitsu, was adopted whereby the IT experts were permitted
to inspect the Known Error LoJhe status of the Known Error Log as a disclosabl
document was resisted both on the grounds of control and relevamas to be
acknowledged that this practicalgtion was one suggested by Mg Garr Robinson.

592. It mustthereforehavecome asa surprise to the Post Office, given ttantents of its
pleadings and thexpresssubmissions that it had mattethe courtthat both experts
considered the Known Error Log to be highly relevahis should also have led to the
Post Office beginning to doubt what it was being told by Fujgsten the source of



what the court was told about this was what Fujitsu had told the Post Office, as set out
above.The explanation of what the Known Error Log was, what it contaimed its
lack of relevanceyas not remotely accurate.

593. Althougha certin number of entries ithe Known Error Log, which led to a significant
number of different entries which are each called &B#ing deployed in the trial and
examined closely, were thereafter available, the issue of control of the Known Error
LogandtheP o st Of f i c e 0 rmesiseng disclosere of thigidsnbdt iga awvay.
An entire appendi x t o t hwasdevbteditong@Eticsmo® o per
the Post Office on disclosure, includiitg shifting position orthe Known Error Log.
In closing submissions, at the very end of the final day oHibiézon Issuesrial, the
claimants handed up a document enthattl ed 7
was a short docsment nbéeattedb@KEbst he Post
with a variety of reference# ought also to be recorded here that some 5,000 KELs
were later disclosed by the Post Office in October 2019, well after the trial ended, once
the Post Office was told by Fujitsu that previous entries, which Fujitspreatbusly
told the Post Office were not retain@gkrein fact retained.

594. The subjectof whether the Post Office had control of the Known Error Log therefore
remained somewhat live. It simplyas not, therefore, going to go awayhe Post
Officed s Itearghad loaded version 12 of its contract with Fujitui't he Fuj it
c o0 n t romtacthe @lgctronic bundle database on the last day of evidence, Day 20, for
re-examination of its expert witngd3r Worden.The contractual situation between the
Post Officeand Fujitsuwas therefore before the court, which it had not beethfor
first case management hearing on 19 October 2017. i s al so t he case
documentgother than the KELd)eld by Fujitsucould potentiallycrop up again in this
litigation going forwards. It is cost effective and efficient to resolve that now, for the
assistance of the parties.

595. | therefore gave both parties the opportunity to lodge further writterhgasing
submissions restricted to whether the Known Error Logiwas t he Posol. Of fi c
It was a point relied upon by the claimants and it has to be resdlkece were two

reasons for this. One is that in group |
disclosure goes beyond a single document, or eofypocument. Guidance as to the
courtdés gener al approach wi | beThere assi

may well be other documents held by Fujitsu that need to be disclosed later, and the
issue of control needs resolvin§econdly, the cotiris entitled to expect accurate
evidencdrom partieson interlocutory matters, and accurate submissions.

596. The Fujitsu contract that was loaded onto the electronic bundle was a recent one. This
document has a version history at the front which showstthats, with amendments
therein identified, from 31 August 2006 to version 12 on 3 July 2@é&i&ion 12 pre
dates the date of the Generic Defence, but in any event, cla@lsbi2bappears below
at [607) does not appear against any ofldterversion numbers in the version history
of the Fuijitsu contractt is likely thereforethat clause 25 in substantiatlye samdif
not identical) fom appeared in all the earlier versions of the Fujitsu confaat to
Version 12.

597. The claimants madéhe requested pesearingwritten submissions based on the
meaningofcont r ol 6, f or tdrtdl.8pvhich s orcantsovessil. CP R
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602.

Thatrule provides as follows:

ifil) A partyods duty to disclose document s
been in his control.

(2) For this purpose a party has or has had a document in his control if
(a) itis or was in his physical possession;
(b) he has or has had a right to possession of it; or
(c) he has or has had a right to inspect or take copies of it.

Subparagraphs (a) to (c) are not exhaustive, but collectively those twasagraphs

mean, in this case concerning this documemtomuments, that if the Post Office has

or had a right to possession of the Known Error Log, and/or a right to inspect or take

or be provided with copies ofContrdlwillbet i s \
established if a party has a contrattught to inspect or take copie$the document

or documentsn question Given the terms of the Risu contract the claimants
submitted that the Known Error Log is 1in
material times.

The Post Officé written submissions on thigere also received. These conceded, as

it was put in paragraph 3, that the Kiiasin its control. That paragraph stated at-sub
paragraph (1):

fAs at July 2017, Post Office understood the KEL to be a relatively unimptzmial

working document produced and used by Fujitsu to assist in the performance of some
services under the contra€n that basis, the KEL would not properly have been
characterised as a Arecordérelatinke to th

Fujitsu Contract and would t husdButonthe have
facts now known to Post Office, it would not contend the KEL to be outsidedtes t r ol . 0
(emphasis added)

The title of the logi the Known Error Log, or known er log i includes rather

obviously thewo wordsii k n owmaemdr éir s6. The Hori zon 1| ssu
Abugs, errors and defectso. The presence

indication of likely relevancef the log Further, as stwn in [603 below,in the Fujitsu

contract the termmecordsm c | ud e s tfull and pchuratecerd®in ( e mphasi s
added).Although records isused in the definition of Records a point correctly

identified by the Post Office, whidhsays is largely circulari t i s c¢cl ear t hat
accurate recordso are included.

Clause 25n version 12of the Fujitsu contradtates the following

fi25.8In addition to its obligations under Clauses 25.2 and 25.3, Fujitsu Services shall
provide the Court Case Support Services to Post Office in relatmosecutiongnd

other disputes (whether civak criminal) with any third party including but niahited

to any fraud, theftbreach of contracb r i mpropriety (the #nACoO
Ser vi The Goorj Case Support Services shall include any matters whether they
relate to Horizon, HN&X or any other system provided by or on behalf of Fujitsu
Sewices to Post Officeits agents or its subcontractors (including Post Office Service
Integrator and any Tower Contractor). Fujitsu Services shall provide the Court Case




Support Services within the timeframes required by Post Office or the relevantrcourt o
other authority.

25.9 Without prejudice to Clause 25.3, the Court Case Support Services shall comprise:
25.9.1 the provision of copy reports;
25.9.2the provision of datéincluding transaction data, event logs, helpdesk call logs,

nonpolled dateand remuneration data) where such data is held by or in the control of
Fujitsu Services

25.9.3the compilation of datéincluding transaction data, event logs, helpdesk call
logs, nonpolled data and remuneration data)

25.9.4the interpretation of data (including transaction data, event logs, helpdesk call
logs, nonpolled data and remuneration data);

25.9.5the provision of technical reports regarding technical aspects of any system
(whether Horizon, HN&X or otherwisg;

25.9.6 live witness evidence at Court if any of the information provided (including
without limitation that provided pursuant to Clauses 25.9.1 to 25.9.5) is challenged to
the extent to which Fujitsu Services provided said information; and

25.9.7the richt of access to Records, including but not limited to information, reports

and data, held by or in the control of Fujitsu Servi@esl the assistance of Fujitsu
Servicesd personnel with appropriate know
any sich personnel remain employed or contracted to Fujitsu Services) for any
independent experts and/or legal advisors instructed by Post Office and/or any other
claimant(s) or defendant(s) and the Prosecution in any mediation, arbitration tribunal,

court caseor dispute in which Post Office is involved in relation to the Horizon and

HNG-X or any other system provided by or on behalf of Fujitsu Services to Post
Office.0

(emphasis added)

603. Records is defined inthe Fujitsu contract irSchedule 1 1 nt er pinetleat i on o
following way.
ARecords: means the full and accurate r €
Services 0
| consider that this term plainly inclusléhe Known Error Log, as that relates to the
performance of the Services, and in any event thisagmdata and hence also falls

within clauses 25.9.2 and 3.reject thel engt hy anal ysi s in t
submissions on this point that the KEL is not properly characterised as being a record.
It plainly is.

604. In my judgment the Post Office cleaHgs, and ha, a contractual righto be provided
with the Known Error Log by Fujitsu, given these are civil proceedings for (inter alia)
damages sought by the claimants for breach of contract, and also fraud being alleged
against the claimants by the P&ffice by way of counterclaim.do not accept that
the KEL is a type of document covered by the authority cited by the Post Office at
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paragraph 11 of its submissions on this point, namely working papers prepared by
professionals for their own assistanoecarrying out expert work for their clients;
Hanley v JC & A Solicitorg[2018] EWHC 2592 (QB) at [42]That point is , in my
judgment, plainly wrongGiven the terms of the contract between the Post Office and
Fujitsu, it is not necessary to consider thaint further.

| consider itverging onentirely unarguable given the express terms ofettirujitsu
contractwhich is now availabléo the courtthat the Known Error Log was not in the

control of the Post OfficeMr Par sonds wi margyss$ as teat éime ntwa
within Post oOfdrndcebs scmpt y dhe basism forthat und e r
statementgiven theexpresserms of the contract that the Post Office had with Fujitsu.

It plainlyisi n t he Post,g@dnthe termhave epaduceda@bovend

thatpointis now conceded.

The fact that the Post Offidceassubmitedthat in July 2017, on its understanding then,

the KEL was not a fAirecordo that #Arel ated
demonstrates a worrying lack of knowledge on the part of the Post Gifficat both

Hori zon, and Fuj Italsowméass, whetiusasrpdt together withn g .

what the Post Offigeby its leading counsel submitted to the court at thé' tase
management conference, that Fujitsu wepdraordinarily inaccurate about the
informationit provided to the Post Officat that stage of these proceedings at 2017

the Horizon system (both Legacy Horizon and Horizon Online) had been in use for
aboutl7 years. KEL appears in a table of Abbreviations/Definitions at F/87/3 in a
document entitled ACBo/®sppPanualSertvhatsi Op
2001. Thatdocumenisr ef erred t o i n f o 6tepod, orethr&4 of N
passagewithin it state the following:

f4.5.1 Maintaining the Known Error Log on the SSC intranet site

The SSC generates and mains a Known Error Log (KEL) system that uses
searchable documents in HTML format. The mechanism for searching is a query entry
in an intranet site. The KEL system is available to first, second, third and fourth line
support units as well as SSC staff.

45.2 Transferring knowledge between support units

The SSC intranet site has KEL search facilities and other useful diagnostic data,
documents and tools.

SSC and SMC staff raise KELs based on custeshserved symptoms.

KELs are further maintained onceetfault has been resolvéd.

f4.7.1 Known Error Logs (KELS)

The intranet site holds known error details in Microsoft Word format, the contents of

which may be searched for, in full text form. Documents are created to a defined
template wherever possible. An application has been generated which limits the
propertief the document to a subset of possible values, for clarity and ease of search.
This application is made available to all support units.




























































































































































































































































































































































